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SECTION 259. SECURITY CLEARANCE|INVESTIGATIONS)|

| 259-1 PURPOSE (See MIOG, Part I, 67-18](3); II, 35-9.2.)|
(1)  All individuals who requige access to National

Security Information (NSI) must undergo a lsecurity clearance

background investigation (BI}. Individualls who are under contract to

the FBI are discussed under Part I, Section 260 of the MIOG. This

section deals with individuals who are notl FBI contractors and require

access to NSI. )

| (2) |Deleted] &
(3) The other classifications lin the FBI Security Program
are 67E, 260, and- 261" and are explained 1nfthose sect1ons of the MIOG,

k;‘iiiPart I.

EFFECTIVE: 10/18/95

" I
259-2 259A - CLASSIFIED INFORMATION PROCEDURES ACT (CIPA)

(See MIOG, Part II, 17-2 (6) &|23:9; MAOP, Part II, 3-1.1
& 3-1.2.) | ’

(1) The CIPA legislation was enacted in 1980 by Congress
to provide for the introduction of NSI witpin the context of a federal
CRIMINAL proceeding in order to prevent a defendant from claiming an
inability to provide adequate defense becase of a need to have access
to NSI. Prior to CIPA, this claim could result in the government
requesting a dismissal of the criminal charges rather than compromise
national security. i

. (2) Persons needing a security|[clearance are identified
by the court, e.g., attorneys and their staffs and court personnel.
The request for a BI originates with the céurt and 1is coordinated with
the Department of Justice (DOJ). Subsequently, DOJ directs FBIHQ
Security Programs Manager to conduct a BI and provide thé results to
Ea DOJ for clearance adjudication.
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(3} Procedurally, at FBIHQ tﬁe cases are managed by the
|| Industrial/Facility|Security Unit| (I/FSU), |Security Countermeasures
Section (SCMS), National Security Division (NSD), and any questions
| and/or consultation may be directed acco#dingly. fI/FSU[sets out
investigation for the field under the subclassification 259A. The BI
is to be conducted by the field in accordance with the guidelines set

out in MIOG, Part II, 17.

|
(4) TIMPORTANT THINGS TO REMEMBER:

(a) Deadlines in CIPA cases are driven by the trial
date established by the U.S. District Co%rt judge hearing the criminal
case. Invariably, the time frames for conducting the Bls are

“extremely short, as is the tolerance of the judges for missed

meet the deadline could
result in dismissal of the government's case with prejudice.
Therefore, field supervisors managing these cases must be extremely

deadlines. More importantly, failure to

sensitive to the time constraints.

s (b) The FBI conducts the

BI and the results are

&; "% provided to DOJ for clearance adjudication. Only DOJ, Office of
--* Security, can authorize discontinuance o% these investigations.

(¢) In some special case%, DOJ may ask the FBI to
provide a security briefing to individuals who are cleared pursuant to

the CIPA.

(d) CIPA applies only to

|

CRIMINAL proceedings.

;
(e) When individuals must be cleared for access to
NSI in the context of a civil judicial pﬁoceeding wherein the U.S.
government is a party, the BIs are handled under the 259D

|

classification.

EFFECTIVE: 10/18/95
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|
259-3 259B - FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978
(FISA) (See MIOG, Part II, 17- 2|(6) MAOP, Part II, 3-1.1
& 3-1.2.)

b

(1) This Act was passed by angress to ensure that all
electronic surveillance targeted against foreign individuals or
establishments in the United States were reviewed and approved by a
special FISA Court. Orders issued by the FISA Court are classified
because of the nature of the 1nformat1on contained therein. Further,
this Act authorized the Attorney Generall (AG) and the Director of
Central Intelligence (DCI) to set the gdldellnes for the security

.. procedures to be followed for all FISA electronic surveillance.

(2) The security requirements as determined by the AG and
the DCI are contained in a document entﬂtled SECURITY PROCEDURES FOR
SAFEGUARDING RECORDS PERTAINING TO ELECTRONIC SURVEILLANCE WITHIN THE
UNITED STATES AUTHORIZED UNDER THE FOREIGN INTELLIGENCE SURVEILLANCE
ACT OF 1978 which was signed March 13, 1980 and endorsed by the FBI.
A copy of this document is to be malntaﬁned by the field office (FO)

: Secur1ty Countermeasures Programs Manager. These security procedures
( ©  hold the FBI responsible for the securlty of the classified court
-.- - orders, to include those orders which tﬁe communications carrier
chooses to store in its own facility. . Further, it is incumbent upon
the FBI to ensure that any individual who has access to these
classified court orders has the proper secur1ty clearance. Most often
these individuals are cleared for "Top Secret."

The above-referenced security procedures provide for the
use of a Trust Receipt which gives the commun1cat1ons carrier full
access to the information contained in the classified court order,
while the FBI phy51ca11y maintains the order in the FO. The
communications carrier receives a Trust Receipt signed by the SAC
which guarantees the communications carf1er access to the order at any
time during business hours, during nonbu51ness hours upon prior
notification, and further guaranlees thﬁt the court order will not be
altered or destroyed. Each FO should encourage the communications

carrier to utilize the Trust Receipt. The use of the Trust Receipt
can be demonstrated as a savings for the communications carrier, since
fewer people must be cleared. In addltxon, communications carriers
will not incur the costs normally assocxated with the storage of
classified information. The FBI will benefit since fewer of the
communications carrier employees must have a security clearance. The
FBI will not have the additional respon§1b111ty of periodically
inspecting the communications carrier's| facilities as mandated by the
security procedures.

f
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In the event the communications carrier elects to store
the classified FISA order in its space, /it is incumbent upon the FO
Security Countermeasures Programs Manager to ensure that the
classified material is being protected és outlined in Section 2,
"Carrier Storage,'" of the above- referenced Security Procedures.

: (3) Procedurally, FISA security clearance background
| investigations are managed byII/FSU |SCMS NSD, and any questions

and/or consultations may be directed accordingly. The investigations
| will be reported under the 259B ;ubclasﬁification.

(4) When the field Security|Countermeasures Programs
Manager identifies communications carrier personnel who need a
security clearance, the following procedures are to be followed:

(a) Candidate completes an SF-86, "Questionnaire for
Sensitive Positions," and is f1ngerpr1nted The SF-86 and two FD-258s
(applicant fingerprint cards) are forwarded to the FO Security
Countermeasures Programs Manager.

(; K : (b) The field Security Countermeasures Programs
e Manager opens a 259B case, initiates inqices, ALL available automated
data base checks, and local criminal checks.

I

(¢) After reviewing the|SF-86 and the results of the
FO checks, the field Security Countermeasures Programs Manager or
designee interviews the candidate and'réports same on an FD-302. The
interview need not reflect the specific%questions asked of the
candidate. A question-and-answer format is not desired as it tends to
result in a "checklist" style of interview. This interview is
intended to obtain infermation to facilitate our investigative
efforts. If a candidate provides 1nfor$atxon which could become an
issue 'affecting trustworthiness for hls/her access to classified
information, this should be fully explored at the interview.

The narrative of the FD-302 should be sufficiently
detailed to reflect, at a minimum, each of the following points:

1. Completeness and accuracy of the SF-86.
2. Personal and bu§iness credit issues,
including, but not limited to, repossessions, delinquent student

loans, debts placed for collection, and|bankruptey.

3. Civil suits as plaintiff or defendant,
including divorces. Identify issues IiFigated.

L
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r

. L ..
4. Any involvement in criminal matters as a
suspect or subject or any criminal charge, arrest, and/or conviction.

5, Any denials of employment and/or dismissals.
Include reasons.

6. Any contact with!/ representatives of foreign
:

7. Details of candi?ate's personal life that

could be used to coerce or unduly influence the candidate.

countries.

8. Details of professional complaints or any
nonjudicial disciplinary action, e.g., bar associalion grievances,
better business complaints, student or military disciplinary
proceedings, Equal Employment Opportunity complaints, etc.

9. Business/investmgnt circumstances that could
or have involved. conflict of- interest allegations.

10.Details of any pfychological counseling with
psychiatrists, psychologists, or other qualified counselors.

11,Any abuse of prescription drugs or alcohol,
illegal drug use, to include marijuana, énd participation in
drug/alcohol counseling/rehabilitation p?ograms, during candidate's
entire adult life (since age 18), Identify all drugs used, when used,
duration of usage, amount of drug used, place where used (public or
private setting), how the drug was obtalned whether or not candidate
has provided drugs to anyone, if candeaFe has purchased or sold
drugs, others having knowledge of candidate's drug use.

12.Any involvement in any organization which
advocates the use of force to overthrow the U.S. government; or any
involvement in any organization involved'in the commission of
sabotage, espionage, or assisting othersiin terrorism.

13.Any current or past circumstances known to
the candidate that could have a bearing on his/her trustworthiness for
access to classified information.
(d) The candidate shouldlbe recontacted to resolve,
if necessary, any issues developed during the investigation.

(e) THE FIELD SECURITY COUNTERMEASURES PROGRAMS

Sensitiye
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MANAGER SPONSORING THE CANDIDATE HAS THE AUTHORITY TO DISCONTINUE THE
INVESTIGATION AT ANY TIME BASED ON INFORMATION DEVELOPED.

- (f) If the candidate is;istill viable for clearance,
the field submits the original SF-86, two FD-258s (applicant
fingerprint cards), results of the FO cﬂecks, and candidate interview
with a cover communication to|I/FSU|AND{auxiliary FOs, as appropriate,
setting out type of investigationm, 2598 file number, and 30-day Buded.
FBI Headquarters' Personnel Security Specialist reviews Headquarters
checks and, if necessary, advises fieldlof unfavorable information.

(g) FO continues BI consistent with guidelines set
out in Part II, Section 17, MIOG. Submit completed investigation to
III/FSU[with copies to office processing Fhe candidate.

I (h) The[I/FSU|adjudicates|trustworthiness.and
notifies the sponsoring FO of the clear?nce decision.

. . t
(5) The field Security Countermeasures Programs Manager
e provides a comprehensive briefing covering the handling of  classified
(; . information. t

(a) The ORIGINAL signed|SF-312, "Classified
| Information Nondisclosure Agreement," is forwarded to the|I/FSU.

(b) When the candidate's security clearance is
terminated for any reason, the field prpvides a debriefing and
| forwards the signed SF-312 to the|I1/FSU| for the mandatory 50-year
retention requirement.

(6) The FISA security procedures provide for EMERGENCY
SITUATIONS when it is necessary to_gran& uncleared individuals access
to the classified court order. The SAC or designee must make the
determination that the time required to obtain a personnel security
clearance in a particular circumstance would cause failure or
unreasonable delay in conducting the surveillance. Such emergency
authorization must be confirmed in writing to the communications
carrier, and the person being served wilth the classified order must
execute the security agreement form reduired by the FISA security
procedures (supra). The emergency procedures are not to be utilized
to bypass the clearance process. Subséquent contacts with the same
communications carrier for the purpose lof serving a classified court
order should be anticipated and the appropriate individual(s)
submitted for a security clearance.

The FOVSecurity Countermeasures Programs Manager must work closely

Sensitive
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with the FO Technical Advisor in an effort to identify key individuals
with the communications carriers who will need clearances for FISA
orders.

F :
(7) IMPORTANT THINGS TO REMEMBER:

(a) Classified FISA orders should only be served on
individuals who possess the required DOJ| security clearance.

(b) 'The communications c?rrier should be encouraged
to utilize the Trust Receipt exclusively.

(c) The FO is responsible for inspecting the
facilities of communications carriers which store the classified FISA
orders to ensure proper security procedures are in place.’

{d) The FO Security Countermeasures Programs Manager
is responsible for identifying all communications carriers which are
or could be used for a FISA. Appropriate personnel with those
carriers are to be cleared: The FO should be aware of the
communications carriers' pending retirements or transfers so that a
pool of cleared individuals can be maintained.

(e) Emergency procedures exist for those limited
situations when an uncleared individual{must be served with a FISA
order. The SAC or designee must determ%ne an emergency exists and
confirm authorization for emergency access in writing to the
communications carrier. The uncleared individual must sign the
security agreement form. This individu%l must undergo a security
clearance investigation and receive a clearance before he/she can be
served with any subsequent FISA order.

(£) The FBI component in the NSD managing the FISA
program will, from time to time, identify key communications carrier
personnel at the Headquarters level who[will require a Top Secret
security clearance. In those instances, the|I/FSU,|SCHS, NSD, will
initiate the BI and set out leads to the field atcordingly.

{.
|

EFFECTIVE: 10/18/95
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259-4 259C - FBI JOINT TASK FORCES (JTFs) (See MIOG, Part II,
| 17-2|(6) ; MAOP, Part II, 3-1.1& 3-1.2.)]

‘(1) A Joint Task Force (JTF) for purposes of this sub-—
section is the combination of FBI persoﬁnel and other resources with
STATE AND LOCAL law enforcement agencies to address common crime
problems within their respective jurisdictions.

(2) Generally speaking, & JTF is designed so the FBI and
state and local participants are on an equal footing as to the sharing
of information, personnel, and/or facilities to which access is
necessary to accomplish the objectives ﬁf the IJTF. Very often, the
JTF personnel become one force whose pa%ticipants become
indistinguishable. Heretofore, security countermeasures required a
ten-year BI and a Top Secret security clearance for ALL state and
local JTF participants. |

In the late 1980s and early 1990s, there was a proliferation of FBI
JTFs across the nation occasioned by the expansion of the FBI's

A investigative responsibilities, such aslViolent Crime/Major Offenders

(;H““ initiative, Domestic and International Terrorism, etc. The

- traditional task force concept began to?lose its identity in that the

new JTFs had significant variances in .the degree of access to FBI
information, personnel, and/or facilities afforded to state and local
personnel. As a consequence, the ten—y%ar BI was thought to be
excessive when Lthe access was, at times, measurably less than in the
traditional task force of the late 19705 and early 1980s.

(3) The entire security countermeasures program as
applicable to JTFs was revisited by exp%rienced SAs in the field and
representatives of both investigative divisions at FBIHQ. The
objective was to make the program more effective in terms of
streamlining procedures without sacrificing the security of our
information, personnel, and/or facilities.

(a) A threshold decision was made to place
responsibility on FO managers to assesstJTF security vulnerabilities
by utilizing the concept of "RISK FACTOR."

i
1. "RISK FACTOR" ils ascertained by the FO
examining and quantifying the access to FBI information, personnel,
and/or facilities being afforded to th%‘JTF state and local law
enforcement personnel. Thereafter, the FO managers must project the
damage to the FBI if the state and/or local law enforcement personnel
betray the access afforded them. In oﬁher words, if there is

compromise, what is the potential damagé? For example, will

Sensitive
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compromise jeopardize an investigation?; endanger life of an
undercover agent?; an informant?; surface covert facility or

- operation?, etc. When you can estimate the probable impact of
compromise, you have established the "RISK FACTOR."

_ 2. The "RISK FACTOR! drives the scope of your
security countermeasures program as it applies to a particular JTF.

(b) The group (supra) studying the JTF security
countermeasures policy and procedures took the position that, under
all circumstances, every FO MUST HAVE a record of ALL state and local
participants in FBI JTFs.

(c) The guesswork, as to{the scope of the security
countermeasures, has been eliminated by Fstablishing two ALL INCLUSIVE
categories of JTFs for purposes of security countermeasures, i.e.,
CATEGORY I and CATEGORY II. }

(d) The new JIF security countermeasures policy and

~7. procedures: were sent out Lo ALL SACs by‘airtel dated 11/22/93,
(' % captioned ""SECURITY PROCEDURES REGARDINq?JOINT TASK FORCES (JTFs), FBI
~..." . AND OTHER LAW ENFORCEMENT AGENCIES, FCI}— SECURITY COUNTERMEASURES."

(4) These cases will be repﬁfted under the 259C
| subclassification.

The FBI Security Program is managed in é;ch office by the National
; Foreign Intelligence Program Manager, WHO MUST FAMILIARIZE OTHER FO
. SUPERVISORY PERSONNEL WITH SECURITY COUﬁTERHEASURES POLICY AND

PROCEDURES. .L

This facet of the FBI Security Program %s being managed at
| FBIHQ by thelI/FSU,ISCMS, NSD, and any questions and/or consultation

may be directed accordingly. |-
. |

b
(5) All state and local JTF\participants will be
investigated in either CATEGORY I OR 11, depending on FIELD OFFICE
assessment of the RISK FACTOR.

EFFECTIVE: 10/18/95 ' b

;
I
|
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259-4.1 Category I JTFs Consist of Staée and Local Candidates
Participating in FBI Joint Tasﬁ Forces Who Need
Department of Justice Top Secret Security Clearances
Based on a Ten-Year BackgroundiInvestigation (BI)

(1) Specifically, this category applies to state and
local candidates who will have:

r
(2) Access to national security information in order to
participate in joint task forces; OR

(3) Long-term unrestricted access to FBI information,
personnel, and/or facilities.

EFFECTIVE: 04/12/94

259-4.1.1 Procedures for Conducting a Ten—Year Background
Investigation on State and Local Candidates
Participating in FBI Joint Task Forces Who Need Top
Secret Security Clearances

(1) Candidate completes an SF86, "Questionnaire for
Sensitive Positions,'" and is fingerprinted. The SF-86 and two FD-258s
(applicant fingerprint cards) are forwarded to the field Security
Countermeasures Programs Manager.

(2) The field Security Countermeasures Programs Manager
opens a 259C case, initiates indices, ALUL available automated data
base checks, local criminal checks, and police department Internal
Affairs check. -

(3) After reviewing the SF—Bé and the results of the FO
checks, the field Security Countermeasures Programs Manager or
designee interviews the candidate and reports same on an FD-302. The
interview need not reflect the specificiquestions asked of the
candidate. A question-and-answer format is not desired as it tends to
result in a "checklist" style of interview. This interview 1is
intended to obtain information to facilitate our investigative
efforts. If a candidate provides information which could become an
issue affecting suitability for particiﬁation in an FBI ITF or his/her
access to sensitive or classified information, this should be fully

t

f
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| explored at the interview.
| \

b
The narrative of the FD-302 should be sufficiently detailed to
reflect, at a @inimum, each of the following points:

| (a) Completeness and accﬁracy of the SF-86.

(b) Personal and busines§ credit issues, including,
but not limited to, repossessions, delinquent student loans, debts
placed for collection and bankruptcey.

(¢) Civil suits as plaintiff or defendant, including
divorces. Identify issues litigated. '

(d) Any involvement in criminal matters as a suspect
or subject or any criminal charge, arrest, and/or conviction.

(e) Any denials of employment and/or dismissals.
(i }a Include reasons.

(f) Any contact with rep}esentatives of foreign
countries. :

(g) Details of candidat?‘s personal life that could
be used to coerce or unduly influence the candidate.

(h) Details of professional complaints or any
nonjudicial disciplinary action, e.g., ﬁar association grievances,
better business complaints, student or military disciplinary
proceedings, Equal Employment Opportunity complaints, etc.

(i) Business/investmentcircumstances that could or
have involved conflict of interest allegations.
t
| .
(j) Details of any psyc*ological counseling with
psychiatrists, psychologists, or other ?ualified counselors.
(k) Any abuse of prescription drugs or alcohol,
_ | illegal drug use, to include marijuana,| and participation in
drug/alcohol counseling/rehabilitation programs, during candidate's
entire adult life (since age 18). Identify all drugs used, when used,
duration of usage, amount of drug used,[place where used (public or
) private setting), how the drug was obtained, whether or not candidate
(: e has provided drugs to anyone, if candid%te has purchased or sold
drugs, others having knowledge of candiqate's drug use.

Sensitkve
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1
(1) Memberships in organizations whose policies.

restrict membership on the basis of sex, race, color, religion, or.
national origin.

(m) Any involvement in any organization which
advocates the use of force to overthrow the U.S. Governmeni; or any
involvement -in any organization involved in the commission of
sabotage, espionage, or assisting othersl in terrorism.

(n) Any current or past circumstances known to the
c;ndidate that could have a bearing on his/her suitability for FBI JTF
participation and/or access to sensitive and/or classified
information.

(4) 1f necessary, Lhe candidate should be recontacted to
resolve any issues developed during the !investigation.

(5) THE FIELD SECURITY CQUNTERMEASURES PROGRAMS MANAGER

SPONSORING THE CANDIDATE HAS THE AUTHORITY- TO. DISCONTINUE THE.

3

INVESTIGATION AT ANY TIME BASED ON INFO%HATION DEVELOPED.

(6) 1If the candidate is stili viable for clearance, the
field submits original of the SF-86, twé FD-258s (applicant
fingerprint cards), results of the FO checks, and candidale interview
with a cover communication to ISU AND a@xiliary field offices, as
appropriate, setting out type of investigation, 259C file number and
30-day Buded. FBIHQ Personnel Security|Specialist reviews
Headquarters' checks and, if necessary,|advises field of unfavorable
information. :

(7) Field offices continue Bl consistent with guidelines
set out in Part II, Section 17, MIOG. powever, this investigation
must include ARREST CHECKS ON RELATIVES: Submit completed
investigation to ISU with copies to office sponsoring the candidate.

(8) The ISU adjudicates trustorthiness and notifies the
sponsoring FO of the clearance decisiow;

(9) The field Security Count%rmeasures Programs Manager
provides a comprehensive briefing coveqing the handling of national

security information and security policy and procedures of the FO.

(a) A COPY of the signed SF-312, "Classified
Information Nondisclosure Agreement,” is forwarded to the ISU.

Sensitive
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(b) When the candidale t?rminates the task force,
the field provides a debriefing and forwards the ORIGINAL signed SF-
312 to the ISU for the mandatory 50-year retention requirement.

EFFECTIVE: 04/12/94
\
‘ :
259-4.2 Category II JTFs Consist of State and Local Candidates
Participating in FBI Joint Task Forces Who Have NO NEED

FOR A SECURITY CLEARANCE But 4ust Be Subjected to a

Limited Security Investigation .

(1) Specifically, this category applies to state and
local candidates who will NOT have:

participate in joint: task forces; OR

(3) Long—term unrestricted access to FBI information,

l (2) Access to national security information in order to
l personnel, and/or facilities.

EFFECTIVE: 04/12/94 '

259-4,2.1 Procedures for Conducting a Himited Investigation on
State and Local Candidates Participating in FBI Joint
Task Forces Who Have NO NEED |FOR A SECURITY CLEARANCE

(1) Candidate completes pages 1, 2, 3,9
(Certification only), and 10 of the SF-86, "Questionnaire for
Sensitive Positions.'" The SF-86 is forwarded to the field Security
Countermeasures FPrograms Manager.

(2) The field Security Coun%ermeasures Programs
Manager opens a 259C case, initiates indices, ALL available automated
data base checks, local criminal checks, and police department

Internal Affairs check. |

(3) After reviewing the SF-86 and the results of the FO
checks, the field Security Countermeaﬁures Programs Manager or :

Sensitive
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|

designee interviews the candidate and reports same on an FD-302, The

interview should cover the following: [

(a) Completeness and accuracy of the SF-86.

(b) Any involvement by tée candidate in
criminal matters as suspect or subject or any criminal charge, arrest,
and/or conviction. %

(¢) Any current or past &ircumstances known to the
candidate that could have a bearing on hés/her suitability for

participation in an FBI JTF and its investigative mission.

(4) The above items are not all inclusive and may be
expanded depending upon the nature of the task force, degree of
access, Risk Factor, and other informatilon developed which may
adversely affect the candidate's particﬂpation in an FBI JTF.

(5) THE FIELD SECURITY COUNTERMEASURES PROGRAMS MANAGER

HAS THE: AUTHORITY TO DISCONTINUE THE INVESTIGATION AT ANY TIME BASED
ON INFORMATION DEVELOPED. ’

(6) If the field Security Countermeasures Programs
Manager determines candidate is acceptable for participation in the
FBI JTF, the candidate must be providedia comprehensive briefing
covering the security policy and procedures of the FO.

(7) All records regarding the above must be maintained in
the FO 259C file. No reporting to FBIHQ is required in Category 11
cases.

EFFECTIVE: 04/12/94 [
|
f

259-5 SECURITY CLAUSES FOR JOINT T%SK FORCE MEMORANDUM OF
UNDERSTANDING

(1) An integral part of the| JTF process is a Memorandum
of Understanding (MOU) to ensure clarity as to the responsibilities
for each of the participating agencies

~(2) An MOU is an agreement{yhich is voluntarily entered
into between the FBI and a cooperating:state or local law enforcement

b

Sensitive
PRINTED:|02/18/98
]

L




®

(My;‘ i S  Sensitiv

Manual of Investigative Operations and Guidelines
Part 1 i PAGE 259 - 15

agency which sets out the objectives of a joint investigétion, the
method of conducting the investigation, and the responsibilities of
all parties.

(3) Depending upon the Category of the JTF (I or ID),
different security clauses will be neces?ary.

(a) CATEGORY I task forcLs require a DOJ Top Secret
security clearance for state and local candidates who will have:

1. Access to national security information in
order to participate in joint task forces; OR

2. Long-term unrestricted access to FBI
information, personnel, and/or facilities.

(b) The CATEGORY I FBI ITF security clauses are as

follows: |
e “Personnel of the- (insert. agency name)’
(\ "% | participating in this FBI Joint Task Force will be required to undergo

- a full background investigation for a Department of Justice Top Secret
security clearance. 1f, for any reason; 2 candidate is not selected,
(name of participating agency) will be so advised and a request will
be made for another candidate. '

"Sixty days prior to being assigned to this task
force, each candidate will be required to furnish a completed
"Questionnaire for Sensitive Positions’ (SF-86) and two "ppplicant
Fingerprint Cards" (FD-258s) to the FBI. Sometime thereafter, an
interview of each candidate will be co%ducted by an FBI

representative.

“ast the completion|of the background
investigation, each candidate selectedwill be granted a Department of
Justice Top Secret security clearance and will receive a comprehensive
briefing on the security policy and procedures of the FBI field
office, to include the handling and prptection'of national security
information. During the briefing, each candidate will execute a
nondisclosure agreement (SF-312). f '

t

"Upon departure from the task force, each

candidate will execute 2 nondisclosure agreement (SF-312) and will be
given a security debriefing." !

(¢) CATEGORY II task forces require a limited

l .
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background investigation for all state and local personnel who will
NOT have: '

1

|

1. Access to national security information in
order to participate in joint task forces; OR

2. Long-term unrestricted access to FB1
information, personnel, and/or facilitie?.

\
(d) The CATEGORY II FBI gTF security clauses are as
follows: V

"personnel of the (insert agency name)
participating in this FBI Joint Task Force will be required to undergo
a limited background investigation. If,} for any reasom, a candidate
is not selected, (name of participating agency) will be so advised and
a request will be made for another candidate.

"Thirfy days prior ﬁp being assigned to the
task force, each candidate will be required’ to furnish pages 1, 2, 3,
9 (Certification only), and 10, of the "Questionnaire for Sensitive
Positions” (SF-86) . Sometime thereafter, an interview of each
candidate will be conducted by a repres?ntative of the FBI.

"Upon being selecteé, each candidate will
receive a comprehensive briefing covering the security policy and
procedures of the FBI field office.”

{(4) Procedures regarding preparation of MOUs are outlined
in the revised "FIELD GUIDE FOR UNDERCO{‘VER AND SENSITIVE OPERATIONS,"
under the caption "CONTRACTS/AGREEMENTS;-MEMORANDUM OF UNDERSTANDING."
A sample of an MOU with the Security Clauses for Category I and
CATEGORY II ITFs are located in the Appendix of the "Guide." This
"Guide" was published by the Undercoveﬂ and Sensitive Operations Unit,
Corruption/Civll Rights Section, Criminal Investigative Division,
FBIHQ. r
o

t

EFFECTIVE: 04/12/94
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\
259-6 250D -~ OTHERS - ACCESS TO NATIONAL SECURITY INFORMATION
(SEE MIOG, PART II, 17-2 (6).|.| :

This category applies to individuals other than those in
259a, B, and C (supra), who must have access te NSI. This
miscellaneous category has grown significantly in recent years and the
following list is illustrative:

|

(1) Attorneys representing FBI employees in personnel

actions requiring access to NSI;

(2) Federal civil judicial proceedings wherein the U.S.
Government is a party and litigants must|have access to NSI;

(3) Staff of Federal Independent Counsel, Special
Counsel, etc.;

(4) Special Consultants (e.g., security professionals,

admﬁnistratorsﬁ; |

(5) Selected Federal LegislaéiVe and Judicial Branch
personnel; :

(6) Military personnel supporting FBI initiatives (see
All SAC airtel, captioned "DEPARTMENT OH-DEFENSE (DOD) SUPPORT FOR FBI
COUNTERDRUG OPERATIONS SECURITY COUNTERnEASURES POLICY AND PROCEDURES,
FCI — SECURITY COUNTERMEASURES," dated 1/10/94);

(7) Chaplains promoting health and welfare of FBI
personnel (see All SACs airtel, captioned "FRI CHAPLAINS PROGRAM

SECURITY COUNTERMEASURES POLICY AND PROCEDURES, FCI - SECURITY
COUNTERMEASURES, " dated 3/4/94);

(8) Other Federal personnel supporting FBI initiatives;

(9) 1Individuals needing acc?ss to NSI and, to do so, will

need a DOJ security clearance. |

%

: |
1f the Field Security Countermeasures Programs Manager receives a
request for a security clearance in this miscellaneous category for

which there are no existing policy and procedures, it must be
coordinated with the ISU, SCMS, NSD, F?IHQ.[

3

|
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EFFECTIVE: 04/12/94

259-7 ]259E - PERIODIC REINVESTIGATIONS/SECURITY CLEARANCES

(See MIOG, Part II, 17-2; MAOP, Part II, 3-1.1 and
3-1.2.)

All FBI noncontractor personney‘possessing current and
active sgcurity clearances five years old or older are to be
reinvestigated to ensure trustworthinesé for continued access to
National Security Information. ‘

(1) Individuals due for the five-year reinvestigation,
both at the "Secret' and "Top Secret” levels, will be identified by
field offices or divisions within FBIHQ. The reinvestigation
will be initiated via electronic commuqiéation from Eield offices
or divisions within: FBIHQ and include the original Standard Form- 86-
(SF-86) to FBIHQ and set forth the reqdired investfigation.

}

(2) The reinvestigation for 4 "Secret" security clearance
will include a candidate interview, 2 ¢heck of FBI indices (field and
FBIHQ), automated data bases (FBIHQ) , ﬁational agency checks (FBIHQ) ,
local agency checks/arrest checks (field), and credit bureau

checks (FBIHQ).

(3) The "Top Secret" reinvestigation will encompass the
same areas as the "Gecret' level and, in addition, will include
verification of residence, interview oﬁ two neighbors, review of
employment records, two employment references, and Lwo character
references developed by the investigator and not provided by the
candidate. |

(4) 1In all instances the in?estigation must be expanded
to resolve any derogatory orf adverse information. Newly listed
information within the scope of the ipvestigation, such as education,

recent divorce, roommate, part-time military service and foreign
travel must be addressed. ‘ ‘

(3) Conduct inveétigafion in accordance with the policy
and procedures set out in MIOG, Part 11, 17-6, entitled "Scope of

Full Field Investigation."l : i

b
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t
i
EFFECTIVE: 01/03/97 |
\

|259-8|  CHARACTER - SECURITY CLEARANCE INVESTIGATIONS — CIPA;
FIsSA; — JTF; —IOTHER; - PERSONNEL REINVESTIGATIONS/
SECURITY CLEARANCES (See MIOG, Part II, 17-2; MAOP, Part
11, 3-1.1 and 3-1.2.) ] l

|
|
‘
EFFECTIVE: 01/03/97 y
|
|

L

\:'t* | _ |
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SECTION 260. INDUSTRIAL SECURITY PROGRAM

%.
260-1 BACKGROUND AND PURPOSE (See MIOG, Part I, 67-18 (3) &
259-1; II, 35-9.2.)
|
(1) The Industrial Security‘?rogram (ISP) is designed to
manage, control, and safeguard FBI inforpation entrusted to
contractors and thereby prevent damage to national security. In order
to perform this task, the ISP cannot merely address the threat of
- i .
espionage posed by contractor personnel who have access to National
Security Information (NSI). It must alse focus on those situations
where there is potential risk to the national security by virtue of
access by non~FBI personnel to sensitive unclassified FBI information,

personnel, and facilities. The following are {llustrative of major
concerns the ISP must address: (See MIOG, Part I, 261-2 (6) & MAOP,

| Part 11,. 2-4.3.1].(1) ® .|

1

(a) All contracts which include new construction or
modification of existing FBI facilities#

(b) All contractual agrangements with the private
sector for the installation and/or service of any manufactured item
essential to Bureau operations, i.e., computers, typewriters, building
maintenance, automobiles, etc.;

(¢) Any or all non-FBI individuals who are granted
access to FBI facilities for whatever reasonm, to include but not
limited to vendors, consultants, servige people, etc.} and

(d) Traditional contractual arrangements involving
the release of NSI to a contractor. } )

(2) The ISP is one segment of the FBI's Security Program
which is included within the National Foreign Intelligence Program.
The following classification and alpha designators have been approved
for capturing field time expended on tﬁis aspect of the 1sP. (See
MIOG, Part II, 17-2 (7) & MaOP, Part IT, 3-1.1 & 3-1.2.)

2604 ISP - Personnel@Clearance,

2608 ISP - Facility Clearance

260C ISP — Nonclassified Personnel/Access
260D ISP - Other

| |260E ISP - Personnel Clearance = Reinvestigations|

Sensitive
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(3) The ISP is managed by tﬁe FBI Security Programs
Manager (SPM) and the staffs of the Industrial/Facility Security Unit
(1/FSU), Security Countermeasures Section, National Security Division.

(4) The guidelines in this section of the MIOG apply to
all FBI components, both at FBIHQ and in{the field. The policy and
procedures set Forth in this section apply to obtaining personnel and
facility security clearances for contractors and their employees who
require access Lo and/or storage of NSI.| These guidelines also apply
to personnel facility access approvals to FBI facilities for a
contractor, its employees; and/or others accessing sensitive
information, FBI personnel, or facilities, including equipment, not
requiring access to NSI.

!
(5) General reporting proce?ures for 260 matters are
contained in Part 1I, Section 17-6 of the MIOG.

EFFECTIVE: 03/07/96 T

260-2 PERSONNEL CLEARANCE 260A (See MIOG, Part I, 260-2.1(1) &
260-3.2(3).) |

(1) |1/FSU|manages the investigation and clearance of
those contractor personnel who will need access to NSI in order to
fulfill the terms of their contract. Pursuant to Department of
Justice Order 2640.2B, "sutomated Information SystemS‘Secqrity,"
individuals who must also be investigated and cleared include
contractor personnel who will require access to FBI computer systems
(hardware and software) containing NSI ?r snescorted access to Bureau
automated data processing (ADP) facilities where NI is processed.
Level of clearance required for those individuals involved in ADP or
ADP facility maintenance is set forth ih 260-4.3.2. Contractor
personnel not requiring access (o NSI, as set forth in this paragraph,
are not subject to regulations promulgited by the[I/FSU;|however, they
may be subject to guidelines setl forth in|MIOG, Part I,l260-4. |(See
NIOG, Part I, 260-2.5(3).)| ‘

| (2) |Cognizant Securily Officer

rn
The Cognizant Security Officer (CSO) is the FBI employee

given the responsibility by the contraéting component of the FBI to
oversee security issues, €.8-., Contrac?ing Officer's Technical

|
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Representative,,Division Security Officer, elc. The €SO will act as

liaison between the FBI and the contractor on all matters relating to
security. .

EFFECTIVE: 07/11/94

260-2.1 FBI National Security Clearance Adjudicative Process

(1) Pursuant to a Letter of Agreement between the
Department of Justice and the Departmenﬂ of Defense, dated March 19,
1976, and amended December 11, 1989, the FBI is a User Agency of the
Defense Investigative Security Program as administered by the Defense
Investigative Service (DIS). Therefore, excepl as set forth in 260-
2.3, FBI contractors meeting the criter%a in 260-2 (1) will require
FBI background investigations and thereafter be granted clearances
issued by the Defense Industrial Security Clearance Office (DISCO) and
LA authority- granted. by- the SPM to. participate in-Bureau projects
(\ i involving NSI.

(2) The 1989 amendment to the 1976 Letter of Agreement
permits the FBI considerable Flexibility in the administration of its
ISP. Notwithstanding the fact that a prospective contract employee
has the requisite DISCO clearance, the SPM can conduct such
investigation as 1s deemed necessary to make a determination of
trustworthiness prior to placement of that contract employee into a
Bureau project. Further, if during the course of the gecurity
clearance background investigation or at any other time information is
developed indicating that the contract employee's continued
participation in a Bureau project is not clearly in the best interests
of national security, he/she may be removed by the SPM pending

resolution of the trustworthiness issu% by the DIS.

(3) Participation Authoriiation

Participation authorization is a determination by the SPM
that a contract employee's involvement' in a Bureau project is
consistent with the best interests of hational security. No contract
employee may participate in 2 Bureau projeét involving NSI without SPM
authorization.

t
|
i
|
|
\
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EFFECTIVE: 02/12/92

260-2.2 Interim Clearance/Participation Authorization

(1) Definition — DISCO "interim" clearance and SPM
"interim" participation authorization are determinations based upon
the completion of minimum investigative requirements and are granted
on a temporary basis, pending completiontof the full investigative
requirements.

(2) Upon certification of an immediate need for a
contract employee's participation in a Bureau project by the CS0,

I the|I/FSU|will seek an Winterim" clearance from DISCO and the SPM can
authorize "interim" participation by theicontract employee to the
requesting Bureau component., In those cases where the contract

| employee has the requisite DISCO clearanée,]I/FSUIwill, after meeting
the minimum investigative requirements, request the SPM authorize

(i-T: "interim" participation: .

(3) Requests for "interim" clearance/participation
authorization must be justified by exigent circumstances and not
submitted on a routine basis.

EFFECTIVE: 07/11/94

260-2.3 Department of Justice Clearances Issued to Contractors

The SPM may, from time to t%me, determine that a clearance
for a contractor be sought from the Department of Justice (DOJ) rather
than DISCO. In these cases, the field %ill be so informed by the
airtel initiating the investigation, - The completed investigation (or
results of the preliminary investigation where an "interim" clearance
is being sought) will be presented to the Department Security Officer,
D0J, for an adjudicative determination. An example of a contractor
clearance issued by the DOJ is that provided to Special Investigators
involved in the Background Investigation Contract Services program.

I
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EFFECTIVE: 02/12/92 :

| |260-2.3.1 {Moved To 260-5.1|

EFFECTIVE: 03/07/96 ,

260-2.4 Forms
(1) All contracting componeﬁts within the FBI (FBIHQ or
field) seeking a national security clearance or participation
authorization on behalf of a contract emiloyee should submit to
| thelI/FSUlan original and four copies ofl Standard Form (SF) 86,
S "Questionnaire for- Sensitive Positions" [(Revised date October 19,
( 5 1987), and two copies of an FD-238 "appllicant Fingerprint Card." It
e is the responsibility of the CSO to ensure that all submitted
documentation is typewritten, complete, and accurate. All
applications not meeting these criteria will be returned unprocessed.

(2) The above forms must be attached to a communication
stating: .

(a) the identity of the CSO;

(b} whether the candi?ate will require access
(escorted or unescorted) to FBIHQ or field office facilities;

(¢) the Corporate and Government Entity (CAGE) code
of the contractor indicating that it is/ a DIS-cleared facility (see
260-3). CS0s must ensure that the contractor facility has the
appropriate level of clearance (see 260}3 infra) ;| (See MIOG, Part I,
260-3.2(2) ) |

(d) the level of clearance required;
‘ |
(e¢) if applicable, justification for "interim"
clearance/participation authorization. '

.ﬂ?}é (3) It is incumbent upon the CSO to advise
g | theII/FSUIexpeditiously-when a contract employee's participation in a

S
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Bureau project is no longer required.
(4) |1/FSU|will audit, on a semiannual basis, the

continued need for contract employees to [retain their
clearance/participation authorizations. |

EFFECTIVE: 07/11/94

.
260-2.5 Level of Clearance/Types of }nvestigations

(1) A determination of trus%worthiness will be made in
accordance with the standards set forth in Department of Defense
Personnel Security Program Regulation, 5200.2R, Appendix I, entitled
"adjudication Policy-General." The scope of the FBI security
clearance background investigation (BI) fto be conducted is determined
by the level of clearance sought. In any case, the SPM may expand the

scope of the investigation in order to drrive at a determination of
trustworthiness.

(a) '"Top Secret" - A security clearance B1 covering
the past|10|years of an individual's life or from age 18 to the
present, whichever is shorter. However, in no case may the BI cover
less than a scope of two years. '

(b) "Secret" - A security clearance BI covering the
past five years of an individual's life or from age 18 to the present,
whichever is shorter. However, ‘in no case may the BI cover less than
a scope of two years.

(e) "Confidential" -~ %n investigation composed of
various records checks conducted by FBIHQ and the field, as directed
|
by|1/FSU. | |
. |
(d) Sensitive Comparﬁmented Information (SCI) - FBI
contractor access to SCI will be determined in accordance with the

guidelines set forth in Part II, Sectién 26-10, of the MIOG.

, (2) Investigative proceduﬁes for 260A are contained in
part II, Section 17, of the MIOG. Dev%ation from investigative
procedures set forth in Part II, Section 17, may be requested by FRIHQ

v
.

and will be detailed in the communication directing the investigation.

(3) The procedures sef fo%th above must be adhered to by

|
Sensiﬁive
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Bureau components involved in the use of contractors falling within
the parameters set out in 260-2 (1) (supré). Certain CSOs may wish to
impose additional security procedures in connection with projects they
administer. In such cases, the CSO may institute changes with the

| prior approval of the|I/FSU. (See (4) below.) |

(4) Security Awareness Briefings for contractors granted
clearances issued by the Department of Justice will be afforded by
| division Security Officers, as directed ﬁy thelI/FSU.l Briefings for
those individuals cleared by DISCO will be conducted by their
respective corporate Security Officers in accordance with the
INDUSTRIAL SECURITY MANUAL or by the Cso[as provided in 260-2.5 3).
Briefings for consultants cleared by DIS?O is addressed in 260-3.2 (5)

(infra).

EFFECTIVE: 07/11/94 :

(\ T 260-3 FACILITY CLEARANCE 260B (See MIOG, Part I,
- 260-2.4(2) () .) f

(1) Definition - A facility clearance (FCL) is an
administrative determination that a facility is eligible from a
security viewpoint for access to NSI of [the same or lower
classification level as the clearance being granted.

(2) An FCL is required of all firms with which the FBI
engages in NSI contractual matters. DI§C0 will only issue personnel
clearances for contract employees employed by a cleared facility
(except as set forth in 260-3.2). An FCL is required, notwithstanding

.the fact that the contractor may not be required to possess NSI at its

facility.

(3) Components of an FCL investigation are: personnel
security clearances of designated owners, officers, directors,
executive personnel (OODEPs) ; a determination of the foreign
ownership, control, or influence to which the contractor may be
subject; and the adequacy of safeguardé'to store NSI (if applicable).

(4) The FBI will rely upon the DIS to conduct the
appropriate inspection and ‘issue the réquisite FCL. All CSOs will
ensure that firms with which the FBI contracts to do classified work

" have an FCL at the requisite level of clearance or must submit a
[ request for {ssuance or upgrade of FCLi to the‘I/FSU.]

Sensi;ive
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(5) The request for issuance or upgrading of an FCL must
include: 2

(a) the identity of the CSO;

, (b) the name, address, |and telephone number of the
contractor facility; ’

(¢) a point of contact| at the facilily who must be
an QODEP; y

(d) a brief description of the work to be performed
pursuant to the contract; . 1

(e) the level of clearénce required;

(f) whether N3I will be stored at the contractor
facility.
(\ .% (6) DIS industrial securit§ representatives will advise
i the|I/FSU|of the identity of those individuals who will require
personnel clearance investigations in connection with the FCL. The
\]I/FSUlwill manage these background investigations and coordinate the

results with the piS and the CSO. |

EFFECTIVE:. 07/11/94 :
|

260-3.1 Contract Security Classifiqation Specification Department
of Defense Form 254

(1) The completed DD 254 is the basic document by which
classification, regrading, and declassification specifications are
documented and provided to contractors. It is designed to identify
the specific items of NSI involved in the contract that require
security classification protection.

|
(2) For those programs where the DIS will exercise total
or partial control over the facility ipspection of a Bureau
| contractor, the CSO will prepare a DD 254 and provide it to|I/FSU.
The DD 254 advises the DIS that a Useﬁ'Agency has a classified

(i:ii contract at a facility. It also assists the DIS industrial security

representatives in determining whethef NSI is being handled in

Sensitive
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accordance with established DIS palicy and specific instructions as
set forth on the DD 254, :

(3) There may be circumstances when a CSO wishes to
exclude a project or 3 portion‘thereof from the purview of DIS
inspection. This is known as a.''carve out." In such a case, the CSO

should prepare 3 communication to the SPM setting forth a security
plan containing ‘the following: L

(a) justification for this request;

(b) the exact location| of the NSI retained at the
contractor faci1lity;

(e) documentatién that| the CSO has the expertise to
conduct facility inspections in lieu of the DIS;

(d) a copy of the security guidance to be provided
to the contractor.

I i . ~ .

( o (4) ThelI/FSUjwill coordinate notification of this "carve
< out" request with the Special Actions Branch at DIS Headquarters in

Washington, D.C.

(5) 1In the event 2 project)is removed from DIS inspection
responsibilities, the CSO must certify Fo the SPM at least once per
year that a facility inspection has been conducted consistent with the
security plan approved by the SPM, as set forth above, and the results
thereof. ‘

EFFECTIVE: 07/11/94 '

260-3.2 Consultant Agreements

(1) An individual may qua&ify for a personnel security
clearance despite the fact that he/shel is not employed by 2 cleared
£acility if his/her contractual obligation to the Bureau meets the

| following guidelines: | (See MIOG, Part. I, 260-3 ().

(a) NSI shall not be possessed by the consultant
away from the premises of the FBI;

(;:t# (b) The FBI shall not furnish NSI to the consultant
Lty . t

Sensitive
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at any location other than the premises of the FBI;

(¢) Performance of the consulting services by the
consultant shall be accomplished in FBI office space and
classification guidance will be provided by the FBI.

(2) The CSO will be provided a Consultant/User Agency
Certification by the|I/FSU|which must beyexecuted by the CSO and
consultant. The executed Consultant/User Agency Certification should
be attached to the memorandum requesting clearance action in lieu of
the CAGE code as sel forth in 260-2.4 (2).

(3) The scope of the security clearance background
investigation and reporting requirements| for consultants are identical

to those outlined in 260-2 (supra).

v

(4) VUpon issuance of the securily clearance to a
consultant by the DIS, the Security Officer for the field office
covering the location of the consultant’s employment or FBIHQ

| divisional Security Officer will be instructed ble/FSU|to brief

him/her pursuant to guidelines set oul %n Part I, Section 261, of the
MIOG. The executed SF-312, "ClassifiedLInformation Nondisclosure

Agreement,” must be returned to the|I/F§U|where it will be maintained.

(5) It is the responsibili%y of the CSO to advise
the|I/FSU|when a consultant's participation in the Bureau project is
no longer required, The]I/FSU\will theFeafter direct the appropriate
field office or FBIHQ Security Officer to debrief him/her, ptilizing
an SF-312. It is not necessary Lo debrief the individual on the same
form used during the initial briefing. | (See MIOG, Part I,

260-2.5(4).) |

EFFECTIVE: 07/11/%4

},
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S 260C (See MIOG, Part I,

(1) Definition
I

The FBI is concerned wiﬁh any

having access to our facilities, informat
Due to our investigative responsibilities

non-Bureau employee
ion, equipment or employees.
in eriminal and FCI matters,

all contract and subcontract individuals|have the opportunity to be

compromised and directed by outside elements to seek sensitive

criminal information or NSI in the coursg
sccess creates a potential risk to nation
information, our facilities, equipment an
Therefore,
such a person must be made.

Facility Access Determin

(2>

\
Determinations of eligib

of their employment. This
al security, sensitive

d¢ employees' safety.

a consistent personnel facility access approval program for

ations

ility for personnel facility

access will® be made by the SPM- and shall be made taking into

consideration criteria set forth in EO 10
Intelligence Directive 1-14 (copies maint
Officer). |All contract individuals who|r
facility or information, but don't requir
processed for either escorted or unescort

EFFECTIVE: 07/11/94 r

260-4.1 Types of Personnel/Facilily A
Investigations|(See MIOG, Part

5 260-4.3.2(3) )|

The ba;is

for facility access

450 and Director of Central
ained with each Security
equire access to an FBI

e clearance, shall be

ed access.

ccess Background
I, 260-4.1.1(2)

eligibility apﬁrovals shall

be adjudicated upon information conce;ning contract individuals

acquired through investigative procedures
to the SPM. See 260-4.2 for details és t

or otherwise made available
o processing requirements.

There are two types of background investigations which are used to

approve individuals for escorted or unesc
(1 1Ten-YearlScope '

(a) A‘ten-yearlbéckgr@und
lastlten—yearlperiod of the person's life

orted access:

investigation covers the
or from age 18 to present,

Sensitive
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whichever is shorter.

_ (b) Part II, Section 17-6, of this manual should be
| used as a guideline for processinglten—ygarlscope investigations.’

| (¢) Twenty working days shall be allowed for I/FSU
to conduct the initial processing (credit check, Criminal Justice
Information Services (CI1S) Division checks, ete.) for a determination
regarding nrestricted" access which might allow the candidate limited

access to his/her work area while the BL is being completed.
(2) Limited

| (a) |A limited background investigation consists of
FBIHQ|and/or|field office indices checks, |CJIS|Division
checks,lNational Crime Information Centér (NCIC) wanted files,
eriminal history records through the NCIC Interstate Identification
Index (III),|local police agency checks, and, where applicable

verification of citizenship or alien st?tus.
- r
- |
(K o | (b) Five working days shall be allowed for I/FSU to

conduct the above processing prior .to the granting of escorted
access. | :

EFFECTIVE: 07/11/94

| 260-4.1.1 Types of Access| (See MIOG, part II, 35-9.2.)|

(1) ESCORTED

(a) Approvals of ESCORTED ACCESS eligibility shall
relate to the short—term, intermittent, or infregquent basis to provide
some service, product, or perform some other official function of
interest to the FBI. Individuals who fall within this category shall
be escorted at all times. ' '

' . . e e
(b) Normally a 11m1§ed background investigation 15
required, except in the subsections noted in (¢) and (d), below.

_ (c) Some examples of people within this category
include repair service persons for electrical and plumbing equipment,
vending machines, etc. o

Sensitive
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The maintenance and cleaning workers (char force) who provide daily
cleaning services in resident agency (RA}'offices may also fall in
this category. (See paragraph (2) (&) be%ow.)

(d) Individual(s) working on computers, telephones,
and radio equipment may require a ten-ye%r background investigation at
the discretion and instruction of the SPﬁ, FRIHQ (see Sections
260-4.3.2 and 260-4.3.3). Depending on the location of the worksite,
the SAC aor other designated official may require 3an escort for a
contract individual in addition to the ten~year background
investigation. , {

|

(e) A credit check is not required for 2 limited
background investigation; however, it may be conducted at the
requestor's.discretion. In this instanée, an FD-406 (Authority to
Release Information) must be completed and forwarded to FBIHQ for
processing. Credit checks will then be’conducted by contractor
personnel at FBIHQ.

_ (f) The limited backg%ound investigation should not
be AUTOMATICALLY selected simply becaus? a particular individual is
going to have escorfed access on 3 short—-term or intermittent basis.
(See Section 260-4.3.3 (Telephones) andk(Z) below (Unescorted).)

(2) UNESCORTED

: (a) Approvals of UNESCORTED ACCESS eligibility shall
relate to the frequency and/or recurreﬁte of the person's access to
the facility (e.g., persons performing daily maintenance or daily
contracting duties generally consisting of more than 90 days). Other
areas of consideration may include individuals on emergency or 24-hour
. s . i - .
call status, or an individual being exposed to equipment containing
sensitive information. Unescorted access allows the contractor to go
to and from his/her work area without bn FBI escort. In other words,
the contractor employee granted unescorted access may only access
these components of the FBI facility consistent with performance of
his/her contract duties. {
|
(b) A ten-year backéround investigation is required.

(See MIOG, Part I, 260-4.1.)

(c) The SAC may waive the ten—year background
requirement for char force individuals who perform daily janitorial
duties within an RA or overt off-site facility, providing that an FBI
employee is present in the room while/ the person is cleaning. This

'
1
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waiver applies only to Ras and off-site facilities.

| (A sec
contract individual who h
to FBI space.
individual should execute
reading the form and sign
FBI employee who conducts
Witness. The original FD
investigative file locate
(FBINQ) , depending upon ¥

EFFECTIVE: 03/07/96

260-4.2 Forms (See MI
(1) Processi
performed and the type of
a contract individual to
(2) Generall

conducted on escorted ind
investigation will be con
exceptions to this guidel
4.3.3.

(3)
applicable:

(a)
SENSITIVE POSITIONS

.The SF-8
for contract individuals

basis, where the security clause of ‘the contract requires it,

exposure to sensitive mat
equipment, location of wo
When using this form, can
questions have been answe
background investigation
interview shall be furnis

SF-86, and other required forms,

Part II, Section 17-6 of

Sensitive

perations and Guidelines

g ' PAGE 260 - 14
| :
(See (1) (c).)

urity briefing should be provided to any
as been granted;unescorted access privileges

At the completion of the briefing, the contract

"Security Acknbwledgement Form," FD-835, by
ing and dating the bottom of page two. The

the briefing should be identified as the
~835 should be maintained in the individual's
d in the fieldfoffice or at FBI Headquarters
here the individual is working. |

|
f
t
|

0G, Part I, 260-4.1 & 260-4.3.2.)

ng requirements depend=on theswork- tos.bex
access (escorfed vS. unescorted) needed for

perform his/her duty.

y, a limited background investigation will be
jviduals, whereas a len-year background
ducted on unescorted individuals. There are
ine, as notedin Sections 260-4.3.2 and 260-

i

The .below-listed forms must be completed where

STANDARD‘FORH (SF)-86 - QUESTIONNAIRE FOR

6 must be completed when UNESCORTED access
is required ﬂp FBI facilities on a daily

or where
erial may be likely due to the type of

rk area, etc. (See MIOG, pPart I, 259-2(1).)
didates must be interviewed, to ensure all
red and information required to conduct the
has been furnished. The results of the

hed on an FD%SOZ and accompany the FD-316,
uponpsubmission to FBIHQ. Refer to
this manual For guidance.
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NOTE: An FD-484 and FD-406 qfe NOT used in conjunction

with an SF-86. All SF-86 forms dated pr%or to December, 1990, are
obsolete and should be destroyed. Obsolete forms will not be
processed by the Industrial/Facility Sec?rity Unit.

Facilities,

(b) Form FD-816, "AcceLs of Non-FBI Personnel to FBI
Background Data Information Form."

The FD-816 must befcompleted for all contract

individuals who require escorted access Lo any FBI facility (i.e,
Quantico, field office, resident agency,‘etc.).

(c) FORM FD-258 - FR1 [FINGERPRINT CARD

Two sets of fingegprint cards (only one card

required if fingerprinted at FBIHQ) must be completed for all contract
individuals who require access, whether [escorted or not, te FBI

facilities

on two or more occasions. This requirement for contract

. . . .| . -
individuals for access not to exceed five days, on a- one-time basis
only, may be waived.

(d) FORM FD-316 - "{SP, ACCESS OF NON-FBI PERSONNEL

TO FBI FACILITIES"

The FD-316 is the form used to request access to

an FBI facility by non—FBI individual(s) contracted to perform a
service for the Bureau. The FD-316 isito be completed by the Bureau
employee who is requesting the access for the non-FBI contract
individual(s) .’

{e) TFORM FD-406 - "AUTHORITY TO RELEASE INFORMATION"

The FD-406 must be completed for obtaining

sensitive information, i.e., credit checks, medical records, etc.,
when an SF-86 is nol necessary. Thislform should not be submitted in
conjunction with an SF-86. Credit checks will be processed by

contractor

personnel at FBIHQ once thﬁ FD-406 is completed and

forwarded to FBIHQ.

individual,
required.

€3] FORM. FD-484 — "PRIVACY ACT ACKNOWLEDGEMENT"

A Form FD-484, #igned and dated by the contract
must be attached to each ED—316 when an SF-86 is not

-

A copy should be given to the individual requiring access.

Sénsitive
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| (g) FORM FD-835 - "SECURITY ACKNOWLEDGEMENT FORM"

‘ The Form FD-835 is to be signed and dated by the
contract individual, who has been granted unescorted access privileges
‘to FBI space. The FBI employee who conducts the briefing should be
identified as the Witness. By use of this form, in the event of 3
security violation, the FBI will have'a}fecord that the information
was provided to the contractor. The original FD-835 should -be
maintained in the individual's investigative file located in the field
office or at FBIHQ, depending upon where the individual is working. |

»

. The below-listed examples should be use? as a guideline for processing
purposes? |

ESCORTED ACCESS UhESCORTED ACCESS
(Field Office or FBIBEQ) (Field Office or FBIHQ)
FD-316 FD-316
FD-816 SF-86
PRI FD-484 FD-258 (Two copies) (One copy
{\ % FD-258 (Two copies) (One copy if } if taken at FBIHQ)

| . if taken at FBIHQ) | FD-835 |

f

EFFECTIVE: 03/07/96

~

I|260-4.3| Special Cases

EFFECTIVE: 04/19/91

|1260-4.3.1] Aliens J |

Immigrant aliens and foreign nationals who contract with
or are employed by the United States Government are not eligible for
the same type of access eligibility approval that may be granted to
United States citizens, but may only ?e provided with limited access
authorizations which shall authorize access only for specific
programs, projects, or contracts. Long—term contracts requiring daily
access to FBI facilities (i.e., mainténance workers) should be

reserved for U.S. citizens.

Sen%itive
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EFFECTIVE: 04/19/91 !

]
260-4.3.2 Computers|(See MIOG, Part 1, 260-2(1), 260-4.1.1(1) (d) &
260-4,2(2) ) |

(1) A microcomputer is classified at the highest level of
information that has been entered into, stored on, or|processed|by the
system unless the COMPUTER SYSTEM can bekappropriately declassified.
Automated Data Processing STORAGE MEDIA {(operative and inoperative,
removable and nonremovable) and NONVOLATILE MEMORY DEVICES may NEVER
be downgraded or declassified in the field.

’ (2) Hardware and/or software maintenance on classified
computer devices may only be performed by individuals possessing 2

clearance commensurate with the classification levels of the compuler
equipment..

(3) 1Individuals performing hardware and/or software
mainfenance on unclassified computer~devices must, at a minimum, be
subject to a limited. background investigation consisting of those
_checks identified in Section 260-4.1, "gypes of Personnel/Facility
Access Background Investigations," and 260-4.2, "Forms."

(4) Because hardware and software maintenance activity
may affect the integrity of existing pﬂotection measures or permit the
introduction of security exposures into a system (e.g., computer
viruses, trojan horses, logic bombs, iﬁplant devices, etc.), all
maintenance work must be supervised by [FBI personnel knowledgeable in
the operation of microcomputers,,regar@less of the classification of

the microcomputer or its associated media.

See MIOG,|Part I, 261—2(1), "Federal‘Bﬁreau of Investigation, ADPT
Security Policy,"|for more information.

EFFECTIVE: 07/11/94
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‘ .
260-4.3.3 Telephones|(See MIOG, Part I, 260-4.1.1(1) (@ & (£),
260-4.2(2).) | :

(1) As all new contracts with telephone companies will
contain an updated security clause, the scope of the background
investigation will notl coincide Bureauwide until all contracts have
been renewed.

(2) The field office|Supervisory Administrative
Specialist (SAS) | should be contacted to [determine the scope of the
background investigation of a telephone [company employee in
coordination with FBIHQ. :

|(3)A11 telephone company employees who require access to
FRI facilities to perform installations within or service to the
telephone switch shall be afforded a ten—year background
investigation. | '

<./ EFFECTIVE: 07/11/94

260-4.3.4 Photocopiers

|a11 photocopier technician§ who require access to FBI
facilities to service photocopying machines must be processed for a
ten-year background investigation. This policy applies to all FBI
facilities, including resident agencies.

EFFECTIVE: 07/11/94

| |260-4.3.5 Contract Physicians
To assist the FBI in conducting the required periodic
and/or fitness—for—duty evaluations f&r on-board employees and
applicants, the Health Care Programs Unit (HCPU), Personnel Division,
FBI Headquarters (FBIHQ), grants contracts to physicians within each
FBI field office territory, as well a# Clarksburg, West Virginia; the
(:f%, FBI Academy, Quantico, Virginia; and FBIHQ. The majority of the

fitness—for-duty physicals occur within the office space of the

|
%
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contract phyéi;ian, as opposed to the actual FBI facility.

(1) SECURITY REQUIREMENTS

(a) Prior to granting the contract to a medical
group or local physician, the HCPU, Personnel Division, FBIHQ, may
require the field office to conduct an én-site inspection of the
physician's office. The inspection wil# determine the level of
security which will be afforded to the FBI information provided tfo
contract physicians, whether medical, personal, or administrative
data. i

1. If within regular Bureau space, security of
documentary materials shall be no less than a locking file-type or
similar cabinet in a restricted access location. If the volume of
data requires the open storage of such ?aterials, a dedicated closet,
room, or facility shall be provided to which there is restricted
access by only medical and other authorized personnel. The door(s)
to this location shall be equipped with|security locking hardware,
uniquely keyed to maintain access< to onlysmedical or. other authorized
personnel.

2. If within contractor space and Bureau
material is identifiable as such, securhty of documentary materials
shall be no less than a locking file-type or similar cabinet
maintained in a location to which only Bureau—approved personnel have
access. If the volume of the materials| is such that open storage is
required, it shall be maintained in a restricted-access area, the
doors to which are equipped with security locking hardware, uniquely
keyed to restrict access to only Bureau—approved personnel to have
access. The general office space shall have typical business—type
facility protections. Although an intrusion detection system is
preferred, one is not required. No classified material may be
maintained in this facility, unless approved in writing by the
Security Programs Manager, FBIHQ, and ﬂoth the facility and the
appropriate employees have been cleareq at the appropriate level for
handling or maintenance of classified materials.

(2) REQUIRED FORMS

All physicians being considered as potential contractors
will be required to complete either an‘SF—SSp, "Questionnaire for
Public Trust Positions," or an SF-86, ?Questionnaire for National
Security Positions." The appropriate ?orm to be completed will be
determined based on the location of where the physicals will be
performed. d
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(a) If the physicals Wlll be conducted in the
physician's office, then the physician would be required to complete
the SF-85p. If the physicals will be performed within the field
office space, the phys1c1an would be requxred to complete the SF-86.
Regardless of which form is executed, 1t should be completed in its
entirety, and ALL release forms and certification statements must be
signed and dated.

(b) Each physician will/be required to submit two
FD-258 (blue) fingerprint cards.

(3) FIELD OFFICE PRELIMINARY| INVESTIGATIVE
RESPONSIBILITIES

(a) Appropriate field office checks must be
conducted on the contract physician priBr to submitting the security
forms to FBIHQ for processing. The appropriate checks should include
field office indices, local law enforcement checks, and a review of
| computerized National Crime Information: Center. (NGIC) Wanted-File
(\ | records and Interstate Identification Index (III) criminal history

o checks. When conducting the III checks, both "QH" and "QR'" checks
should be conducted, if possible.

(b) The physician shoulﬁ be provided with a standard
candidate interview consisting of a review of information provided by

L

the individual on his/her appropriate background form to ensure the
accuracy of the information. Issues of concern or security-related
matters should be addressed, if 1dent1§1ed During the interview,
the physician should be asked the question, "Have you ever had your
medical privileges suspended or revoked?" The results of the

candidate interview should be provided jon an FD-302.

(c) The requesting f;eld office will be responsible
for assigning the 260 file number, Each physician should be assigned
an individual file number.

I (4) SUBMISSION OF THE REQUEST

Although the physicians will be processed under the 260
classification, the method of requestlng the background 1nvest1gat10n
is different than outlined in Part I, Sect1on 260, MIOG. Requests
for conducting a BI on a contract physician shall be submitted using
the Electronic Communication (EC) formét marked to the attention of
the I/FSU, NSD, Room 4362, and the HCPU, Personnel Division, Room
6344, each with leads "For appropriate |action.”

e glte
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The same EC shall also set forth field office leads to
verify the proposed physician's status G1th the American Medical
Association (AMA) and State Licensing Bureau (SLB). Determine if the
candidate physician is currently licensed to practice medicine,
certified by the AMA, and if there have) been any claims of
malpractice filed against the physician, When obtaining this
information, the following questions shbuld be used:

| QUESTIONS TO THE AMA:
| : "Is the candidate a person of| good standing with the AMA?"
"Has the candidate ever had any medical claims against
him/her?" 1If yes, what are they, when did they occur, and what was
the outcome of the claim.

| QUESTIONS FOR THE SLB:

S "Does” the: candidate Have a current” license to practice
(; /| medicine in this state?"

"Has the candidate ever had his/her license suspended or
revoked?" 1If so, when and for what reason.

LEADS TO CONDUCT THE REMAINING INVESTIGATION SHOULD BE
HELD IN ABEYANCE UNTIL FURTHER NOTICE FROM THE I/FSU.

For contractual reasons, the [results-of the above
investigation shall be received at FBIqQ within ten workxng days from
the date of the requesting EC. Copies ;of the investigative results
should be directed to the attention of both the 1/FSU and. HCPU.

| (5) CONDUCTING THE REMAININ% INVESTIGATION

The I/FSU will adjudicate thé’results of all preliminary
investigation to determine if the remaining BI should be initiated.
If the remaining investigation is to bé conducted, the I/FSU will
promptly initiate the appropr1ate 1eads. At. the same time, the EC
setting forth the remaining 1nvest1gat£on will advise the initiating
division if the physician has been approved for access to FBI
information or facilities pending completlon of his/her BI. This
office will be responsible for notifying the appropriate field office
personnel of this information. Separate notification may also come
from the HCPU. j

r
] t -
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l (6) SUBMISSION OF FINAL BACKGROUND INVESTIGATION RESULTS

(a) Results of the additional BI conducted shall be
prov1ded only to the I/FSU NSD. THE HCPU WILL RECEIVE ONLY THE
RESULTS OF THE PRELIMINARY INVESTIGATION QUESTIONS.

(b) Upon review of the completed investigative
results, the Security Programs Manager, NSD, will provide the final
adjudication concerning the continual access of the phys;c1an to FBI
information and facilities.

1

| - (7) SUBMISSION BY FBIHQ AND FBIHQ FACILITIES

(a) The medical staff assigned to Clarksburg, West
Virginia, or Quantico, Virginia, will be responsible for conducting a
preliminary review of the application tP determine if all of the
requested information has been provided. The HCPU will handle this
function for FBIHQ.

S (b) Once* the BL-questxonna1res are-determihed*to be-
(' -7 | acceptable, the medical staff or HCPU should contact the AMA and SLB
e to determine the answers to the questlons previously set forth., Upon
receipt of this information, the security forms should be furnished
to the I/FSU, NSD, by an EC. The resullts of the questions should be
provided. Requests from Clarksburg, W%st Virginia, and Quantico,
Virginia, should send a copy of the requesting EC to the attention of
the HCPU, Personnel Division, with the or1g1na1 coming to I/FSU, NSD.

(c) Following the adjudicative review of the initial
background checks, the I/FSU will set forth instructions to the
appropriate field office or Background{lnvestlgat1ve Contract
Services (BICS) territory to conduct the initial candidate
interview, obtain the file number for each submission, and, when
appropriate, initiate the BI, as outlined above.

(8) FBI FIELD OFFICE PROCESSING OF THE PHYSICIAN'S OFFICE
STAFF -

(a) Each member of the |physician's office staff who
will have access to the records and administrative information
pertaining to FBI referrals will requ1re a limited BI. Noting that
these individuals will be responsible for the security of sensitive
medical and related data pertaining to |Bureau personnel and
N applicants (through the initial candidate interview, office security
{ff?; visit or other appropriate means), it &111 be the responsibility of

the handling office to identify the appl1cab1e staff members., Each

}
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individual will be required to complete {Form FD-816, "Access of
Non-FBI Personnel to FBI Facilities Background Data Information";
Form FD-484, "Privacy Act Acknowledgement"' and two FD-258 (blue)
fingerprint cards. The field office shall conduct appropriate local
record checks and submit the results to|FBIHQ using the same
procedures for processing escorted access requests as set forth in
the MIOG, Part I, Section 260, .

(b) Upon favorable ad]udlcat1on of local record
checks, the SAC of the requesting office may grant the equivalent of
escorted access UACB. Requests which céntaxn derogatory information
which cannot be mitigated according to Bureau guidelines will be
adjudicated on a case-by—case basis by the Security Programs Manager
(sP¥) . ‘

(9) FBIHQ AND FBIHQ FACILITIES - PROCESSING OF THE
PHYSICIAN'S OFFICE STAFF

The security forms outlined above will be required for
o FBIHQ facilities contracts as well. Onée the forms are: obtained;
(' =i | they should be forwarded to the I/FSU for processing. |

i
EFFECTIVE: 11/12/96

| 260-5 - |PERSONNEL CLEARANCE REINVESTIGATIONS 260E|

EFFECTIVE: 03/07/96

|260-5.1 Personnel Clearance Reinvestiéations - Annual
Reinvestigations of Contract Linguists (See MIOG, Part II,
17—2-)

All FBI Contract Linguists on-board in excess of one year
W111 be subject annually to a personnel| security interview (PSI) to
. determine their continued "trustworth1nFss" to NSI. The PSI will
(j?ﬂ cover, but not be limited to, the following:

Sensitive
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(1) Changes in any information provided in the
original application.

| (2) Foreign travel, if any, during the past year,

(3) Contact, if any, with a foreign national not
previously identified in the original SF-86.

(&) Any other employment or source of income not
reported to the FBI. g

EFFECTIVE: 03/07/96

260-5.2 Personnel Clearance Reinvestigations - Contractors Other
' Than Contract Linguists (See MIOG, Part II, 17-2.)

(;‘ % All FBI contractor personnel possessing current and active
o security clearances five years old or m?re are to be reinvestigated to
ensure trustworthiness for continued acFess to NSI.

(1) Individuals due for the f1ve year
reinvestigation, both at the "Secret" and "Top Secret' levels, will be
identified by FBIHQ. The re1nVest1gatan will be initiated via
communication from FBIHQ which will enclose the Standard Form 86
(SF-86) and set forth the required xnvest1gat1on.

(2) The reinvestigation for a "Secret' security
clearance will include a candidate 1nte¥v;ew, a check of FBI indices
(field and FBIHQ), automated data bases| (FBIHQ) , national agency
checks (FBIHQ), local agency. checks/arrest checks (field), and credit
bureau checks (FBIHQ).

(3) The "Top Secret"” reinvesiigation will encompass
the same areas as the "Secret" level and, in addition, will include
verification of residence, interview of two neighbors, review of
employment records, two employment references, and two character
references developed by the investigato% and not provided by the

candidate.

) (4) 1In all instances the investigation must be
h - expanded to resolve any derogatory or adverse information., Newly
: listed information within the scope of the - investigation, such as

¥
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s

education, recent divorce, roommate, part—time military service, and

foreign travel must be addressed. ”
(5) Conduct investigation in laccordance with the

policy and procedures set out in MIOG, Part II, 17-6, entitled "Scope

of Full Field Investigations."|

EFFECTIVE: 03/07/96

| |260-6| CHARACTER - INDUSTRIAL SECURIfY PROGRAM - PERSONNEL
: CLEARANCE; - FACILITY CLEARANCE; - NONCLASSIFIED
PERSONNEL/ACCESS; -|OTHER; PERSONNEL CLEARANCE -
REINVESTIGATIONS (See MAOP, Part I1, 3-1.1 & 3-1.2.)|

EFFECTIVE: 03/07/96

|
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SECTION 261. SECURITY OFFICER MATTERS (SOM)

PAGE 261 -

b

261-1 BACKGROUND AND PURPOSE (See MIOG, Part I, 67-18 (3),
259-2 (6), &|260-3.2(4); MAOR, Part T, 15-3.4(1).) |

Each FBI Headquarters division and office, field office
and Legal Attache will designate a Superv1sory Special Agent (GM-14 or
above) as the Security Countermeasures |Program Manager (SCMPM). This
individual is responsible for the management of all FBI Security
Program activities, including specific [Security Officer
responsibilities in their division/office. A Security Officer and as
many Alternate Security Officers as necessary should be employed to
administer the Security Program, Wherever possible, Special Agents
should be designated to serve as Securgty Officers and Alternate
Security Officers. The Security Programs Manager (SPM), |Nat1onal
Secur1ty|D1V151on, FBIHQ, should be kept advised of the identities of
designees. ITo avoid potential conf11cts of interest, the Employee
Assistance Program (EAP) Coordinator (or counselor) or anyone
administering the EAP should not also be assigned the responsibilities
of SCMPM and/or Security Officer. | (See FCI Manual, Part II, 1-1.)

EFFECTIVE: 11/15/93

261-2 PROGRAM FUNCTIONS (See MAOR Part II, 3-1.1 & 3-1.2; and
National Foreign Intell:gence Program Manual (NFIPM) Part
I, 8-1.1.)

Under the above caption, the functions of these programs
are as follows:

(1) 261A — SOM - AUTOMATED DATA PROCESSING/
TELECOMMUNICATIONS SECURITY (ADP/T)

The ADP/T security will consist of those activities
involved in the protection of 1nformat10n while being stored,
processed, handled, or transmitted by ADP/T systems. The ADP/T
security operates under the guidelines|set forth in the FBI's
Automated Data Processing and Telecommunications Security Policy,
MIOG, Part II, Section 35. The responsibilities of the Security
Officer are to ensure compliance with FBIHQ security policy for. FBI

Sensitive
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c¢. Private contractor personnel in
connection with the Industrial Security|Program.

d. If so designated, may conduct or
participate in security debriefings of certain Bureau applicants who
are the subjects of specific reviews or|inquiries directed by the SPM
or SPM's designee. - -

e. If so designated, other non-Bureau
personnel, as circumstances may requirer

5. Conduct periopic security awareness updates
at scheduled SAC, support, and SA conferences, and on other occasions,
as appropriate,

6. As designated, special individualtized
security awareness briefings or debriefings of current Bureau
employees who are the subjects of speCific reviews or inquiries
directed by the SPM or SPM's designee.

(;' i 7. Briefing FBI bersonnel involved in the

T management, operation, programming, maintenance, or use of FBI ADPT
systems to make them aware of the threats to and vulnerabilities of
those systems, and appropriate security countermeasures.

8. Under the Personnel Security Interview
(PSI), the time expended on this interview is to be captured for TURK .
purposes under the FBI Security Program 2 entitled "Security Officer
Matters," by utilization of clasSLficat}on 261B. Additionally, for
TURK purposes a record of the lnterVIEW%IS to be maintained in the
field office in a control file under the 261B classification. (For
complete details see MIOG, Part I, 67- 7\9 67-7.9.1, 67-7.9.2 &

67-7.9.2Q1D) .)

(d) Each field office[is to establish a control file
under the 261B classification. A recorF of each briefing/debriefing
conducted is to be maintained in this antrol file, in addition to a
copy which is to be maintained in the 1nd1V1dUal substantive file to
which the matter relates. The time expended on any of the above
briefings/debriefings is to be captured for TURK purposes under the

261B classification. (See MIOG, Part I, 67-7.9.2 (11).)

(e) All specialized training on the topics of
) security awareness and Security Awareness Briefings provided to FBI
7. employees shall be documented and placéd on record in the
S security/investigative section of the employee s personnel file.

!
l:.
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(3) 261C - SOM - INFORMATION SECURITY

| The Executive Order|12958; |Department of Justice
Implementation Order 28; Code of Federa; Regulations, Part 17; and
Part II, Section 26, of this manual, set forth procedures for
classifying and safeguarding NSI, and investigating security
violations involving NSI. The activities of the Security Officer
would be as follows: '

(a) Ensure procedures|are followed for the
classification, storage, transmission and destruction of NSI. {See
Part II, Section 26, of this manual.)

(b) Ensure procedures| are followed in the conduct of
a damage assessment concerning the loss'or possible compromise of
classified information. See Part II, Section 26-13.1, of this manual,
and Memorandum to all SACs 22-85, dateeruly 23, 1985, entitled "Loss
or Possible Compromise of Classified Information."

{ _? (c¢). Act as "Top Secret" and Sensitive Compartmented
e’ Information (SCI) Control Officer. See Part II, Sections 26-6 and 26-
10, of this manual. .

(d) Other activities [expended on the protection of
NSI are not specifically enumerated.

(4) 261D - SOM - PHYSICAL [SECURITY )

The goal of Physical Security is to help ensure the
safety and integrity of Bureau facilities, information, and personnel
through the use of physical barriers d?signed to prevent unauthorized
access by any individual or group whose interests may be inimical to
those of the Bureau or the United Statés. FBIHQ and field divisions

| should direct any inquiries to the Facility Security Unit, Security
Countermeasures Section, National Security Division, FBIHQ. '

. (a) |The General Services Administration (G5A) tests
and provides the minimum standards'for\storage equipment used to
protect classified materials and information. The Department of
Justice (DOJ) provides implementing guidelines in Title 28, Code of
Federal Regulations, Part 17, or in thé form of Orders, Security
Bulletins, or letters to the heads of égencies and bureaus. '
Guidelines for the protection of storaée of classified materials and
information are set forth in Part II, Section 26-5 of this manual.]

f
!

|
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(b) For the administrative responsibilities of a
Security Officer|with regard to the proper use and changing of lock
combinations and the maintenance of lock combination records, |refer to
Part II, Sections 16-7.2.6(9) and 26-5.4, of this manual. (See
National Foreign Intelligence Program Manual, Part I, 8-5.4.)

(¢) Electronic Technicians have installation and
maintenance responsibilities for Hirsch{ Access Control Systems.

(5) 26lE - SOM - OPERATIONS SECURITY

Operations Security (OPSEC) is an analytical process
which denies potential adversaries information concerning operations
and intentions by identifying and protecting generally unclassified
indications of sensitive operations andjactivities. Overall
management of this program is the responsibility of the Security
Programs Manager (SPM). Local management of OPSEC is the
responsibility of the Security Countermeasures Program Manager (SCMPM)
in each division or office. Inquiries 5h0u1d be directed to the
Information Systems.Security-Unit, Security Countermeasures Section,
National Security Division, FBIHQ.

{(a) OPSEC addresses five areas: -
1, Identification of critical information
2. Threat analysis
3. Vulnerabilitw:aﬁalysis
4. Risk assessme%t
5. Applicable comntermeasures

(b) OPSEC should be actively practiced in all facets
of FBI operations, programs, and admini'strative procedures.

{(c) An OPSEC control [file is to be established by
each field and FBIHQ division and office, Legat, Regional Computer
Center, and, as applicable, other off-site locations. Any time the
OPSEC process is formally applied to aHy investigative or
administrative matter, this fact is to lbe documented in the affected
file, with a copy designated to the control file.

(::-; (6) 261F - SOM - EMERGENCY, PLANS

Sensitive
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Executive Order 12656, jand various Department of
Justice Orders direct the FBI to prepare Emergency Plans (EP) to
protect life and property and to ensurethe continuity of essential
operations in any emergency. Overall management of EP activities is
 the responsibility of the Security Programs Manager. Local management
of EP is the responsibility of the SAC and the Security Officer (SO)
in each field and FBIHQ division. Inquiries should be directed to the
Information Systems Security Unit, Secufity Countermeasures Section,
National Security Division, FBIHQ.

(a) Emergency Plans address the following areas:

1. Preparation of an Occupant Emergency Plan
(OEP) for FBI facilities to minimize ri#k to life and property during
fire, bombing, earthquake, civil disturbance or other emergency. The
OEP is a document that sets forth proceaures and assigns
responsibility for an orderly and systehatic response to emergencies
in order to protect people, property and information.
PR In buildings- or-facilities+where the FBI is the-
'{, ii  prime tenant, the Senior Official in Ch%rge (SOIC) of the FBI resident
‘" component, with the assistance of the Division Security Officer and
‘the Collateral Duty Safety Officer, shall be responsible for
development of the OEP. Where the FBI is not the prime tenant, the
SOIC shall cooperate with the prime tenént to develop an OEP. 1If the
prime tenant fails to develop an adequage OEP, the SOIC shall develop
an independent plan to ensure the safety of FBI personnel and the
protection of FBI property. The term "prime tenant" is defined as the
organization with the largest number .of| employees in a building or
facility. ' ‘

The OEP shall include a written memorandum to
occupants addressing evacuation procedures in the event of fire or
other emergency. The plan shall also designate handicap, stairway and
floor monitors, where necessary, to asslist personnel during an
evacuation. Additionally, procedures for the protection of classified
and sensitive information during an ev%cuation should be incorporated
into the OEP.” To facilitate development of a plan, the NSD, SCMS,
ISSU, has available a booklet titled "OCCUPANT EMERGENCY PROGRAM
GUIDE," published by the General Services Administration. This
booklet outlines a step-byrstep approach to development of an OEP.

The OEP shall be |reviewed annually and updated
. as necessary. Prime tenants should also conduct and document an

¢ annual evacuation drill., Whenever thelFBI occupies a new or modified
(i " facility, an OEP shall be developed within 30 days of occupancy.

Sensitive
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2. Preparation of tactical security plans for
each FBI-controlled facility, whether covert or overt, to manage,
contain, and neutralize hostile actions directed at or in those
facilities. Plans shall document procedures, cutline authorities, and
assign responsibilities for an orderly and systematic response. Each
facility housing more than 50 personnel shall have its own plan. At
the discretion of the preparing office,{multiple locations with less
than 50 personnel each may be addressed/in one plan or contained as an
appendix to the headquarters city plan.

Where FBI employeés are located in facilities ;
not controlled by the FBI, every efforti should be made to afford them
the same protections they enjoy in FBI space. If security is deemed
inadequate at these facilities, appropriate action should be taken to
include removal of employees from the space.

Preparation of tactical security plans should be
a cooperative effort between the SAC, tpe Security Officer, the S0IC
T of the-facility, and the- SWAT Team Leader. Additional guidance is
(\ } available in the Manual of Investigative Operations and Guidelines
. (MIOG), Part II, 30-1, titled "Crisis Management Program," and FBIHQ
airtel to all offices dated February 10, 1995, captioned "Physical
Security; Tactical Plans for Field Office, Resident Agency, and Off-
Site FBI Space," or from the SAC, Critical Incident Response Group
(CIRG), Quantico. Plans shall be reviewed annually and updated as
necessary. .

, 3, Identification of critical FBI functions and
the resources necessary to carry out those functions in time of
emergency.

4. Identification of relocation sites,
development and maintenance of plans to relocate critical functions to
those sites in time of emergency. (Noﬂe that MIOG, Part II, 26-3.4,
directs that the identity, location and other factors concerning FBI
relocation sites be classified "Secret" until the activation of those
sites during a national security emergency.)

. 5. Promotion of lindividual and family
preparedness among FBI employees to ensure their safety, speedy
recovery, and return to duty following an emergency. A variety of
preparedness materials are available fﬁom local emergency management
agencies, the Federal Emergency Management Agency (FEMA), and the NSD,
SCMS, ISSU, FBIHQ. .

Sensitive
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6. Cooperation w1th certain other government
agencies, as directed by the SPM, in the development and maintenance
of plans to ensure continuity of government in national security
emergencies.

(7) 261G - SOM - ALL OTHER/

This category will encompass the duties Security
Officers perform which are not spec1f1c?lly addressed in A through F
above. |

The other classifications in the FBI Security Program

are 67E, 259, and 260 and are explained|in those sections of the MIOG,
Part I.

EFFECTIVE: 09/09/97

\\ o 261-3 CHARACTER - SECURITY OFFICER MATTERS

‘

EFFECTIVE: 02/12/92
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SECTION 262. OVERSEAS HOMICIDE[ATTEMPTED HOMICIDE -
INTERNATIONAL TERRORISM (OHAHT)

262-1 OVERSEAS HOMICIDE/ATTEMPTED, HOMICIDE - INTERNATIONAL
TERRORISH .
o
(1) The Omnibus Diplomatic| Security and Antiterrorism Act
of 1986 (ODSAA), Public Law 99-399, created Section 2331 in Title 18
of the United States Code (USC), entitléd, "Terrorist Acts Abroad
Against United States Nationals," which| became effective August 27,
1986.

(2) This section makes it Lﬁlawful for any person to
assault, attempt to kill or kill a United States national while that
person is outside the United States or &ts territories. To enter into
a conspiracy to commit an assault, attehpt to kill or murder is also
(:““: “ considered unlawful undéer this' statute.

EFFECTIVE: 07/14/88

| 262-2 BACKGROUND

In an effort to protect United States nationals abroad
from acts of terrorism, as part of thewﬂmnibus Diplomatic Security and
Antiterrorism Act of 1986 (ODSAA), Congress enacted a provision
regarding assaults and murder of United States nationals. Prior to
this legislation only Government officilals and diplomatic persons were
protected from such attacks under Fedegal law. These steps were
taken as there are no international agreements to protect individuals

" from such attacks. An important feature of this statute is that
before any prosecution of this offenseLﬁs initiated it requires
written certification from the Attorney General or the highest
subordinate of the Attorney General with responsibility for criminal
prosecutions to state that the offense committed was to coerce or
influence a government or civilian population.

"EFFECTIVE: 07/14/88
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1 262-3 STATUTE, PENALTY AND DEFINITIONS

| Title 18, USC, Section 2331% reads as follows:

"2331., Terrorist acts abroad against United States
nationals

"(a) HOMICIDE.-- Whoever kills a national of the United
States, while such national is outside the United States, shall--

"(1) if the killing is a murder as defined in section
1111(a) of this title, be fined under this title or imprisoned for any
term of years or for life, or both so fined and so imprisoned;

"(2) if the killing issa voluntary manslaughter as
defined in section 1112(3) of this titlg, be fined under this title or
imprisoned not more than ten years, or both; and

"(3) if the killing isan involuntary manslaughter as
7. | defined in section 1112(a) of this title, be fined under- this title or
(:':' imprisoned not more than three years, or both,

"(b) ATTEMPT OR CONSPTRACY. WITH RESPECT TO HOMICIDE.--
Whoever outside the United States attempts to kill, or engages in a
conspiracy to kill, a national of the United States shall--

"(1) in the case of an{attempt to commit a killing
that is a murder as defined in this chapter, be fined under this title
or imprisoned not more than 20 years, or both; and

"(2) in the case of a [conspiracy by two or more
persons to commit killing that is a murder as defined in section
1111(a) of this.title, if one or more of such persons do any overt act
to effect the object of the-conspiracyﬁ be fined under this title or
imprisoned for any term of years or for' life, or both so fined and so
imprisoned.

"(¢) OTHER CONDUCT.-- Whoever outside the United States
engages in physical violence—-— .

"(1) with intent to cause serious bodily injury to a
national of the United States; or ‘

"(2) with the result qhat serious bodily injury is
caused to a national of the United States; shall be fined under this
title or imprisoned not more than five years, or both. '

Sensitive
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J "(d) DEFINITION.-- As used in this section the term
'national of the United States' has the meaning given such term in
section 101(a) (22) of the Immigration and Nationality Act (8 U.S.C.
1101 (a) (22)). -

"(e) LIMITATION ON PROSECUTION.-- No prosecution for any
offense described in this section shalll be undertaken by the United
States except on written certification Pf the Attorney General or the
highest ranking subordinate of the Attorney General with
responsibility for criminal prosecutions that, in the judgment of the
certifying official, such offense was intended to coerce, intimidate,
or retaliate against a government or a civilian population.™

As used in this section United States nationals are
defined pursuant to Section 101(a) (22) of the Immigration and
Nationality Act (codified at Title 8, USC, Section 1101(s) {(22)) as set
forth below: .

- "Ther Term 'national of ther United States' means- (A) 2
("5' citizen of the United States, or (B) a person who, though not a ‘
citizen of the United States, owes permanent allegiance to the United
States." !

g

EFFECTIVE: 07/14/88

|262—3.1 Extension of Statute of Limi?étions for Certain Terrorism
Offenses (Title 18, USC, Section 3286) (Also see MIOG Part
1I, 1-4.)

"Notwithstanding section 328%, no person shall be
prosecuted, tried or punished for any offense involving a violation of
section 32 (aircraft destruction), section 36 (airport violence),
section 112 (assaults upon diplomats),Jsection 351 (crimes against
Congressmen or Cabinet officers), section 1116 (crimes against
diplomats), section 1203 (hostage takiﬁg), section 1361 (willful

" injury to government property), sectioﬁ 1751 (crimes against the
President), section 2280 (maritime violence), section 2281 (maritime
platform violence), section 2331 (terrérist acts abroad against United
States nationals), section 2339 (use of weapons of mass destruction),
or section 2340A (torture) of this title or section 46502, 46504,

~7. | 46505 or 46506 of title 49, unless the indictment is found or the
__;- information is instituted within\eight years after the offense was
Sensitive
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| committed."
(1) The above shall not apply to any offense committed

MORE than five years prior to the date of the enactment of this act
(September 13, 1994).

(2) For clarification regarding the statute of
limitations pertaining to FBI counterterrorism extraterritorial
investigations PRIOR to the passage oflth1s legislation, the
Department of Justice (DOJ) has advised the following:

(a) MURDER - The statute of limitations will expire
EIGHT years from the occurrence of the joffense in cases in which U.S.
nationals were MURDERED abroad IF the murder occurred five years PRIOR
to September 13, 1994 AND DOJ has determ1ned that the specific case is
a violation of Title 18, USC, Section 2331. There is NO statute of
limitations in cases where a U.S. nati&nal was murdered abroad ON THE
DATE OF THE PASSAGE OF THIS ACT (September 13, 1994).

advised that the statute of 11m1tat1on§ will expire FIVE years from
the anniversary of the offense in cases of ATTEMPTED murder of a U.S.
national outside the United States if the attempted murder occurred
FIVE years prior to September 13, 1994. ]

(:f*z (b) ATTEMPTED MURDER OR- CONSPIRACY TO MURDER —-DOJ

EFFECTIVE: 11/24/95

| 262-4 ELEMENTS OF THE OFFENSE

(1) HOMICIDE.-- This prov%sion of the statute makes it an
‘offense to kill a United States nation?l, while such is outside the
territorial limits of the United States by means of murder, voluntary
manslaughter or inveoluntary manslaughter. It is important to note the
commission of the homicide must take place outside of the United
States.

(a) MURDER for this section is defined as the
unlawful killing of a human being with/malice aforethought.

(b) VOLUNTARY MANSLAUGHTER for purposes of this
_____ section is defined as the unlawful k11}1ng of a human bexng without
(ka‘ malice as the result of a sudden/quarrel or heat of passion.

Sensi;ive
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(c) TINVOLUNTARY MANSLAUGHTER for purposes of this

section is defined as the unlawful killing of a human being without

malice during the commission of an unlaﬁful act not amounting to a
felony, or in the commission in an unlawful manner, or withoul due
caution and circumspection, of a lawful act which might produce death.

(2) ATTEMPT OR CONSPIRACY WITH RESPECT TO HOMICIDE.--
This provision makes it unlawful for any person outside the United

_States to attempt to kill or engage in é conspiracy to kill a United

States National. Note here that it is the attempt or conspiracy
which must take place outside of the United Stales irrespective of the
location of the United States national at the time of the conspiracy.
An attempt to kill ordinarily means a pérson has the intent to kill
combined with an act which falls short of actually killing the person.

The conspiratorial aspect of this offense makes it unlawful for two or
more persons outside the United States to conspire to commit a killing
that is a murder, if one or more members of the conspiracy do any
overt act to effect the objective of the conspiracy. It is the
conspiracy which must take place outsid% the United States
irrespective of the location at that time of the United States
national. '

(3) OTHER CONDUCT.-- The statute makes it unlawful for
any person outside the United States to| engage in any act of physical .
violence which is intended to cause or actually causes serious bodily
injury to a United States national. '

(4) LIMITATION ON PROSECUTION.-- Before any suspected
violations of this section can be prose%uted, it is required that the
Attorney General or the highest ranking‘subordinate of the Attorney
General with responsibility for criminal prosecutions certify in
writing that in his judgment the violatﬁon of this statute was
intended to coerce, intimidate, or retalliate against a government or a
civilian population. Therefore, not oﬂly is the intent element
necessary with respect to the type of offense committed, i.e.,
homicide or conspiracy, but an additional element of intent must be
demonstrated, that is, it must be for’ the purpose to coerce,
intimidate or retaliate against a goveﬂnment or civilian population.
These actions are not restricted to the United States Government but
to any government.

EFFECTIVE: 07/14/88 \
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| 262-5 PENALTIES UNDER SECTION 233%
~ i

This statute prescribes the&imposition of penalties for
the various offenses contained therein as follows:

(1) MURDER -- to be fined in accordance with provisions
of Title 18 of USC and/or imprisoned for any term of years or for
life;

(2) VOLUNTARY MANSLAUGHTER| -— to be fined in accordance
with provisions of Title 18 of USC and/or imprisoned for not more than
ten years;

' |

(3) INVOLUNTARY MANSLAUGHTER —-— to be fined in accordance
with provisions of Title 18 of USC and/or imprisoned for not more than
three years; )

(4) ATTEMPTED MURDER —- to| be fined in accordance with -
provisions of Title 18 of USC and/or imprisoned for not more than 20

(; years,

L (5) CONSPIRACY TO COMMIT MURDER -- to be fined in
accordance with provisions of Title 18 of USC and/or imprisoned for
any term of years or for life;

j
(6) SERIOUS BODILY INJURY - to be fined in accordance
with provisions of Title 18 of USC and/or imprisoned for not more than
five years.

EFFECTIVE: 07/14/88
| 262-6 INVESTIGATIVE OBJECTIVES
An effective investigative jactivity must be taken in order

to identify and eventually apprehend and prosecute the subject (s)
involved.

EFFECTIVE: 07/14/88

| 262-7 REPORTING PROCEDURES

Sensitive
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EFFECTIVE: 07/14/88

| 262-7.1 Initial Notifications

(1) Immediately advise FBIHQ, Counterterrorism Section,
Criminal Investigative Division, by teléphone, followed by teletype,
of every preliminary inquiry and 1nvest1gat10n instituted under the
ODSAA of 1986.

(2) Those field offices and Legal Attaches deemed
appropriate should be included as recipients of the initial teletype
te FBIHQ.

EFFECTIVE: 07/14/88

(; ; | 262-7.2 Notification to FBIHQ regarding Final Qutcome

(1) In order that the FBIHQ substantive case file may
indicate the final outcome of each investigation of a possible
violation, the following FBIHQ not1f1cat1on policy should be adhered
to by the office of origin.

(2) In all cases, 1nc1ud1ng those cases in which the
United States Attorney declines or defers prosecution and those cases
determined not to be a violation of OSDAA of 1986, a closing
communication should be directed to FBIHQ clearly setting forth the
basis for closing. Legal Attaches should report to FBIHQ information
regarding prosecutions or decllnatlons*of these cases in foreign
countries.

EFFECTIVE: 07/14/88
|,262-8 LIAISON AND COORDINATING RESPONSIBILITIES

EFFECTIVE: 07/14/88
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262-8.1 Legal Attache Responsibilities

(1) Legal Attaches must establish close liaison with

‘affected foreign law enforcement agencies, as well as appropriate U.S.

Embassy personnel, to ensure that the FBI is apprised of any terrorist
incidents which may fall under our investigative jurisdiction.

(2) Upon the receipt of information that a United States
national (s) has been a victim of a homicide/attempted homicide outside
United States territorial boundaries and this investigation could fall
within the jurisdiction of the FBI unde& the ODSAA of 1986 (Title 18,
USC, Section 2331), the Legal Attache should contact the foreign law
enforcement agency handling the investigation and obtain all facts
pertinent to the homicide/attempted homicide after coordinating with
the appropriate embassy personnel. Paﬁticu}ar attention should be
paid to whether any demands have been made of the United States
Government or any United States corporation.

(3) The Legal Attache should immediately\adviselfhe

. Counterterrorism Section, Criminal Investigative Division, FBIHQ,. and

the office of origin|of an overseas homicide/attempted homicide
situation. |(See 262-9.) |

(4) The Legal Attache, inrbonsultation with FBIHQ and the
United States Department of State (USDS), will ascertain if the case
is of such magnitude as to warrant the deployment of Special Agent
personnel from|the office of originlto assist in conducting the
investigation in concert with the apprqbriate foreign law enforcement
agencies and whether the host country is in agreement and will allow

(5) 1In those cases where FBIHQ and USDS concur, the Legal
Attache should provide an offer of FBI assistance, both investigative
and technical, to the principal investigative law enforcemenl agency.

(6) The Legal Attache is to ensure that immediately after
the host government has given permissi?n for FBI investigative _
involvement that steps are taken to ensure protection of the crime
scene and that appropriate FBI personnel (i.e., FBI forensic team,
etc.) to the extent possible, are the first investigative group to

. |
. have access to the crime scene before any other U.S. Government

representatives., These procedures are necessary to avoid
contamination of the crime scene by noninvestigative personnel.
{7) Because autopsy reporFs are an integral part of any
prosecution, in the event a U.S. citizen is killed, the Legal Attache
‘ :

|
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is to initiate arrangements with the appropriate USDS representatives
for transportation of the victim's body to the United States for
autopsy. : :

(8) The Legal Attache should ensure, to the degree
possible, that when investigations are conducted by foreign law
enforcement personnel, copies of such ihvestigations are made
available to the FBI. In the event the host country does not intend
to prosecute the perpetrators, the Legag Attache should, if possible,
obtain any evidence available through the investigating foreign law
enforcement agency or other authority. | In the event foreign
prosecution is conducted, the Legal Attache should follow the
prosecution and attempt to secure trial| transcripts.

(9) The Legal Attache, in Fonsultation with the USDS,
should obtain any objections to extradition to the United States
should the host government indicate an hnwillingness to prosecute
identified subjects. This development,i should it occur, must be
immediately reported to FBIHQ. '

{;gsf EFFECTIVE: 01/18/91

| 262-8.2 |0ffice of Origin|Responsibilities

(1) Upon receipt of information from Legal Attache
involving violations of aforementioned statute, |the office of
origin|will immediately establish contact with Counterterrorism
Section (CTS), Criminal Investigative Division (CID), FBIHQ.

' (2) 1In cases where U.S. nationals have been murdered, | the
office of origin|should obtain all bacﬂground information regarding
each vietim and alert the appropriate FBI field office once an address
is determined for the next of kin. (While the USDS has -the
responsibility for notifying the next éf kin, a release in order to do
the autopsy must be obtained from the next of kin.) The appropriate
FBI field office, through contact witthTS, CID, FBIHQ, is to ensure
the next of kin has been notified by USDS of circumstances surrounding
death before attempting to obtain such release. If the next of kin
refuses to authorize an autopsy, FBIHQ must be notified immediately.
The field office is to exercise the utmost sensitivity in requesting
an autopsy. !

4vfg ] 3) |The_office of origin|qill furnish FBIHQ a summary of
“  available facts concerning the incident as soon as possible to ensure
Sensitive
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that appropriate coordination is made by FBIHQ with other affected
agencies. '

EFFECTIVE: 01/18/91

||262-8.3 FBIHQ Responsibilities

(1) FBIHQ, will determine from DOJ whether the Attorney
General has certified that the offense was intended to coerce,
intimidate, or retaliate against a government or civilian population
in accordance with ODSAA, '

(2) Upon certification by the Attorney General, FBIHQ
will ensure that the USDS is notified of the above and request that
the appropriate U.S. Ambassador be advised of FBI jurisdiction and
determine whether host country is willihg to permit an FBI
investigative team in the country.

(;--; (3) FBIHQ will consider acfivating the Strategic
o’ Information Operations Center (SIOC) and advise all field offices and
Legats by teletype of the opening of the SIOC.

(4) FBIHQ will obtain background information from Legat
concerned, set the number of FBI persodhel who will participate in
the debriefing of hostages, coordinate FBI Forensic Team
responsibilities and ensure appropriate, travel orders are issued.

(5) -FBIHQ Laboratory Division will maintain a list of
language proficient Special Agents/support personnel and will
determine whether this terrorist event requires particular language
skills, placing such personnel on stanqby for possible overseas
travel. In addition, FBIHQ is to ensure that appropriate passportis,
visas, shots, etc., are ready so that deployment of such personnel
can be done rapidly. ‘

(6) In a case when property of a U.S. corporation is
involved, FBIHQ will ensure, through appropriate FBI field offices,
that the corporate owners of the prope%ty are to be personally
notified of the incident relating to their property. Further,

- corporate officials will 'be advised that their cooperation in the
investigation is expected.

ﬂ?} (7) FBIHQ will contact Office of International Affairs
- " | (0IA), DOJ, in order to review the United States/country of incidént
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v

EFFECTIVE: 07/14/88

262-9 | OFFICE OF ORIGIN

Office of origin (00) will be divided among the Washington
Metropolitan Field Office (WMFO), the Honolulu Office and the Miami
Office for all OHAHT investigations. WMFO will assume 00 when the
offense occurs in Europe, including Turkey, the Middle East, Africa
or Canada. The Honolulu Office will assume 00 when the offense
occurs in Asia (excluding the Middle East) or Australia and Oceania.
The Miami Office will assume 00 when thé offense occurs in Nerth
America (excludlng Canada) or South America. |

EFFECTIVE: 01/18/91

The character of this V1olat10n is Overseas
Homicide/Attempted Homicide — Internat10n31 Terrorism (OHAHT)

EFFECTIVE: 01/18/91
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SECTION 263. OFFICE OF PROFESSIONAL-RESPONSIBILITY MATTER

263-1 BACKGROUND| (See MIOG, Part I,{62-1.5.)|

(1) The Office of Professional Responsibility (OPR) was
established in the Inspection Division in October, 1976, in order to
bring about a greater awareness of proféssional responsibility
throughout the FBI and to seek a more definitive and uniform policy in
our administration of disciplinary persbnnel matters. OPR has three
basic functions: (1) supervise and/or investigate all allegations of
criminality and serious misconduct on tbe part of FBI employees; (2)
maintain liaison with the Office of Professional Responsibility,
Department of Justice (OPR/DOJ); and, (3) monitor disciplinary action
taken concerning all employees of the FBI.

(2) It is OPR's goal to ensure that all such allegations-
against FBI employees are promptly, dbjkctively, and thoroughly
investigated and reported to t@e|Personnel|Division|(PD)Iin a timely
fashion for their consideration and appropriate action, The
maintaining of the integrity of the FBI'as an institution is paramount
while conducting these mandated respons&bilities. The rights of our
employees, however, are to be similarly guarded.

EFFECTIVE: 04/21/94

263-2 NOTIFICATION OF FBIHQ UPON RECEIPT OF ALLEGATIONS OF

CRIMINALITY OR SERIOUS MISCONDUCT

(1) As is set forth in Part I, Section 13 of the Manual
of Administrative Operations and Proce%ures (MAOP), all allegations of
employee misconduct must be reported to the Administrative Summary
Unit (ASU), |PD.| Allegations of criminality or serious misconduct,
however, must be reported simultaneousﬂy to the FBI's OPR. OPR
supervises and/or investigates all allegations of criminality or
serious misconduct on the part of FBI émployees. Judicial eriticism of
an Agent's conduct in findings of fact, opinions, or court orders,
whether oral or written, is to be considered an allegation of serious
misconduct and reported to OPR as set forth below.

. Sensitive
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(2) When an allegation is received concerning criminality
or serious misconduct, the appropriate Assistant Director, SAC, or
Legal Attache, must advise OPR of the a}legation, preferably by
telephone. OPR will, in turn, advise|ASU/PD.| A confirming airtel,
with a copy designated for thelASU/PD,Iéhould be directed in a sealed
envelope to FBIHQ, Attention: OPR, 0P§ will determine and advise who
will conduct the investigation. In those matters involving nonserious
misconduct or performance-related defic;encies, in all likelihood, the
SAC will be advised to handle those matters directly with the]ASU/PD.l
In most cases, the Assistant{Directors,LSACS, or Legal Attaches will
personally conduct the necessary investigation of OPR matters under
the supervision and monitoring of OFR. ‘Representatives of OPR
normally investigate only those allegations involving FBIHQ officials,
SACs, ASACs, and Legal Attaches, and soﬁetimes FBIHQ and Field
Supervisors, or when circumstances of a particular matter dictate.

'

(3) Timeliness of reporting and resolution of OPR matters
are extremely important. It is imperative that upon receipt of an
allegation of criminality or serious mi#conduct against an FBI
employee, that OPR be advised promptly in order. that appropriate
instructions may be given. There should be no delay in contacting OPR
while attempting to "round out" an allekation of possible criminality
or serious misconduct. : '

(4) 1If an allegation of misconduct within the
responsibility of OPR arises out of a sbbstantive case (pending or
closed), the matter will be coordinated, closely between OPR and the
FBIHQ Division which has overall respon@ibility for the substantive
matter. FBIHQ Divisions should immediétely inform OPR of allegations
of possible criminality or serious misdpnduct which come to their
attention and forward that portion of the investigation to OPR for
further processing. The allegations arising from a substantive case
will be carried separately under the Office of Professional
Responsibility Matter caption and handled as a separate "263"
classification investigation so that the substantive investigation
and/or prosecution is not hindered.

A

{(5) The following is a liét of items which for the most
part are considered OPR matters. They are furnished for information
and are not considered all inclusive. |Any question of whether the
matter should be handled by OPR should jbe resolved by contact with
OPR: ' ‘

Abuse of authority .
Arrest by local authorities (or subject of investigation by local
authorities)
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Civil rights violations

Conflict of interest :

Driving While Intoxicated (both Bureau cars and personally owned

automobiles) ' ‘ '

Failure to advise the Bureau of contacts with law enforcement agencies

False statements during applicant processing

Falsification of documents ‘

False reporting

Franking privilege violations

Fraud Against the Government

Improper association/relationship with criminal element

Improper association with informants

Judicial criticism

Narcotics matters

Outside employment

Retaliation matters

Sexual offenses .

Subject of a Federal criminal investigation,

Theft '
(T'n Unauthorized disclosure of information

Unauthorized use of a Bureau vehicle
Unauthorized passenger in a Bureau vehicle
Unprofessional conduct
Whistleblower matters

(6) Other infractions, such as lost badges or. minor
| personal misconduct, will continue to be handled by thelPD.l These
matters are well defined and should confinue to be handled as in the
past. Any question as to whether a matter is or is not within the
responsibility of OPR must be referred fto OPR for a determination in
this regard. :

1

EFFECTIVE: 04/21/94
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| 263-3 INVESTIGATION| (See MAOP, Part|I, 13-3.)|

(1) Investigation necessary to develop complete,
essential facts regarding any allegation against Bureau employees must
be instituted promptly and every logical lead which will establish the
true facts should'be completely investiéated unless such action might
prejudice pending investigations or prosecutions, in which event FBIHQ
will weigh the facts along with the recémmendation of the Division
Head. '

(2) The record of the inquiry shall include the initial
allegation; the investigative results: éggravating or mitigating
circumstances; statement of specific charge(s); and the employee's
answer (s) including defenses to the specific charge(s), if any.

(3) SACs should ensure the objectivity in personnel )
investigations conducted by field offices by not assigning supervisory
personnel to them who have a direct workling relationship with . the
employee(s) under investigation, OPR is'likewise alert to this
possible conflict of interest and will discuss this with the SACs when
cases are initially reported to OPR.

(4) Requests to conduct aud&ts of the computer systems
activities of employees who are suspectea of misconduct or improper
performance of duty will be handled onlywith prior notification to
FBIHQ. The term audit refers both to review and/or evaluation of
prior transactions or activities of a user and procedures designed to
monitor the ongoing activities of a user. The proper form for such a
request is a formal written communication to FBIHQ with a request
directed to the|Information Resources Division's (IRD), Investigative
Automation Support Section (IASS),lto conduct the audit. In exigent
circumstances, which dictate the need fo# immediate institution of an
audit, requests may be made telephonical{y to OPR and subsequently
confirmed in writing. In instances where telephonic requests are
authorized, the level of authority is at 'the ASAC level or above in
the field offices and at the Section Chief level or above at FBIHQ,
with the exception of requests emanating from OPR. Telephonic

- Tequests for user activities audits made by OPR will be authorized at
| the Supervisory Special Agent level. | (See MAOP, Part I, 13-3 3) .|

(5) Approval to conduct the jaudits will be made at the
| Section Chief level in|IASS,|based on the technical feasibility and
resource constraints. If the audit cannot be conducted or if
| additional information is needed to formulate the audit, |IASS|will
contact the requestor. The results of each audit conducted will be
!
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reported on an FD-302 and disseminated to OPR and the requestor,
should it be different from OPR. The original FD-302 will be
forwarded to the office of origin. Im those instances where exigent
circumstances dictate that the results of the audit be telephonically
| disseminated, the results will be disseminated by|IRD|to OPR and to
the requestor, should it be different fer OPR, and the telephonic
response subsequently confirmed in writing to OPR and the requestor.
|| (See MAOP, Part I, 13-3 (4).)|

EFFECTIVE: 06/01/94

2634 INTERVIEWS OF EMPLOYEES

(1) Interviews of employees involved in allegations of
criminality or serious misconduct should be conducted at the earliest
logical time and in a forthright manner{following coordination with
OPR. There should be no evasiveness on the part of the Bureau official
conducting the interview. ;

(2) The employee should be fully and specifically advised
of the allegations which have been made agginst him/her in order thatl
he/she may have an opportunity'to fully, answer and respond to them.
The employee must be entirely frank and cooperative in answering
inquiries of an administrative nature. | If allegations are possibly
criminal in nature, the employee has the right to seek counsel in the
same vein as any other individual.

(3) Such interviews must Dbe complete and thorough with
all pertinent information obtained and’recorded so that all phases of
the allegations may be resolved. The %nterviews must not be unduly
protracted and should be held to a reasonable length by proper

preparation and recognition of the purﬁose of the interviews.

. ' (4) The inquiry shall not be complete until the specific
allegations which may justify disciplipary action are made known to
the employee who may be disciplined and the employee is afforded
reasonable time to answer the specificiallegations. The employee's
answers, explanations, defenses, etc.,; should be recorded in the form
of a signed, sworn statement which should specifically include the
allegations made against the employee én an introductory paragraph.

The statement is to be prepared following an in-depth interview under

(iﬂfm oath of the empléyee by the Division Head or designated supervisory

representative. The employee 1s not ﬁérely to be asked to give a
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written response to the allegations, but| is to be interviewed in an
interrogatory fashion, and a signed, sworn statement prepared from the
results by the interviewing official. ‘S§nce-the statement represents
that which the employee is willing to sign and swear to, he/she
retains the right to make corrections or changes before doing so. If
those changes or corrections differ materially from what the employee
stated during the interview, that fact 4nd the nature of the
statements should be separately recorded. The employee should be
sworn prior to the interview in order t%at the information furnished
during the interview will have been under oath. Should there be any
question on the part of the interviewing official as to whether a
particular allegation (set of facts) might justify disciplinary
action, he/she should contact OPR in order to resolve this prior to
the interview so the employee will be ensured of an opportunity to

appropriately respond.

s
(5) The results of interviews of nonsubject, "witness"
FBI employees in OPR matters should also be recorded in the form of
signed, sworn statements. If there is some reason- for not doing so,
this'should-be~coordinated.with OPR/Inspection Division.

(6) When interviewing employees during administrative
inquiries to solicit information about /themselves or about their own
activities, the employee should be provided the Privacy Act notice
described in MIOG, Part I, 190-5(2), ekplaining the purpose of the ,
inquiry and how the information will be used.
(7) When interviewing employees, or others, to solicit
information about the subject of an adminiétrative.inquiry, the person
interviewed as a source should be provided, if appropriate and
necessary, the opportunity to request an express promise of
confidentiality, as described in MIOGJ Part I, 190-7, and SAC
Memorandum 51-77(C), dated 11/15/77, in order to protect the source's
identity should the subject of the in&uiry submit a Privacy Act
request for access to records of the %nquiry. The source should be
cautioned that if a formal adverse personnel action is taken against
the subject of the inquiry pursuant to Chapter 75 of the Civil Service
Reform Act, the information furnished} along with the source's
identity, must, by law, be provided tﬁ the subject, if any information
provided in that statement is ussed in|lwhole or in partl to support that
personnel action. In addition, pursuant to certain administrative
inquiries and possible judicial prqce%dings, it may be necessary to
furnish the source's identity i1f any information provided in the
N source's statement is used in whole or in part to support 3 personnel
e action. The principles discussed in1263-5, infra, are also applicable
(: ¢  to an interview of an employee regard}ng the actions of others, to the
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extent such answers might reveal criminal misconduct on the part of
the employee being interviewed.

EFFECTIVE: 03/26/90

263-5 ADMINISTRATIVE OR CRIMINAL‘gROCEEDINGS - USE OF INTERVIEW
| FORMS| (See MIOG, Part I, 263-4 (7); MAOP, Part I, 13-6.) |

(1) Prior to the interview|of an employee against whom
allegations of criminal misconduct have been leveled, 2 decision must
be made as to whether the goal of the interview is to obtain a
statement admissible in subsequent criminal proceedings or whether the
goal is to compel the employee to make 5 full statement of the facts
in order to ascertain what administrative action, if any, is
appropriate. This decision is to ‘be made by OPR in coordination with
the OPR, DOJ.

(2) To ensure that employees being interviewed: are  fully’
and consistently aware of their rights and obligations, two forms have
been adopted for use in such interviews. The OFfice of Professional
Responsibility, DOJ, has endorsed the use of these forms. These forms
are only to be uytilized during OFFICIAL inquiries and only when
authorized by OPR.

(3) Neither of these wo ﬁorms (FD-644 nor FD-645) which
are described below are to be routinely used during the investigation
of a shooting incident. They will be Qsed only in those shooting
inquiries when instructed to do so by FBIHQ as set forth in MIOG,

| Part 1I, Section]12-11.7.] I

will be made by OFR, FBIHQ, on a case-by—-case basis, in accordance
with the principles sel forth below. |For your information, there are
certain prosecutive guidelines which have been agreed to by OPR, DOJ.
The factual situation of any particular allegation will be considered
by OPR 'in line with those prosecutive guidelines.

The decision as to which form will be psed in a particular inquiry

EFFECTIVE: 10/17/95

Senﬁitive
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|1263-5.1 Criminal Proceeding Contempléted or Possible

(1) Form FD-644 captioned "Warning and Assurance to
Employee Requested to Provide Information on a Voluntary Basis," is
to be utilized in situations where an employee is provided an
opportunity to voluntarily respond to questions concerning
allegations of job—related misconduct_wﬂich have the potential for
criminal prosecution, but wherein the employee is not being compelled
to answer questions or provide a statemgnt. Use of this form should
assure that any statements obtained will be freely and voluntarily
given and, hence, admissible in any future criminal proceeding.

(2) Full Miranda warnings will be given to employees only
in situations where the employee to be interviewed is in custody or
is significantly deprived of his/her freedom of action, an arrest is
"clearly intended at the conclusion of the interview, or whether in
custody or not, the employee being interviewed has previously been’
arrested or formally charged and prosecytion is pending on a Federal
offense and the questioning concerns that offense or a related

Federal offense.

- (3) Whenever Form FD-644 is utilized, an interview log
should be prepared in accordance with the Legal Handbook for Special
Agents, Section 7-9.] -

EFFECTIVE: 10/18/88

||263-5.2 Inquiry Solely for Administrative Purposes
: b

(1) In a situation where ihe allegation, if true, has the
potential for eriminal prosecution, but a decision has been made not
to seek an admissible statement (but r#ther, to compel the employee
to fully and candidly answer all questions concerning the alleged
incident), Form FD-645, captioned “Warbing and Assurance to Employee
Required to Provide Information,” should be used. However, prior to
the use of this form in any instance where the allegation, if true,
would have potential for Federal criminal prosecution of the employee
to be interviewed, OPR/Inspection Division must present the facts of
the case to OPR/DOJ and obtain an initial opinion that the matter in
question should be handled administratively rather than criminally.
This is nhecessary because. any incriminating statement obtained after
use of Form FD-645 will not be admissible in a criminal prosecution
of the employee.

|
|
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(2) In a situation where the, allegation, if true, has
potential for non—Federal prosecufion, and a decision has been made
by FBIHQ to compel full answers from the lemployee regarding the
‘matter under investigation, Form FD-645 %hould be used.

(3) In all other instances Lhere an employee is being
interviewed in connection with an official administrative inquiry,
Form FD-645 should be used.

(4) There is no Sixth Amend%ent right to counsel in
purely administrative interviews. Therefore, even if Che employee
specifically requests to have an attorney present'during the course
of the interview, the Bureau is not legally obliged to agree to this
condition. Any administrative decision to allow the presence of
counsel during an administrative interview is to be made by OFR,
FBIHQ. '

(5) An interview log is not required when Form FD-645 is
utilized. Those conducting such adminiétrative interviews of
SR employees should be alert, however, to circumsltances where good
(: ¥ | judgment might warrant preparation of an interview log; for example,
e in those interviews of a particularly censitive nature or in those
concerning serious misconduct involving|veterans which may ultimately
be heard before a Merit Systems Protection Board. |

EFFECTIVE: 10/18/88

263-6 POLYGRAPH EXAMINATIONS OF BUREAU EMPLOYEES | (See MAOP, Part
1, 13-4.1.) |

(1) All polygraph examinations of FBI employees and those
who have made allegations against FBI émployees must be approved by
the Assistant Director, Inspection Division, or another person
designated by the Director. |In the ca%e of polygraph examinations
requested pursuant to a security clearance adjudication, the Director
has delegated approval authority to the Assistant Director, National
Security Division. ’

(2) Polygraph examinations of employees will be ,
administered away from their own office of assignment. This procedure
will help protect the confidentiality‘of the investigation/inquiry and
lessen the outside pressure on the emﬂloyee which could be associated
with an examination conducted with knowledge of an employee's friends

Sensitive
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and associates.

(3) Polygraph examinations
administered by an FBIHQ examiner In t
not available, the examination will be ¢

designated by the Polygraph Uni't, FBIHQ.

See MIOG, Part II, 13-22.13.1, 13-22.13.
for additional instructions and informat
examinations of employees who are subjec
or administrative inquiry.

EFFECTIVE: 07/19/95

263-7 REPORTING| (See MAOP,.Part I, 1

(1) In most instances, afte
notified of the allegation, it will be s
responsible division head to report the

serious misconduct or criminality by air
statement of the situation together with
ctatements. In all cases, whether or nb
administrative action is necessary, 2a st

|
action is, or is not, recommen

ded must.B

(2)
Information Management System (FOIMS) ﬁ:
approval to open the investigation. AJS
and indexed under a n263" clagsification
and the file should be maintained in tﬁb
should be included on all communications
OPR. Such communications, when directé&
his/her personal attention and should ﬁe
when submitted to FBIHQ, Attention: OPR
in OPR cases should not be entered in th
management system of FOIMS. The title!f
"SEE SAC" only. The Index Driven Case T
automatically insert the words "SEE SAC"
index record. Keystroking the leilter 'S
the index record will generate "SEE SAC"
title in the case application.{ I 1
number will not be displayed in the gene

4

These cases should not be opened in

PAGE 263 - 10

of Bureau employees are to be
he event an FBIHQ éxaminer 1s

I - .
onducted by an examiner

4

2, 13-22.13.3, and 13-22.14
ion regarding polygraph
ts of a criminal investigation

3-7 & 11, 2-3.3 (1]

r OPR has been initially

atisfactory for the

facts perta%ning to the

tel setting forth a concise
supporting documentation and
t it is believed

atement that administrative

e made.

the Field Office
jor to obtaining Bureau
eparate file should be opened
for each OPR investigation
SAC's safe. This file number
"between field offices and
to the SAC, should be to
enclosed in sealed envelopes
. Proper names of individuals
e title field in the case
ield should contain the words
itle (IDCT) software will
during the data input of the
in the "Special' field on
on the first line of the

t shohld be noted that the file

ral indices of the field
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office. OPR cases are to be opened in FOIMS as auxiliary office (A0)
cases utilizing the FBIHQ file number as{the Universal Case File
Number. These cases should pe opened with a pending status, not as
MDEAD" or "ADM" status. Upon completion|of the investigation, the
status should be.modified to RUC. |

(3) Copies of the allegatiogs and subsequent
investigation should not be placed in the employee's field office or
FBIHQ personnel file. Only if some form[of administrative action is
taken will there be any need to address Fhe allegation in the
‘employee's personnel file. This is sati'sfactorily handled by a
designated copy of the approved jUStificEtion memorandum and/or
addendum(s) being placed in the employee's personnel file at FBIHQ as
well as copies of the outgoing communic#tion to the employee being
placed in both the field office and FBIHQ personnel files.

(4) OPR will advise SACs and Assistant Directors when the
~ results of OPR investigations have been reviewed by OPR and referred
| to|ASU/PD|for appropriate action. '

EFFECTIVE: 04/21/94 i

263-7.1 Investigative Reports

(1) The results of most OPR investigations may be
submitted by cover airtel to OPR. In those matters, however,
involving more complicated situations or matters involving criminality
which may need to be discussed further with the Department of Justice,
they should be submitted to FBIHQ by investigative report which should
be thorough, precise, and to the point.. Any question concerning
whether or not to cubmit an investigative report should be resolved by
consulting with OPR.

(2) Synopses of OPR matter investigative reports should
be complete to include all allegations, the results of the
investigation, and the subject employeé's responses to these
allegations. Consideration should be given to including a table of
contents in these investigative reports.

(3) Three copies of the investigative report (four copies
if the matter involves a substantive c%se) should be submitted by
cover airtel in a sealed envelope to FBIHQ, Attention: OPR/Inspection
Division. The cover airtel should contain the SAC's observations and

'
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comments, mitigating or aggravating circumstances, as well as the

SAC's recommendations for administrative action.

! (4) FBIHQ is the office of origin in OPR matter
investigations. Upon completion of an iﬁvestigation, originals of
signed, sworn statements, Forms FD-644 and FD-645, etc., should be
furnished to OPR. '

EFFECTIVE: 04/19/91

263-8 CIVIL RIGHTS ALLEGATIONS AGAINST FBI PERSONNEL

Upén receipt of a complaint involving civil rights
allegations against FBI personnel, the following procedures are to be
followed:

(1) Advise the Civil Rights Unit (CRU), CID, and OFR by
telephone followed by appropriate commuqications so that FBIHQ may
furnish appropriate guidance. The CRU will coordinate with OPR.and
other FBIHQ components and advise the SAC concerning Lhe proper
handling of the matter. o

(2) If a.civil rights complaint arises during an
administrative inquiry, the pertinent agministrative inquiry relating
only to the civil rights allegation must stop in order to resclve any
criminal violations. That portion of the administrative inquiry may

not resume until authorized by FBIHQ.

(3) OPR and CRU/CID will coordinate the presentation of
the facts of the allegation to OPR/DOJ and the Civil Rights Division
(CRD), DOJ, to determine if a criminal investigation is warranted. If
no c¢riminal investigation is warranted,| the matter will be
administratively handled by OPR. If the CRD/DOJ requests a criminal
civil rights investigation, the CRU/CID will advise the SAC to
initiate an investigation which should be reported to FBIHQ pursuant

| to Part I, Section|282-3.1|of the MIOG, unless advised to the contrary

by FBIHQ.

EFFECTIVE: 01/31/94
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263-9 DEPARTMENT OF JUSTICE OFFICE‘OF PROFESSIONAL
RESPONSIBILITY ‘

See MAOQP, Part I, Section 1-23.

EFFECTIVE: 09/20/89
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SECTION 264. COMPUTER FRAUD AND ABUSE

4y

264-1 BACKGROUND

(1) On October 12, 1984, the President signed into law
the "Comprehensive Crime Control Act of*1984." Included in the
passage of this Act was "Fraud and Related Activity in Connection with
Computers," Title 18, USC, Section 1030k The creation of this statute
was an attempt by Congress to address unauthorized access or use of
computers. Jurisdiction for investigating viclations of this

l statute has been governed bylMemorandaL%f Understanding (MOU) between
the Department of the Treasury and the Department of Justice. |AnlMOU
dated August 23, 1989, supersedes an MOU dated August 29,

‘ 1985,|and|outlines the jurisdiction of [the FBI and the U.S. Secret
Service| (USSS) in these matters. |

b
T (2) On October 16, 1986, the "Computer Fraud and Abuse

(;; © Act of 1986" (Public Law 99-474) and on October 21, 1986, the

"Electronic Communications Privacy Act of 1986" (Public Law 99-508)
were signed into law by the President. The Computer Fraud. and Abuse
Act of 1986 expanded Title 18, USC, Section 1030, unauthorized access
or use of "Federal interest" computers| (with intent to harm the U.S.
Government, by obtaining classified or|private financial information;
modifying, destroying, or disclosing information; preventing use of
the computer by others; and affecting computer operations), by adding
fraudulent access to obtain property of value, trafficking in
passwords with intent to defraud, .and damage to certain stored
information. Jurisdiction for {nvestiéatinglthese[violations is set
out in|the 8/23/89 MOU (see 264-3) . | r

(3) Congress also enhanced individual and corporate
protection against computer crime by énacting the Electronic
Communications Privacy Act of 1986. Iitle i1 of this

| actlamended]Title 18 of the]USC|by adding Section 2701. This statute
makes it a Federal offense to, withouﬁ'authorization, access or

. 3 . : .
disclose the contents of a ''stored electronic communication."

. l(&) On October 1, 1990, ﬁhe Economic Crimes Subprogram
(ECS) of the White Collar Crimes (WCC) Program was formed to address
all economic crimes except financial ;nstitution fraud. Computer
Fraud and Abuse (CFA) matters are within the ECS and are managed at
FBIHQ by the Economics Crime Unit (ECU), White Collar Crimes Section
(WCCS), Criminal Investigative Division (CID).]|

Sensitive
PRINTED:  02/18/98
!




Sensitive

- Manual of Investigative Operations and Guidelines
Part I PAGE 264 - 2

EFFECTIVE: 12/10/91
| |264-2 | STATUTES, PENALTIES AND DEFINITIONS |
EFFECTIVE: 12/10/91

|264-2.1 Section 1030. Fraud and Related Activity in Connection
with Computers|

l : l(l)] Whoever knowingly accesses a computer without

authorization or exceeds authorized access, and by means of such
conduct obtains information that has beén determined by the United
States Government pursuant to an Executive order or statute to require
protection against unauthorized disclosure for reasons of national

T defense or foreign relations, or any restricted data, as defined in
(‘ ,  paragraph r. of section 11 of the Atomi& Energy Act of 1954, with the
N intent or reason to believe that such information so obtained is to be

used to the injury of the United States, or to the advantage
| of any foreign nation.

| The punishment for an offense of this section is a fine or
imprisonment for not more than ten years; or both, for the first
offense under this section. The punishment for multiple offenses of
this Tection is a fine or punishment for not more than 20 years, or
both. :

| | (2) whoever |intentionally |accesses 3 computer without

authorization, or exceeds authorized access, and thereby obtains
information contained in a financial record of a financial
institution, or card issuer as defined |in section 1602 {(n) of Title
15, or contained in a file of a consumer reporting agency on 3
consumer, as such terms are defined in|the Fair Credit

| Reporting Act|(Tit1e|15,|USC, Section|1681, et seq.).

| The punishment for an offense of this éection is a fine or
imprisonment for not more than one year, or both, for, the first
offense or attempted offense under this section. The punishment for
multiple offenses of this section is a fine or imprisonment for not
more than ten years, OrC both.|

A[(3) Whoever |intentionally, without authorization to
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access any computer of a department or agency of the United States,
accesses such a computer of thatl departm@nt or agency that is
exclusively for the use of the Government of the United States or, in
the case of a computer not exclusively for such use, is used by or for
the Government of the United States and such conduct affects the use
of the Government's operation of such computer.

| The punishment for an offense of this section is a fine or
imprisonment for not more than one year, or both, for the first
offense or attempted offense under thiswsection. The punishment for
multiple offenses of this section is a fine or imprisonment for not
more than ten years, or both.| ’

| - | (&) Whoever |knowingly and $ith intent to defraud,

accesses a Federal Interest computer without authorization, or exceeds
authorized access, and by means of such\conduct furthers the intended
fraud and obtains anything of value, unless the object of the fraud
and the thing obtained consists only of/the use of the computer.

- 7| imprisonment for not more than five years, or both, for the first

Lok offense or attempted offense under this section. The punishment for
multiple offenses of this section is a fine or imprisonment for not
‘more than ten years, or both.i

(:"“_ | The punishment- for an offense of this section is.a-fine or

| (5) Whoever |intentionally accesses 2 Federal Interest i
computer without authorization, and by means of one or more instances
of such conduct alters, damages, OF destroys information in any such
Federal Interest computer, or prevents-authorized use of any such
computer or information, and thereby- :

| ‘ | (@) | causes loss to one or more others of a value
aggregating $1,000 or more during 2any one-year period; or
' |
| - | (®)| modifies or impairs, or potentially modifies or
impairs, the medical examination, medical diagnosis, medical
treatment, or medical care of one or more individuals.

| The punishment for an offense of this section is a fine or
imprisonment for not more than five years, or both, for the first
offense or attempted offense under this section. The punishment for
multiple offenses of this section is a fine or imprisonment for not
more than ten years, oOr both.l
| (6) Whoever |knowingly and with intent to defraud traffics
"(as defined in Section 1029) in any password or. similar information
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through which a computer may be accessed without authorization, if-

| |(a)| such trafficking affects interstate or foreign
commerce; Or

| |(b)l such computer is used by or for the Government
of the United States. '

| The punishment for an offense of this section is a fine or
imprisonment for not more than one year,Eor both, for the first
offense or attempted offense under this section. The punishment for
multiple offenses of this section is 2 fine or imprisonment for not
more than ten years, or both. |

‘EFFECTIVE: 12/10/91

||266-2.2], Definitions|as used in Section 1030|

{&‘42 [(1) The term "access" refegs to storing data on and
=" | retrieving data from a disk or other peripheral device.

| | (2)| The term "computer' means an electronic, magnetic,

optical, electrochemical, or other high%speed data processing device
performing logical, arithmetic, or storage functions, and includes any
data storage facility or communications| facility directly related to
or operating in conjunction with such device, but such term does not
include an automated. typewriter or typesetter, a portable hand~held

| caleculator, or other similar device.

| [(S)IAThe term "Federal interest computer’ means a -
computer-—

| |(a)| exclusively for the use of a financial

institution or the United States Government, or, in the case of a
computer not exclusively for such use, used by or for a financial
institution or the United States Gover#ment and the conduct
constituting the offense affects the use of the financial

. . . f .
institution's operaltion or the Government's operation of such
computer; or

| |(b)l which is one of Fwo or more computers used in
committing the offense, not all of which are located in the same

(Tf{ State.
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| | (4)| The term "State" includes the Distriet of Columbia,
the Commonwealth of Puerto Rico, and any other possession or territory
of the United States.

| | (5)] The term "financial institution" means—

| | (a) | an institution with deposits insured by the
Federal Deposit Insurance Corporation;

| ](b)| the Federal Reserve or a member of the Federal
Reserve including any Federal Reserve Bank;

| [(e)| a credit union with|accounts insured by the
National Credit Union Administration; |

I ' | (@) | a member of the Federal home loan bank system
and any home loan bank; '

A

| | (¢)| any institution of the Farm Credit System under
(j”* the- Farm Credit Act of 1971, ‘
- ‘ | (§)] a broker—dealer registered with the Securities

and Exchange Commission pursuant to section 15 of the Securities
Exchange Act of 1934; and

| |(g)l the Securities Inyestér Protection Corporation.

| | (6) | The term "financial r?cord" means information derived
from any record held by a financial in%titution pertaining to a
| customer's relationship with the financial institution.

l |(7)| The term "“exceeds authorized access' means to access
a computer with authorization and to u%e such access to obtain or
alter information in the computer that [the accessor is not entitled so

| to obtain or alter. '

| | (8)| The term "department of the United States" means the

- legislative or judicial branch of the Government or one of the
executive departments enumerated in section 101 of title 5.

EFFECTIVE: 12/10/91
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| |264-2.3 Section 2701.| Unlawful Access to Stored Communications

| (1) Whoever intentionally accesses, without

authorization, a facility through which an electronic communication is
provided. '

The punishment for an offense of this section is a fine of not more
than $250,000 or imprisonment for not more than one year, or both in
the case of a first offense under this shbparagraph. The punishment
for subsequent offenses of this section is a fine or imprisonment for
not more than two years, or both.
(2) Whoever intentionally exceeds an authorization to

access that facility, and thereby obtains, alters, or prevents
authorized access to a wire or electronic communication while it is in
electronic storage in such system.

The punishment for an offense of this séction is a fine of not more

than $5,000 or imprisonment for not more than six months, or both, in
(““%‘ any other cases.

= (3) This section does not apply with respect to conduct
authorized- Ok

(a) by the person or entity providing a wire or
electronic communications service;

(b) by a user of that%se;vice with respect to 2
communication of, or intended for, that user; or

(¢) in section 2703 (Requests for Governmental
Access), 2704 (Backup Presentation), or 2518 (Procedure for
Interception of Electronic Communications) of Title 18. |

EFFECTIVE: 12/10/91
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264-2.4 Definitions for Section 2701!are found in Title 18, USC,
| Section 2510| (See MIOG, Part I, 139-1.1.) |

(1). "“Electronic communication" means any transfer of
signs, signals, writings, images, sounds, data or intelligence of any
nature transmitted in whole or in part by a wire, radio,
electromagnetic, photoelectronic or photiooptical system that affects
interstate or foreign commerce, but does not include——

| (a) |any wire or oral communication;

| l(b)]any communication made through a tone?only
paging device; i :

| | (c) |any communication from a tracking device (as
defined in section 3117 of Title 18) 5

(2) "User'" means any person or entity .who—-—
o . . \; ay . .
(i = (a) uses®an electronic communi‘cation service; and

(b) is duly authorized by the provider of such
service to engage in such use; ‘

(3) "Electronic communication system" means any wire,
radio, electromagnetic, photooptical orfphotoelectronic facilities for
the transmission of electronic communications, and any computer
facilities or related electronic equipm%nt for the electronic storage
of such communications;

(4) "Electronic communication service' means any service
which provides to users thereof the abﬂlity to send or receive wire or
electronic communications]

(5) "Electronic storage' means—-

{a) any temporary, intermediate storage of a wire or
electronic communication incidental to the electronic transmission
thereof; and

(b) any storage of sich communication by an
electronic communication service for purposes of backup protection of
such communication. :
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EFFECTIVE: 12/21/94
|l264—2.5 Other Statutes which may be used in CFA investigations

EFFECTIVE: 12/10/91

f

| 264-2.5.1 Title 18, USC, Section 641 (Theft of Government Property)

This statute covers the theft of any recerd, voucher
money, or thing of value of the United States. This statute has been
used to prosecute Government officials, |who use their position to
obtain computerized information to sell.

"Whoever embezzles, steals, purloins, or knowingly
converts to his use or the use of anothér, or without authority,

e sells, conveys or disposes- of any-recor?, voucher, money, or thing of
(\' 7| value of the United States or of any department or agency thereof, ...
or . - ’

"Whoever receives, conceals, or retains the same with
intent to convert it to his use or gainl knowing it to have been
embezzled, stolen, purloined or converted...shall be fined not more
than $10,000 or imprisoned not more than ten years, or both...." (See
MIOG, Part I, Section 52.) :

EFFECTIVE: 12/10/91

| 264-2.5.2 Title 18, USC, Sections 793, 794 and 798 (Espionage)

(1) These statutes deal with gathering, transmitting, or
losing defense information for the purpose of injuring the United
States or helping any foreign nation. These statutes also deal with
delivering defense information to aid foreign government and
disclosure of classified information.

(2) Violators of these stﬁtutes should be fined not more
than $10,000 or imprisoned not more than ten years, or both. (See FCI
Manual, Part I, Section 65.)
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EFFECTIVE: 12/10/91

264-2.5.3 Title 18, USC, Section 1343 (Wire Fraud) and Section 1341
(Mail Fraud) :

The wire fraud statute and mail fraud statute have
occasionally been used to prosecute compbter criminals. To establish a
violation of the wire fraud statute, the Government has to establish
three elements beyond a reasonable doubtl: i.e., a defendant (1)
devised a scheme to defraud either the various networks or the
computers on those networks, (2) intende@ to obtain money or property
from them by false pretenses, representations, or promises; and, 3
that to execute the scheme, the defendant used or caused the use of
interstate or international wire communication facilities in
furtherance of the scheme. In the case jof the mail fraud statute, the
Government would have to show elements (1) and (2) and the use of the

U.S. Postal Service in furtherance of tHe scheme.
) 3

{
(\,'¥ The punishment for offenses under. the fraud by wire and mail fraud
<. statutes are a fine of not more than $1,000 or imprisonment not more
than five years, or-both. *(See MIOG, Part I, Section 196 and MIOG,
Part I, Section 36, respectively.)

EFFECTIVE: 12/10/91

1

- | 264-2.5.4 Title 18, USC, Section 1362 (Malicious Mischief)

' This statute punishes the willful interference with
military communications systems.

The punishment for an offense of this sﬁatute is a fine of not more
than $10,000 or imprisonment nol more than tén years, or both.

, [
i

EFFECTIVE: 12/10/91 ‘
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| 264-2.5.5 Title 18, USC, Section 2314 (Interstate Transportation of
Stolen Property)

_ This statute has been used w%th varying success to
prosecute computer criminals. The Goverqment has to show the
interstate transportation of stolen property with a value in excess of

$5,000.

The punishment for an offense of this st%tute is a fine of not more
than $10,000 or imprisonment not more than ten years, or both. (See
MIOG, Part I, Section 87.)

EFFECTIVE: 12/10/91 ;

264-2.5.6 Title 17, USC, Section 506; Title 18, Sections 2318 and
2319 (Copyright Matters)

U Generally, investigations in*all copyright’ cases should® be"
(: | directed toward locating and identifying the producers, principal
#a distributors, and publishers of unauthorized duplications of copyright

products in order to eliminate the source of illicit productions.

The punishment for violations of these sFatutés is a maximum penalty
of $250,000 and/or five years' imprisonment. (See MIOG, Part I,
Section 28.) . .

EFFECTIVE: 12/10/91

i

| 264-2.5.7 State and Local Legislation as an Additional Tool
A number of the states in the United States have enacted

specific legislation to address computer, crimes. These violations
should not be overlooked when investigating computer crimes.

EFFECTIVE: 12/10/91
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| |264-3] JURISDICTION C _ '
| | (1)| Title 18, USC, Section 1030(d) provides: "The United
States Secret Service (USSS) shall, in addition to any other agency
having such authority, have the authorit&-to investigate offenses
under this Section. Such authority of the United States Secret
Service shall be exercised in accordance[with an agreement which shall
be entered into by the Secretary of the Treasury and the Attorney
General." '

On August 23, 1989, an amended agreement was enlered into and it
provides the following:

"4,a. The FBI shall have primaryrjurisdiction:

"(1) For matters which have traditionally been within
its authority. .These areas include sucthatters as organized crime,
terrorism, and foreign counterintelligence.

' 1
T "(2) For violations of #itre 18, U.5:. Code, Section:

(;' ¢ 1030(a) (1) and (a) (3) which address the unauthorized access of

e computers used in national defense, fore&gn relations or any
restricted data which may be used to the; injury of the United States.
However, when allegations involve unauthprized access of the White
House complex computer systems or attempts at unauthorized access the
USSS will maintain a presence and assist| in the investigation.

"{3) For those criminal| acts using a Federal-interest
computer (as defined in Title 18, U.S. QOde, Section 1030(e) (2)), that
may be construed as violations of the B%nk.Fraud and Embezzlement)
Fraud by Wire, or Bank Bribery Statutes where the FBI has
traditionally had jurisdiction. The term bank is defined in various
statutes as it relates to the specific offense (e.g., Title 18, U.S.
Code, Sections 215, 1344, and 2113%).

1"(4) Except as noted in 4.b.(2) below, when a
“significant fraud against the Governmenﬁ'ﬁhs been committed by an
employee of any Government agency. This' is a matter that falls within
the substantive jurisdiction of the FBI (Title 28, Section 535, U.S.
Code), and has been articulated in Memoranda of Understanding between
the FBI and Inspectors General of various agencies.

b, The USSS shall have primary jurisdiction:

:T; "(1) Except as noted iﬁ‘4.a. (n, @, 3, @
i above, for violations as outlined in Title 18, Section 1030 (a) (2),
i ‘ (
Sensitive
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oceurring in a consumer reporting agency, as defined in the Fair
Credit Reporting Act of 1978 (Title 15, Section 1681, U.S. Code), or a
card issuer as defined in Title 13, Section 1602, U.S. Code, and as
outlined in Title 18, Sections 1030(a) (3). and (a) (6), U.S. Code.

"(2) When the computer systems of the U.S. Treasury
Department are the direct object of the violation and the allegations
do not meet the criteria for referral to the Department of Justice set
forth in the purpose section of this memorandum.

ne. The FBI and the USSS shall have concurrent
jurisdiction:

"(1) Except as noted in 4.a. (1), (2), (3), (&)
above, for fraudulent schemes as outlined in Title 18, Sections 1030
(a) (2), (a) (&), and (a) (5), U.S. Code; when such viclations are
perpetrated against a computer system offa financial institution as
defined in Title 18, Sections 1030 (e) (&) (G) and (&) (4 (B).

4.b. (1) and (2), above for violations as outlined in Title 18, U.S.
Code, Section 1030 (a) (4), and (a) (5) %hen such violations invelve
other Federal-Interest computers. (as defined in Title 18, U.5. Code,
Section 1030 (e) (2) (B)."

(:j . "(2)" Except as noted in|4.a. 1y, (2), (3), (4 and

Federal Bureau of Investigation shall have investigative authority for
any violations of this statute. |

. |
, |(2) Title 18, USC, Section 2701, provides that the
EFFECTIVE: 12/10/91

| |264-4] POLICY

EFFECTIVE: 12/10/91
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| |264-4.1| Investigative Policy

|(1)l Based on the legislative history and the apparent
intent of Congress to address instances $f computer trespass, fraud
and malicious damage, the FBI's primary investigative role will be
those cases which have traditionally forﬁed the basis for our
investigative authority and wherein the $riminal activity is sizeable
and/or widespread. Matters involving national security,|crimes
directed atlfinancial institutions, United States Government )
computers, |[Federal Interest computers, aﬁd interstate|frauds or
malicious damage will be the primary thrust of FBI investigations.
Other matters within the statute, but not covered above, may be
referred to|the USSS or|any law enforcemént agency of a state, or
political subdivision thereof |having jurisdiction.|

|(2) FBIHQ should be promptly notified, by telephone
and/or teletype, of the initiation of major or otherwise significant
CFA cases which may prompt news media (of other) inquiries to be
directed to FBIHQ. ‘ :

(3) Because of the broad scbpe of computer-related cases,
the FRI is able to apply the substantivekviolations to the appropriate
investigative situation. In instances where the primary direction of
work pertains to violations other than CrA, field offices are directed
to use the appropriate classification for those violations. The use
of other statutes, in addition to CFA statutes, would create a more

‘ '
|
expansive and effective attack against ﬁiolators of statutes. The use
of other classifications in these situaﬁions will more appropriately

“identify the investigative program within which these individual cases

will be managed. |

EFFECTIVE: 12/10/91
| |264-4.2] Prosecutive Policy

EFFECTIVE: 12/10/91

!

Sensitive
PRINTED: 02/18/98

1




- Sensitive

-

Manual of Investigative Operations and Guidelines ,
Part 1 : PAGE 264 - 14

||264-4.2.1 Title 18, USC, Section '1030]

(1) The focus of Federal criminal prosecutions will

l be|against|those wholhemonstratela clearyintent to enter, without
authorization, computer files belonging to another. The unauthorized
access must be the person's conscious objective; however,lan
unintentional|initial contact coupled with access deliberately
maintained may not be exempt from prosecution. Section 1030 deals
with an "unauthorized access'" concept of’computer fraud rather than
the use of a computer. The conduct prohibited is analogous to that of
a trespass (breaking and entering) rather than using a computer in
committing the offense.

(2) Allegations of criminal| acts involving Federal
Government computers require proof that }he unauthorized access to,
and the use or destruction of, the information affects the operation
of the Government. A computer used part| time by the Government may
become the victim of a Federal crime if it can be shown that the
unauthorized access was made at any timelwhen the Federal Government
<., was authorized to use it, or if the unaufhorized use left some sort of’
(k "  message, etc., that impacted on the Federal Government when it resumed
- use of the computer. The phrase "obtain{information" is broadly
defined. : ’ :
(3) Thefts of property through computer trespass which
occur as part of the fraud scheme requifé that the use of the computer
be directly related to the intended fraud and not merely related teo
it. : . .
(4) The statute exempts from prosecution under Title 18,
USC, Section 1030(a) (4), persons who exéped authorized use of a
computer simply to use the computer for jpurpeses to which the
authorization does not extend (e.g., to|do homework, play video games

or if the only thing of value obtained was the use of the computer's
time).

EFFECTIVE: 12/10/91
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“other like communicating systems. .
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(1) Congressional intent in/legislating Title 18, USC,
Section 2701, was to protect the privacy of an electronic
communication which is transmitted to a communications service, its
storage on the behalf .of the subscriber,%and to ensure that such
communication service be available only to the subscriber and cothers
who may have authorized or legal access Fo it. Thus, privacy is
protected either before the communication is transmitted to the
recipient, or, if a copy of the message is kept, after it is
delivered. The statute was designed to protect electronic
communication through such methods as electronic mail and computer
transmissions. It was generally recogni%ed that the interruption
oflcommunications]during the transmission stage is intrusive, and
these communications are given protectioh by making it a Federal
felony to unlawfully access.

(2) .Electronic services covered by this statute include
electronic mail service, voice mail, rpmotercomgptinghsgrvi;e, and

(3) This provision is intended to address unauthorized
"ecomputer hackers" and corporate spies'ﬁho deliberately gain access
to, and sometimes tamper with, electronic communications that are not
available to the public. The provision(is not intended fo criminalize
access to "electronic bulletin boards," |which are generally open to
the public so that interested persons may communicate on specific
topics. Where communications are readily accessible to the public, the

.sender has (for purposes of Title 18, U$§, Section 2701 (a)) extended

an "authorization'" to the public to access those communications. A
communication is readily accessible if the telephone number of the
system and other means of access are widely known, and. if the person
does not, in the course of gaining access, encounter any warnings,
encryptions, password requests, or othe# indications of intended
privacy. To access a communication on such a system is not a

violation of the law.

EFFECTIVE: 12/10/91
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264-5 INVESTIGATIVE PROCEDURES

| In general, computer-related crimes are not unigue, in”
many .cases the facts and circumstances parallel the traditionally
criminal mental and physical acts found in such crimes as trespass,
embezzlement, theft, fraud, malicious damage, sabotage, and espionage.
The investigative approach should comply with traditional case
management techniques, while giving apprppriate consideration to the
unique vocabulary found in the computer industry. Once the language
hurdle is overcome, the investigator has the ability to understand
what has occurred. |The following investligative procedures are
suggested for consideration in the investigation of 264 matters and
are not considered an all-inclusive list:| )

(1) |All CFA evidence examinations are to be submitted to
the FBI Laboratory for examination and qéta retrieval, All requests
for FBIHQ on—site examination and data retrieval will be ‘coordinated
through the ECU, WCCS, CID.|

K the equipment/data, those who are direcﬁly familiar with the victim
- computer's operation and/or equipment should be called upon, if
appropriate, to provide the. facts to préVe the elements of the
offense; explain the modus operandi; aid in gathering the evidence;
identify the suspect (s); and assist in §implifying the facts and
circumstances for an effective presentafion to the jury.

(:m“a (2) When the criminal complaint is from the owner/user of

I }(3)| The common investigati%e steps in any
computer-related criminal investigation/ should be: the initial,
preliminary investigation; contact the Pnited States Attorney for a
prosecutive opinion; investigative planning; information gathering and
analysis; interviewing and interrogation; appropriate technical
review, if necessary;|and computer exam}nation[and documentation for
prosecution and court presentation(s).|

| (4) The preliminary investigative phase should ascertain
as much about the allegation as possible. 1t should determine the
nature of the allegation, the probable degree of technicality involved
and potential subjects and witnesses. %Additionally,|Agents
investigating those matters|should become familiar with the area,
pecple, procedures, processes, securit%, and equipment|involved.[

<.
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(10) Upon proper prediéétion, surveillance of computer
facilities should be used to determine jusers of the facilities..

(14) Liaison contactg:fh6ﬁid:b€'dé0elbpéd with local and
state agencies investigating similar vicolations under state statutes.
Should a preliminary inquiry not fall |within the investigative policy
of the FBI and/or the U.S. Attorney declines prosecution, the
complainant should be directed toianyyother state or local law
enforcement agency which has authority to conduct such
investigations. - o IR

S
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(15) Absent
computer-related crimes
be coordinated with the
agency.

in other Federa
appropriate inv

(16) Search warrants are of
executing a search warrant, care must b
the warrant to seize only evidence pert

investigation.l

"EFFECTIVE: 12/10/91

| |264-6| REPORTING REQUIREMENTS

WCCS: CID, FBIHQ, by the Computer Fraud
Form (FD-801). The submission of the C
all complaints will allow FBIHQ to moni
the instances of CFA; fully identify th
and crime trends; and seek resources as
matters.  If an investigation is opened
memorandum (LHM) (original and five cop
FRIHQ and any affected auxiliary office
transmittal form will replace the
utilized .in submission of LHMs to FBIHQ
field office, field office file number,
opened, identified subject (s), predicat
investigation conducted to date, the U.
prosecutive opinion,
reporting requirement facilitates the ¢
multijurisdictional matters in a timely

involves prominent individuals should b
priority communication, i

by the LHM and CFA Data
ﬁevelopments, use of innovative or sens

or unusual problems should also be proﬁ

(3) FBIHQ will disseminate
initiation of CFA investigations to the
reason to disseminate information regar
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sensitive circumstances, instances of

1! Government agencies should
estigative unit of that

ten used in CFA matters. In
el taken to limit the scope of
inent to the crimes under

| (1) All complaints involving CFA, regardless of
classification or whether a case is opened, will be submitted to ECU,

and Abuse Data Transmittal
FA Data Transmittal Form for
For '

e scope of the crime problem
necessary to address these
'as a CFA matter, a letterhead
ies) is to be submitted to
s within 20 calendar days.

The

transmittal airtel previously

. The LHM is to include the
date the investigation was
ion, estimated loss,

§. Attorney's initial

The 20-day
oordination of

manner.

(2) Any investigation which is of a national interest or

e initially reported by

to include tel%phone, if necessary, followed
Transmittal Form (FD-801).

Any major
itive investigative techniques,
ptly reported to FBIHQ.

information regarding the

USSS. FBIHQ may also have
ding these matters to other
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Federal agencies. Sensitive information| (i.e., informant/cooperating
witness identities, personnel information, undercover Agent
identities) should be set forth in the administrative section of the
CFA Data Transmittal Form (FD-801). 1If the need exists not to
disseminate, field offices should advise| FBIHQ.

(4) Two copies of prosecutive reports prepared in CFA
matters should be furnished to FBTHQ. |

EFFECTIVE: 12/10/91 ,

| |264-7| VENUE
Where the offense is committed, begun or completed.

@

EFFECTIVE: 12/10/91

(;~' 264-8 CHARACTER - COMPUTER FRAUD AND ABUSE (CFA)

EFFECTIVE: 12/10/91 |

t
i

| 264-9 CLASSIFICATION| (See MAOP, Part II, 3-1.1 & 3-1.2.)

The CFA classification is §ubdivided into three types of
cases that are characterized by alpha designator. Alpha designators
are as follows: '

. |
2644 COMPUTER FRAUD AND ABUSE - IMPAIRMENT

This includes the modificaﬁion of existing software on
a computer or placing‘harmful software on a computer
which then affects its normal operation, '

| 264B COMPUTER FRAUD AND ABUSE - THEFT OF INFORMATION

Theft of information matters involve the taking of
. information that is protected for reasons of national
i defense; the taking or tr#fficking in passwords; the
o taking of financial records of a financial institution;

Sensitive
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and taking anything of valﬁeq i

264C - COMPUTER FRAUD AND ABUSE ~ INTRUSION

Intrusion matters involve un%uthorized use when it has
not yet been determined that an impairment or theft

has occurred.

EFFECTIVE: 10/18/95 b

264-10 |CASE TITLE

Set forth below is an exampie of a case title for use in

the CFA Data Transmittal Form (FD-801) ¢

S JOHN H. SMITH;
(; ny XYZ AGENCY - VICTIM; |
= COMPUTER FRAUD AND ABUSE — IMPAIRMENT;

00: NEW YORK
(264A-NY-12345) |

EFFECTIVE: 12/10/91

|| 264-11] OFFICE OF ORIGIN

Office of Origin will be established in the manner set

forth in MAQOP, Part II, Section 10-16.2.

: |

EFFECTIVE: 12/10/91 |
. i

1
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SECTION 265. ACTS OF TERRORISHM - INTERNATIONAL TERRORISTS

265-1 ACTS OF TERRORISM - INTERNATIONAL TERRORISTS

(1) This classification will include any investigation of
a criminal act which involves an intqrnétional terrorist. The
investigative procedures will follow the same procedures detailed in
the substantive offense under which theiinvestigation is predicated.
Alpha designators have been created to %dentify the investigative
program under which the investigation should be classified.

(2) This classification wa% developed in order to focus
on the criminal activity of the international terrorist. This effort
does not diminish the importance of intelligence investigations or
collection, but emphasizes the criminal |nature of terrorism.

e Therefore, once information is developeﬁ in an investigation conducted
- under the Foreign Counterintelligence Guidelines that evidence exists
( *  of eriminal activity, the criminallinveétigation under this
classification, with appropriate alpha designator, is to be opened.

PN IRET PPN
_ £D EXCERT
s OTHERWISE

EFFECTIVE: 04/26/94

ay
3.

| 265-2 ALPHA DESIGNATORS| (See MIOG, [Part I, 265-3.) ]

Set forth below are the ‘alpha designators which are
applicable to the 265 classification. |A case shall be identified with
an alpha designator in accordance withithe investigative program or
subprogram to which the substantive ofﬁense would generally belong.

. ‘
265A - Violent Crimes — Prédicate Offense (i.e.,
kidnaping, bank robbery, etc.) \

|
2658 ~ Organized Crime - Predicate Offense (i.e.,
racketeering enterprise investigation, etc.) :

265C - White—Collar Crime T Predicate Offense (i.e., FIF,

- etc.)
(:;pﬁ 265D - Government Reservation Crimes -~ Predicate Offense

Sens%tive
PRINTED:L02/18/98

i [




ate Theft -

EFFECTIVE: 04/26/94

SRR R A s
T 7] 265-3, INVESTIGATIVE| ROC
a R R R G

™~ B :J?fé. '

£




OPCA-20 (12-3-96) . . XXXXXX

XXXXXX
XXXXXX
FEDERAL BUREAU OF INVESTIGATION
FOIPA
DELETED PAGE INFORMATION SHEET

L - l Page(s) withheld entirely at this location in the file. One or more of the following statements, where indicated,

explain this deletion.
ﬁ Deletions were made pursuant to the exerﬁptions findicated below with no segregable material available for
release to you. ‘

Section 552 | : Section 552a
= RO 0| GDA) 0 @xs)
of )2 O (B)(7TXB) =0l
a ®O) 0} GX7O) o oW

a) eX7D) O Q)

E/(b)m(E) 0 3

o o0 0 k@

O ()4 O b)(®) O ®5)

O OO 0 O O ®E
( O GO f 0 )

0 Information pertained only to a third party with!no reference to the subject of your request or the subject of your
request is listed in the title only.

[

0 Documents originated with another Government agency(ies). These documents were referred to that agency(ies)
for review and direct response 1o you.

!

Pages contain information furnished by anothetr Government ‘agency(ies). You will be advised by the FBI as
to the releasability of this information following our consultation with the other agency(ies).

Page(s) withheld inasmuch as a final release determination has not been made. You will be advised as to the
disposition at a later date. :

Pages were not considered for release as they are duplicative of

Page(s) withheld for the following reason(s):

K

IE/'I‘he followi numbef is to be used for reference regarding these pages:

MIOE Pl Set. dbo p3

U

XXXXXXXXXXXXXXXX
X Deleted Page(s) X
X No Duplication Fee X
X  for this page X
XXXXXXXXXXXXXXXX
XXXXXX :
XXXXXX

XXXXXX FBI/DO]

’ -




1 41 B i ek D A @b i s e M

I T b e e L e

T - Sensitive
Manual of Investigative Operations and Guidelines
Past I ’ ~ PAGE 265 - 4
" hce set forth under (a)

o 2. The policy guida
above applies to this situation also.

investigation, 3 teletype
must be expeditiously prepared and forwarded to the attention of the

(3) Upon initiation of a 265
CTS, NSD.
ust contain the predication

for the criminal investigation including the specific facts which

: (a) This communication m
clearly establish the terrorism nexus.

EFFECTIVE: 04/26/94 , .

4

CHARACTER - ACTS OF TERRORI

SM - INTERNATIONAL TERRORISTS
(AOTIT)

265-4

Pl

EFFECTIVE: 04/26/94 ‘
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SECTION 266. ACTS OF TERRORISMJ- DOMESTIC TERRORISTS

266-1 ACTS OF TERRORISM - DOMESTIC TERRORISTS (See|Attorney
General's Guidelines on General Crimes, Racketeering
Enterprise and Domestic Securﬂfy/Terrorism Investigations,
Part II, Contained in MIOG, Introduction, 1-3.)|

(1) This classification shall include any investigation
‘ of a criminal act which involves|an individual or individuals
affiliated with]a domestic terrorist group. The investigative
_ procedures shall follow the same procedﬁres detailed in the
substantive offense under which the investigation is predicated.
Alpha designators have been created to identify the investigative
program under which the investigation sPould be classified.

developed in order to focus upon the specific criminal activity of the
domestic terrorist. If a specific, artiiculable criminal violation on
the part of a person or persons affiliated with a domestic terrorist
group is determined]to have occurred, is pccurring, OF 1S about to
occur, |then a criminal investigation sﬁould be opened under this
classification with appropriate alpha|designator (see Section 266-2) .

An AOT investigation (266 case) may be initiated in conjunction with,
or independent of, a criminal intelligence investigation (100 case). |

. iy 1
(;f.: l (2) |ThHe Act” of Terrorism (A0T) |classification was

(3) Section IL of the Attorney General Guidelines (AGG)
permits field offices to open general %rimes investigations when facls
or circumstances reasonably indicate that a federal crime has been, is
peing, or will be committed. Section 111 of the AGG permits the
initiation of criminal investigations bf Domestic Security/Terrorism
(DS/T) groups when facts or circumstances reasonably indicate that
"two Or more persons are engaged in anﬁenterprise for the purpose of
furthering political or social goals wholly or in part through -
activities that involve force or violence and a violation of the

criminal laws of the United States." }(See MIOG, Introduction, 1-3.)
N (4) |Preliminary Inquiriesl

|(a)| Preliminary inquifies are not authorized under
Section|III of the AGG (criminal intelligence investigations/100
classification).l Section|I|of the AGG states that preliminary
inquiries shall be conducted pursuant to the General Crimes Guidelines

Sensitive
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preliminary investigation formerl wnw'_ 1;ed under the 1976 Domestxc
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_informants are involved. The on1y~1nvesF1gat1ve_techn1ques that are:-. .

specificall
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3 could be obtained by
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example,
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extensions are limited to 30-day pe
written request from the field - ‘divis

reasons Justxfyrng furthef "1nqu1ry
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indication" which would allow a full invéstigqtion under this
classification. :

(e) In order to ensure cpmpliance with the Attorney
General Guidelines and to avoid duplication of investigative effort,
each field office shall advise FBIHQ;/in-writing, within 10 work days
of the opening of a preliminary inquiry,yas well as within 10 work
days of the closing of a preliminary inquiry.|

(5) Criminal intelligence investigations of DS/T
enterprises should be initiated and carrjied as 100 matters. Criminal
intelligence information developed during the course of a 266, or
other investigation, may be placed in 2100 file to which it relates.
Conversely, criminal acts detected in a (100 criminal intelligence
investigation may be "spun off" to a 266 general investigation or a
PI. DS/T criminal intelligence investigations are similar in nature
to a racketeering enterprise investigation (REI).

| (a) During the course of a DS/T criminal
intelligence*investigation, specific articulable criminal violations
may be identified which would reasonab1§ indicate enforcement
activity or court proceedings (e.g., arrest, discovery hearings,
etc.) will occur. At thatl time, a gene}al criminal investigation
(266 case) should be opened to focus uppn the specific-criminal
activity. The criminal intelligence investigation (100 case) would
continue fo focus on the entire enferprise, as the scope of the AOT
case may be limited to a relatively small portion of the total
activity of that enterprise. :

c#

)

(b) While it may be apﬁropriate for all
investigative results generated from aﬁ AOT (266) case to be placed
in the corresponding 100 file, the converse is not true. Only those
details in the 100 case which specifically pertain to the subjects of
the AOT case should be placed in the 266 file. |

(6) The correct identification of a criminal intelligence
investigation in the 100 classification or a General Crimes ’
Investigation as 3 266 is important because it establishes the FBI's
investigative focus. '

(7) When a general crimesﬁinvestigation is classified as

a 266 matter, it focuses on an indiviéual and his or her criminal
conduct which may be incidentally related to that person's affiliation

with a DS/T group. These 266 Act of Terrorism-Domestic Terrorism
investigations may not necessarily involve the sensitive circumstances

which are likely to be involved in an intelligence investigation of

Sensitive
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the group itself. Criminal intelligence investigation of DS/T groups
are conducted in order to obtain information regarding the nature and
structure of the enterprises. )

(8) In the past, general crimes investigations and
preliminary inquiries have been conducted out of 100 (DS/T)
classification files or subfiles. Becauée preliminary inquiries can
only be conducted in general crimes inveétigations, they should be
handled as 266 matters {Acts of Terrorisﬁ - Domestic Terrorism), not

100 matters.

EFFECTIVE: 06/23/97

+

| 266-2 ALPHA DESIGNATORS |(See MIOG, Part I, 266-1.) |

Set forth below are the alpha designators which are-
applicable to the 266 classification. A case shall be identified with
an alpha designator in accordance with the investigative program or
subprogram to which the substantive offense would generally belong.

:

266A - Violent Crimes — Predicate Offense (i.e.,
|lkidnapping,|bank robbery, etc.)

266B - Organized Crime - Predicate Offense (i.e.,
racketeering enterprise investigation, ete.)

v 266C - White-Collar Crime - Predicate Offense (i.e., FIF,
etc.) '

266D - Government Reservatﬁon Crimes — Predicate Offense
(i.e., CGR, TGP, etc.) . :

266E — Fugitive - Predicate Offense (i.e., bond default,
etC-)

266F - Interstate Theft - Predicate Offense (i.e., TFIS,
etc.) ' i

266G - Drug Trafficking

Sensitive
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EFFECTIVE: 06/23/97

'

266-3 INVESTIGATIVE OBJECTIVES AND;PROCEDURES

(1). The objective of this classification is to direct
investigative resources toward detection and prevention of a terrorist
incident and the prosecution of individuals committing specific
criminal acts.

(2) The investigative procedures utilized for a case
conducted under these alpha designators will be in accordance with
established guidelines for the substantive offense of that alpha
designator, except that coordination of [the investigation and results
thereof will be reported to the Domestic Terrorism/Counterterrorism
Planning Section, National Security Division (NSD) . For example, an
investigation conducted as a 266A case %ould'follow procedures set
forth under the Violent Crimes Subprogram except for the coordination
and. reporting aspects. »

(3) 1In accordance with theLAGG, preliminary inquiries
(PI) may be initiated by FBI field offices withoul FBIHQ authority to
determine the scope of 2 terrorist group's criminal activities.
Initiation of a PI allows the FBI to conduct a measured review,
contact, or observe individuals to determine if there is a "reasonable
indication" of criminal activity, warranting a full DS/T
investigation. ‘

(4) PIs are to be completed within 90 days after the
initiation of the first investigative gtep. Extension of a PI
requires FBIHQ authority. |[Written requests for PI extensions should
arrive at FBIHQ seven work days prior to the expiration date.L

(5) |buring the course of a PI, investigation may
determine there is a reasonable indication that criminal activity has

been, is being, or will be committed. | At that time, the field

supervisor is authorized to convert the 266 PI to a full 266
investigation. Upon doing so, 2 communication is to be sent to FBIHQ
providing notification and predication for the conversion. |

EFFECTIVE: 06/23/97

Sensitive
PRINTED: 02/18/98




home tm i aavie e R Ty g o Ty r———p T e e R

Sensitive

- Manual of Investigative Operations and Guidelines
Part I - PAGE 266 - 6
2664 REPORTING REQUIREMENTS

Upon initiation of a 266 investigation, an electronic
communication must be immediately forwarded to the Domestic Terrorism
Operations Unit (DTOU), FBIHQ, providiné_the date the investigation
was initiated and the predication for its initiation. Upon closing
the investigation,|in addition to immediately notifying DTOU, |
field offices should update records in]fhe|FBINETlAutomated Case
System (ACS)|to reflect this fact..

EFFECTIVE: 06/23/97

| 1266-5] CHARACTER - ACTS OF TERRORISM| - DOMESTIC TERRORISTS
(AOTDT) ‘

EFFECTIVE: 12/16/96
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.SECTION 267. DRUG-RELATED HOMICIDE

267-1 BACKGROUND

(1) On 11/18/88, the President signed into law the Anti-
Drug Abuse Act of 1988, which became Public Law 100-690. This Act, in
part,lamended‘Title 21, USC, by adding Subsection 848(e), entitled
"Death|Penalty."| !

(2) ]Under Subsection 848(e)L the death penalty or lesser
penalties may be imposed ont | L
I

(a) |any person in or w%rking in furtherance of a
continuing enterprise, or any person engaged in an offense punishable
under Title 21, USC, Section 841(b) (1) (&) or Section 960(b) (1) who
intentionally kills or counsels, commands, induces, procures, OF
(;;'% causes the- intentional killing- of an’ individual; or|

(b) |any person during the commission of, in
furtherance of, or while attempting to- avoid apprehension, prosecution
or service of a prison senlence for, a felony violatien under Title
21, USC, who intentionally kills, or coﬁnsels, commands, induces,
procures, Or C3auses the intentional kil}ing of any Federal, state or
local law enforcement officer engaged ip,'or on account of, the
performance of such officer's official duties.

(3) Because of the addition of the act of homicide to
| Title 21, this amendment therefore created new jurisdiction for the
FBI and Drug Enforcement Administration| (DEA).

EFFECTIVE: 08/28/91

Sensitive
PRINTED: 92/18/98
-~ |

. I _




(;M;? . o Sensitive

- —

i Manual of Investigative Operations and Guidelines
Part I : : PAGE 267 - 2
: !
267-2 FBI/DEA Memorandum of Understanding (MOU)
"POLICY:

M{. The FBI and DEA recognize and agree that each agency
has concurrent jurisdiction to investigate offenses under Section 7001
(of the Anti-Drug Abuse Act of 1988). :

"2, The DEA will have investigative responsibility for
drug-related slayings of nonlaw enforcement officers where DEA is the
investigative agency in the predicate Title 21 investigation. 1In
joint FBI1/DEA investigations in which a nonlaw enforcement officer is
killed, lead agency responsibility will |be determined by the status of
the individual killed. If the individual killed is an FBI informant
or witness, the FBI will have lead inveétigative responsibility.

n3. The DEA will have investigative responsibility for
the drug-related slayings of DEA Special Agents and employees, excepl
as noted below. Informants, as well as deputized and nondeputized task
T force officers, are not considered to be- employees for purposes-of
(V : this MOU. ‘ ‘

vy, If at any time during the investigation, facts
or circumstances are developed which re%sonably indicate that the
slaying was an 'act of terrorism' as that term is defined in (Title)
18, U.S. Code, (Subsection) 3077(1), the investigation of the slaying
will proceed as a joint investigation with the FBI being the lead
agency.

] ' "b, If there are simgltaneous multiple slayings in
the same predicate investigation resulting in the deaths of a DEA
Special Agent and a deputized or nondeputized task force officer or
the deaths of a DEA Special Agent and %n FBI Special Agent, the
investigation will be conducted as a joint investigation with the FBI
being the lead agency. :

. w4 The FBI will have investigative responsibility for
all other drug-related slayings.

' ng A1l investigations of this section of the Anti-Drug
Abuse Act of 1988 are to be given top priority by the DEA and the FBI.
It is agreed that any and all cooperat%on between the DEA and the FBI
will be coordinated at. the Special Agept in Charge level or the level
o designated by the Special Agent in Chagge. Each agency will provide
. all available support and cooperation as requested and necessary to
(j } these investigations. Information will be exchanged as expeditiously

Sensi}ive
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as possible and appropriate resources wi%l be made available in all
drug-related homicides investigated by the FBI and/or DEA.

“"4. This MOU acknowledges the need to preserve the.
integrity of the DEA's ongoing drug investigations while also
preserving the traditional investigativeLjurisdiction of the FBI and.
also its authority to investigate the felonious killings of state and
local law enforcement officers as providéd for by Section 7331 of the
Anti-Drug Abuse Act of 1988.

"DISPUTE RESOLUTION

"In any situation in which tPis MOU proves to be ambiguous
as to which agency has investigative. responsibility for a drug-related
slaying, any issues concerning the respective responsibilities of the
FBRI and the DEA for the conduct of the ihvestigation will be promptly
resolved between the DEA Assistant Administrator for Operations and
the Assistant Director of the Criminal Investigative Division of the
'FBI. '

(:t? "DEFINITIONS

"}. 'Lead Agency': The agency ultimately responsible for

the management and direction of investigative activity.
T i

"2. 'Law Enforcement Offic%r': A public servant
authorized by law or by a Government agency or Congress to conduct or ~
engage in the prevention, investigation, prosecution or adjudication ’
of an offense, and includes.those-engagéd in corrections, probation or
parole functions. (See Title 21, U.S. Code, Subsection .848(e) (2)).

YAMENDMENT
"This MOU may be amended by deletion or modification of

any provision contained herein, or by agdition of new provisions,
after written concurfence of the parties."

EFFECTIVE: 08/28/91
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2673 EXCLUSIVE FBI JURISDICTION

The FBI has investigative jurisdiction in all other DRH
cases with the exception of DEA-related cases (see Section 267-2
"Policy") and drug-related slayings of Department of Treasury (DOT)
personnel. Pursuant to a 10/2/56 agreement, the DOT has investigative
jurisdiction over the assault and killing of its Federal officers.
Therefore, the DOT could handle its own ?rug—related homicide
investigations if the homicide did not pertain to any ongoing FBI/DEA
investigation. For further inﬁormation Poncerning DOT or U.S. Postal
Service jurisdiction, refer to Part I, Sections 89-2.13 and 89-2.14 of

this manual. .

EFFECTIVE: 08/28/91

267-4 INVESTIGATIVE FBI POLICY
Y (1) FBIHQ is‘awaresthat-a:iarge-percentage.of-homicides,
( 7| particularly in the larger urban areas, are drug-related|and/or gang-
et related.| Therefore, highly selective criteria must be established in

order to maximize the efforts of thelliﬁited resources of the Violent
Crimes and Major Offenders Program.| Futthermore, since the underlying
statute of the DRH classification is onk of the few federal statutes
that provides the death penalty, cases Bpened under this
classification should be significant enough to warrant imposition of

the death penalty.
(2) Criteria to be used in opening DRH investigations:

(a) The drug-related "felonious” killing of a
federal, state, or local law enforcemeqF officer warrants the
imposition of the death penalty. If the underlying provisions of
Title 21, Section 848 (e) (1), are satiéfied, cases can be opened
without FBIHQ authority. :

(b) Cases can be opened on murders of FBI, DEA, U.S.
Customs, Internal Revenue Service or other federal agency informants,
cooperating witnesses, grand jury or tfiar cases witnesses who
currently are, or in the past have assisted the U.S. Government in
investigations of violations of Title 21, USC, Section 848 (e) (1).
| FBIHQ authority is required to open th%se cases. |(See (5) below.) |

(c) FBIHQ will consiaer authorizing investigations
involving drug-related hoiicides of ndﬁlaw enforéement officers of

|

1
i
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noninformant (s) /witness(es) if the murders are perpetrated to
maintain, expand, consolidate, and/or deﬁend drug trafficking
enterprises. These cases should be limited to persons or .
organizations that are conducting a "Continuing Criminal Enterprise"
as defined in Title 21, Section 848 (c).| FBIHQ authority is required

| to open these cases. | (See (5) below.)| &

(3) 1In the event the United!States Attorney (USA) is not
willing to seek prosecution under this statute and the victim is a
Federal law enforcement officer, 2 "Killing of a Federal Officer"
investigation (see Part I, Section 89, of this manual) under Title 18,
USC, Section 1114, should be promptly in%tituted. If the victim is a
state or local police officer, consideration should be given to
instituting a "Police Killing" investigation (see Part I, Section 184,

of this manual) under Title 28, USC, Section 540.
t

(4) For information of fielld offices, DOJ requires all
federal prosecutors who intend to seek the death penalty to provide
the DOJ with the written summary of the[hompleted DRH investigation in

.. order to obtain- the-personal  approval of, the Attorney' General.
(i “  Therefore, a final determination of fed%ral prosecution, with the
- death penalty, will not be known until the investigation is completed

and the Attorney General's approval is obtained.

(5) It is not the intention of the FBI to interject
itself into matters which can be or sho#ld be investigated, prosecuted
or otherwise resolved by other state and local law enforcement
entities. The intent of this legislatién is to assist local and state
law enforcement in 'a united front againﬁt drug traffickers and drug
trafficking organizations who commit murder(s) to facilitate their
drug trafficking activities. Therefore} local homicides which are
drug-related, but do not involve victims who are members of federal,
state or local law enforcement, or do n%t involve victims specified in
Sections 267-4(2) (b) and (¢), supra, sﬁbuld not be used as a basis for

instituting a 267 investigation. l

1
I

EFFECTIVE: 11/25/94 ;
|

|
l
‘ [
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267-5 REPORTING REQUIREMENTS i

(1) Within five days of opeﬁing,a 267A or 267B case,
| field offices will provide the|Violent Crimes/Fugitive Unit, |Criminal ~
Investigative Division (CID), with the f%llowing:

(a) A summary of facts) surrounding the killing and
the facts which support the Title 21, USF, Section 848 (e) (1)

violation.
i

| . .
(b). The name of the commanding officer of the local

or state police department where the kifﬁing occurred and verification

of his/her request for the FBI to enter the investigation.

(¢) The name of the dgstrict attorney or state
prosecutor who has agreed that the FBI/QOJ should pursue federal death
penalty prosecution for those individua%s involved in the killing.

i
(d) The name of the U§A who has agreed to prosecute
@ thosevindividualswwhouviolateduthevDRHaétatutes; :

_— (2) Prior to opening 2 267C case, field offices will send
ICID, under the 267-0

| a teletype to|the Violent Crimes/Fugiti&e Unit,
file, requesting authority. The teletype should contain:

(a) Background of murder and circumstances relating
to DRH violation. i
|

(p) Facts supporting Fitle 21, Section B4B (e) (1)

violation. !

(c) Name of USA/AUSA who has agreed to prosecute DRH

violation and a statement that his/her|opinion has been/will be

confirmed in writing. i

(d) If the victim(s)gwas an FBI informant or

cooperating witness, designate a copy Fo'the Criminal
I|InformantlUnit,|Inte11igence|8ection, CID. _
! i

!
]
I

EFFECTIVE: 11/25/94 |
:

267-6 CHARACTER - DRUG-RELATED HOMICIDE
1

i

+

}
Sens%tive
_PRINTED:[02/18/98

!
1
P
{_




Sensitive

. Manual of Investigative Operations and Guidelines
part I | PAGE 267 - 7
}
EFFECTIVE: 08/28/91 |
|
267-7 CLASSIFICATION ANDISUBCLASSIFICATIONS[(See MAOP, Part 1I,
3-1.1, 3-1.2.) |
(1) The classification is 267.
(2) Subclassifications are:;
{
(a) 267A - Drug—Relatea Homicide — Federal Officers
(FO) .

(b) 267B - Drug"Relatep Hom1c1de ~ State/Local
Officers (S/LO)
| ..
(¢) 267C - Drug-Related Homicide — Nonlaw

o Enforcement Victims

, :
(nmﬁtl &) ]Deletedl ;

EFFECTIVE: 10/18/95
]

267-8  CASE TITLE ' i

}
(1) The case title should include each subject (s) ' |name, |

the name of the|victim(s), and the namelof the drug trafficking

organization, if known. t

(2) Example:

1
|
|

JOHN DOE; :
| JOHN DOE DRUG TRAFFICKING ORGANIZATION; |

IAM A. GOODFELLOW —1VICTIM;

DRH - S/LO; ,
00: LOS ANGELES |
(267B-LA-0001)

t
Sensitive

PRINTED: 02/18/98

_ i _




ek bk e s £ e e BLAAY e e ————

e men i i, hrim 8 i b Lo e e LT X i A

- Sensitive

erations and Guidelines
i

Manual of Investigative Op
Part I

PAGE 267 - 8

EFFECTIVE: 08/28/91

267-9 VENUE

i
l
!
i
Generally, venue in DRH matters is governed by Title 18,
U.S. Code, Subsection 3237. This sectiob states that venue lies in
any district in which the offense was begun, continued or completed.
Logically, in single homicide cases involving law enforcement
~ officers, venue will lie in the districﬂ;where the homicide occurred. "
In multiple homicide cases, involving amajor drug trafficking
organization, venue will usually lie in the district where the
organization is headquartered. | '

EFFECTIVE: 08/28/91

267-10 . OFFICE OF ORIGIN .
i

origin will be determined by
or where the drug trafficking

In DRH viclations, office of
the place where the homicide (s} occurred

organization is headquartered. |

: !
1
i
i

EFFECTIVE: 08/28/91

|
l
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| SECTION 268. ENGINEERING TECHNICAL MATTERS - FCI
— !
i ~
-
| 268-1  ENGINEERING TECHNICAL MATTERS - FCI

{

The classification for "Engiﬂeering-Technical Matters -
FCI" was established for FBIHQ's use in papturing official
correspondence related to classified engineering projects. The
‘Technical Services Division (TSD), Engineering Section (ES) oversees
these projects and ‘generates most of the, related documentation.
Because it is strictly an administrativef classification for
recordkeeping purposes, the 268 classification is not intended for-
Time Utilization Recordkeeping (TURK) us%ge and will not be found in
the FOIMS tables since it is mainly for FBIHQ's use. Field time
expended on technical matters will continue Lo be recorded within the

appropriate investigative program.l

EFFECTIVE: 02/20/90

T e e e

|

|
i
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|SECTION 269. ENGINEERING TECHNICAL MATTERS - NON-FCI
i
?
| 269-1 ENGINEERING TECHNICAL MATTERS — NON-FCI

The classification for "Eng%heering Technical Matters -
' in capturing official

Non-FCI" was established for FBIHQ's use

correspondence related to unclassified gngineering projects. The
Technical Services Division (TSD) » Engiﬁeering Section (ES) oversees
these projects and generéfes most of thé related documentation. ‘
Because it is strictly an administrativé classification for
recordkeeping purposes, the 269 classif%cation is not intended for

Time Utilization Recordkeeping (TURK) usage and will not be found in

the FOIMS tables since it is mainly for| FBIHQ's use. Field time

expended on ,technical matters will cont%nue to be recorded within the

appropriate investigative program.l |

t

“..o' EFFECTIVE: 02/20/90
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B . i

SECTION 270. COOPERAT%VE WITNESSES

|

- 270-1 BACKGROUND

i
i

(1) Historically, the policy and procedures have not been
established for the use of cooperative witnesses in criminal
investigations. Interim guidelines on the use of cooperative
witnesses have been established in this section until the new Attorney

. . . i . .
General Guidelines on the use of informants and cooperative witnesses

are published. !

{
(2) The policy and proceduq%s for cooperative witnesses

have been patterned after the Criminal %pformant Program as closely as

possible to help minimize differences in the administration of both

i

programs. |

S (3): For+details of the=pol£cy‘and'procedures-relative-to
(: .7 the operation of coeperative witnesses, |see the Memorandum to all

Special Agents in Charge, number 8-90, entitled "Cooperative Hitness
(CW) Program — Interim Guidelines (IG),? dated 4/10/90. .

EFFECTIVE: 02/12/92

n

270-2 DEFINITION !

A cooperative witness is an, individual whose relationship
with the Government is concealed until Fesfimony is required at trial’
and who, on a continuing basis and under the direction of an Agent,
contributes substantial operational assistance to the resolution .
and/or direction of a case through actﬂ&e participation in the : ’ .

investigation.
1

EFFECTIVE: 02/12/9;

Sensigive
PRINTED: 92/18/98

! s




Sensitive

"'“'ﬂ d s

;Z'/ Manual of Investigative Operations and Gi idelines
Part I PAGE 271 - 1
SECTION 271. ARMS CONTRO} TREATY MATTERS
|
271-1 ARMS CONTROL TREATY MATTERS |

Informatlon concerning c13551f1catxon 271, Arms Control
Treaty Matters, is set forth in a separate FBI manual, the|NATIONAL
FOREIGN INTELLIGENCE PROGRAM MANUAL (NFIPM) |

EFFECTIVE: 02/14/97

!
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SECTION 272,

272-1 INTRODUCTION

L o
T

(1) The laundering of moneyJ with its wide range of -
criminal applications, plays an integral role in concealing, enhanciﬁg
and expanding crime. The money launde#ing statutes (Title 18, U.S.
Code, Sections 1956 and 1957) prosc;ibé virtually any '
transaction which involves. the proceed% of a wide range of criminal
activity. Consequently, the use of the money laundering statutes’
should be thoroughly explored_in.ALL queau Cases. ...

1

(2) The money laundering statutes should be used in
conjunction with the Bank Secrecy Act (BSA i 1, L
Code, Sections 5311 - 532

(3)  Title 18, U.S. Code, Sec&iop 1956 prohibits virtually
any dealings with the proceeds of a wide tange of "specified unlawfu
activities" (SUA) when those dealings are ‘aimed at furthering or..
promoting the SUA or at concealing or.disguising the nature, loca
source, ownership, or control of the proceeds. (See Subsection : ) =
272-4(10) for a list of these SUAs.) Title 18, U.S. Code, Section i ' S
1956 also criminalizes money launderingttransactions made with ‘ : " :

(4) Title 18, U.S. Code,. Section 1957 effectively - &
criminalizes any knowing monetary trans#ction or attempted monetary-
transaction in criminally derived property when three factors exist:
(1) over $10,000 is involved, (2) a financial*institutjon is utilize
‘as defined in Title 31, U.S. Cdde,_Séct%on 3312, and (3) the property
is derived from an SUA. The statute doeés not require that the -:"iij
propertly be used for any additional criﬁinal purpose. .’

5

(5) The major impact of the @oneyllaundering“statutes’iqy
that although the Government must prove ithat the proceeds were:IN FA
derived from a "specified unlawful activity,"e.g., drugs, it need ™™
only prove that the defendant knew, by“direct_q: circumstantial pro

that the property involved in thglfjﬁaﬁgﬁal transaction wa

pProceeds of SOME t;pp_qyﬂnggra}
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i

EFFECTIVE: 10/26/93

| 272-2 MONEY LAUNDERING STATUTES |

(1) Included in the Anti—Drﬁg Abuse Act of 1986 and its
amendments of 1988 are money launderiné statutes that have a wide
range of applications for many FBI casés; Violations of the money
laundering laws are usually tied to other criminal activities, which

range from the various RICO predicateshand.drugs, to bank fraud,
espionage, etc. ‘

(2) These money laundering %aws are contained in Title
18, U.S. Code, Sections 1956 and 1957,hwith companion forfeiture
provisions in Sections 981 (Civil) and 982 (Criminal).

(i<1; (3) The following citationsj 272-2.1 through 272-2.4 will
- assist the Agent in identifying these étatutory areas.

EFFECTIVE: 10/26/93 |

i
t
I

: i
272-2.1 Title 18, U.S. Code, .Section 1956 (a) (1) - (Domestic
Financial Transactions) (See FIOG, Part I, 272-2.)
[
(A) (i) is directed toward sitéations where the financial
transaction involves illegal proceeds which are used to promote
.. . ; I
criminal activity (e.g., illegal procee?s are used to purchase drugs,
storage facilities, vehicles, etc., in order to continue drug
trafficking activity.)

i

(A) (ii) is directed toward siFuations where the financial
transaction involves an intent to commit tax fraud or evasion.

(B) (i) is directed towards situations where the financial
transaction involves illegal proceeds wﬂich are used to conceal the
nature, location, source, ownership or 3ontrol of the proceeds (e.g.,
the subject places the illegal proceeds flinto a "legitimate" business

Sensitive
PRINTED: 02/18/98
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in order to make the subject's wealth appear legitimate).

- Guidelines
PAGE 272 -

(B) (ii) is directed towards lsituations where the financial
transaction is designed to avoid or at&empt to avoid State or Federal
reporting requirements (e.g., subject directs others (smurfs) to buy

- cashiers checks with illegal proceeds in amounts less than $10,000 to

¥

avoid Currency Transaction Reporting r%qdirements).

[

EFFECTIVE: 10/26/93

272-2.2 Title 18, U.S. Code, Section

}
t
|

i1956(a) (2) -

International Financial Transactions (Transport,
Transmit or Transfer Funds) (See MIOG, Part I, 272-2.)

(A) is directed toward situaﬁions where funds or monetary
instruments- are being: moved. into-or out. of the-U.S. with the intent. to.

promote an illegal activity (e.g., the
United States to buy drugs).

I

1
1

proceeds are moved out of the

“(B) (i) is directed toward situétions where illegal funds

or monetary instruments are moved into

‘or out of the U.S. in order to

conceal the nature, source, etc., of the illegal proceeds (e.g., the

subject moves or transmits an "illegalTlmonetéry instrument to an

offshore account or business in order t
money) .

o conceal or legitimatize the

(B) (ii) is directed toward situations where illegal funds
are moved into or out of the U.S. in order to avoid a State or Federal

transaction reporting requirement (e.g.
funds out of the U.S., in amounts greatﬁ
file the appropriate Currency and Monet

EFFECTIVE: 10/26/93

, subject moves the "illegal™
r than $10,000 and does not
iry Instrument Report).

.
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}
h

272-2.3 Title 18, U.S. Code, Section 1956 (a) (3) -

Undercover Money Laundering Fransactions (See MIOG, Part

I, 272-2.) t

(4) is directed toward situaﬁions where a financial
transaction involving government undergover (UC) funds or property 1is
used to promote an illegal activity (edg.,‘a subject uses money
provided by a UCA to purchase a stash house) .

(B) is directed toward situations where a financial
transaction involving UC funds is usedito conceal the fact that the
funds are (believed to be) illegal (e.g., a subject uses property
provided by a UCA to conceal the natur§ or control of the so-called
illegal proceeds by purchasing a vehicle with hidden compartments for
drugs or drug proceeds). '

(C) is directed toward situagions where a State or Federal
financial transaction involving UC funqs is used to avoid a

S transaction reporting requirement (engj, a-subject’ using property.
(; | provided by a UCA buys several cashiers; checks in amounts less than
$10,000).

0
i
EFFECTIVE: 10/26/93

i

.
272-2.4 Title 18, U.S. Code, Section 1957 -

Monetary Transactions in Criménally Derived

Property Over $10,000 (See MIOG, Part I, 272-2.)

i

This section is generally designed to address a subject
who "knowingly" engages in a monetary t%ansaction involving criminally
derived proceeds greater than $10,000 (#.g., an automobile dealer
sells a $20,000 car to a drug dealer for cash, and then deposits those
funds to his/her bank account, "knowing!' that these funds were derived
from illegal drug sales).

!
|

EFFECTIVE: 10/26/93

SensitﬂVe
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| 272-3 PENALTIES

|
!

EFFECTIVE: 10/26/93 |

i

| 272~3.1 Title 18, U.S. Code, Sectionf1956 (a) (1) and (2)

(1) The criminal penalty for a violation of either
Subsection (a) (1) or (a)(2) of Section 1956 is a maximum sentence of
20 years' incarceration for each offense and/or a maximum fine of
$500,000, or twice the value of the moﬂétary instruments or funds
involved, whichever is greater. 'f '

1
(2) Violators of SubsectionsLl956(a}(1) and (a) (2) are
(5(7_ also: liable to the United States for a ﬁivil penalty of not more than
| the greater of the value of the property, funds or monetary
Pt instruments involved in the transactionfor $10,000. Such civil

penalty is intended to be imposed in addition to any fine imposed for

the c¢riminal offense. “

(3) It should also be noted that the forfeiture
provisions of this act (See Title 18, UES. Code, Sections 981 and 982)
may be applied in addition to civil and!criminal penalties. (See
FORFEITURE AND ABANDONED PROPERTY MANUAL for additional information
regarding civil and criminal forfeitureh) Thus, a person who violates
Section 1956 by laundering $250, 000 migﬁt have the funds civilly
+ forfeited, be subject to a fine of up to $500,000 if convicted of the
criminal offense, and pay a civil penalﬁ& of another $250,000. For
payment of the criminal fine and civil analty, the Government may
look to other assets of the defendant not involved in the offense.

EFFECTIVE: 10/26/93

Sensitive
PRINTED: 02/18/98




Sensitive

;J.H ' Manual of Investigative Operations and Guidelines

Part 1 : PAGE 272 - 6

| 272-3.2  Title 18, U.S. Code, Secti07:1956(a)(3)

Maximum of 20 years' imprisdhment; or a fine under Title
18; or both. ‘

]

t
1

EFFECTIVE: 10/26/93 '

1957

|
i
. |
| 272-3.3  Title 18,  U.S. Code, Sectionﬂ
Maximum of 10 years' imprisoément; or a fine under Title

18 or twice the amount of the criminally derived property involved in
the transaction; or both. ;

B .
i J
e .
X .

(; ‘¥ EFFECTIVE: 10/26/93 |

272-4 DEFINITIONS B

(1) "Knowing that the property involved in a financial
transaction represents the proceeds ofl?ome form of unlawful activity"
(as in Title 18, U.S. Code, Section 19%6 (¢) (1)) means that the
person knew the property involved in thé transaction represented
proceeds from some form, though not neaessarily which form, of
activity that constitutes a felony unde} State or Federal law,

regardless of whether or not such activﬁty is specifically defined as
an SUA,

(2) The term "conducts" (a% in Title 18, U.S. Code,
Section 1956 (¢) (2)) includes initiating, concluding, or
participating in initiating, or concluding a transaction:

(3) The term "transaction"'(as in Title 18, U.S. Code,
Section 1956 (c¢) (3)) includes a purchasge, sale, loan, pledge, gift,
transfer, delivery, or other dispositioﬁ, and with respect to a
financial institution includes a deposit, withdrawal, transfer between
accounts, exchange of currency, loan, extension of credit, purchase or
sale of any stock, bond, certificate ofkdeposit, or other monetary
instrument, or any other payment, transﬁer, or delivery by, through,
or to a financial institution, by whateﬁer means effected;

]
!
I
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|

(4) “Financial transaction" (as in Title 18, U.S. Code, e
Section 1956 (c) (4)) means a transaction involving the movement of
funds by wire or other means or involving one or more monetary
instruments, which in any way or degreé:affects interstate or foreign
commerce, or a transaction involving tﬁb'use of a financial
institution which is engaged in, or théfactivities of which affect,
interstate or foreign commerce in any way or degree;

(5) "Monetary instrumentswg(as in Title 18, U.S. Code,
Section 1956 (c) (5)) means coin or currency of the United States or
of any other country, travelers' checks; personal checks, bank checks,
money orders, investment securities in bearer form or otherwise
negotiable instruments in bearer form or otherwise in such form that
title thereto passes upon delivery; g
B 1
(6) The term "financial inétitution” (as in Title 18,
U.S. Code, Section 1956 (c) (6))_includ§s the following:
o "(A) an insured bank offthé Federal Deposit Insurance
i Act; ' |
he (B) a commercial bank|or trust company;
(C) a private banker:
(D) an agency or branéh of a foreign bank in the

A

United States:

(E) an insured institdtion,of the National Housing
Act; ﬁ

(F) a thrift institution;

(G) a broker or dealer registered with the
Securities and Exchange Commission; . |

(H) a broker or dealer in securities or commodities;

(I) an investment banﬂer or investment company;

(J) a currency exchanéé;

(K) an issuer, redeemer, or cashier of travelers'
checks, checks, money orders, or similaf‘instruments;

(L) an operator of a credit card system;

(M) an insurance company;

(N) a dealer in preciops metals, stones or jewels;
(0) a pawnbroker; ;

(P) a loan or finance company;

(Q) a travel agency;

(R) a licensed sender of money;

(S) a telegraph company;

(T) a business engaged@in vehicle sales, including

automobile, airplane, and boat sales: '
(U) persons involved in real estate closings and

i
|
|

- =
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t
settlements;

(V) the United States Postal Service;

(W) an agency of theﬁUnited States Government or of
a state or local government carrying out a duty or power of a business
(described in this paragraph) ; <

(X) any business or agency which engages in any
activity which the Secretary of the Trgasury determines, by
regulation, to be an activity which is'similar to, related to, or a
substitute for any activity in which any business (described in this
paragraph) is authorized to engage; or|;

(Y) any other business (designated by the Secretary
of Treasury) whose cash transactions héve a high degree of usefulness
in c¢riminal, tax, or regulatory matteré."

(7) "Represented" (as in Title 18, U,S. Code, Section
1956 (a) (3)) means any representation made by a law enforcement officer
or by another person at the direction &f, or with the approval of, a
federal official authorized to investigate or prosecute violations of
Title 18, U.S. Code, Section 1956 (a) (3).
|

o Section 1957 (£) (1)) means the deposit, withdrawal, transfer, or
exchange, in or affecting interstate orlforeign commerce, of funds or
3 monetary instrument by, through, or to a financial institution, but
such term does not include any transaction necessary to preserve a
person's right to representation as guaranteed by the sixth amendment
to the Constitution: I

( . (8) "Monetary transactionjﬁ(as in Title 18, U.S. Code,

i
(9) "Criminally derived pr?perty" (as in Title 18, U.S.
Code, Section 1957 (f) (2)) means any property constituting, or
derived from, proceeds obtained from a c¢riminal offense;

|
(10) "Specified Unlawful Activity" (SUA) (as in Title 18,
U.S. Code, Section 1956) means: (See MIOG, Part I, 272-1(3).)

(a) with respect to a;financial transaction
occurring in whole or in part in the United States, an offense against
a foreign nation involving the manufaclure, importation, sale or
distribution of a controlled substance (as in Title 21, U.S. Code,
drug-type offenses; ' j

(b) any act or acts constituting a continuing
criminal enterprise (21, USC, 848):

(¢) an offense under the following: |(See 272-9,

& ( 272-13.) |

I
i
i
t
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- 18 USC 152
oaths and claims; bribery),
. - 18 USC 215
procuring loans),
L 18 USC 500
counterfertxng offenses),
- 18 USC 513
private entities), )
- 18 USC 542
false statements),
- 18 USC 545
United States),
- 18 USC 549
Custody), _
- 18 USC 641
records),
- 18 USC 656

1

P

PAGE 272 -

(relat1ng to concealment of assets; false

(relating to commissions or gifts for

f
through 50? (relating to certain

g
(relating Lo securities of States and

(relating Fo entry of goods by means of

(relating to smuggling goods into the

(relating 20 removing goods from Customs

(relating ﬁo public money, property, or

(relating to theft, embezzlement,

misapplication by bank officer or employee)
- 18: USC 657 (relating to lending, credit and insurance:-

institutions),

or

- 18 USC 658 (relating to property mortgaged or pledged

to farm credit agencies),

- 18 USC 666 (relating to theft or bribery concerning
programs receiving Federal funds),

- 18 USC 793, 794 or 798i(relat1ng to espionage),

- 18 USC 875 (relating to interstate communications),

- 18 USC 1005 (relating %o bank fraud and

embezzlement),

- 18 USC 1006 (relating to fraudulent credit

1nst1tut10n entries),

- 18 USC 1007 (relating to bank fraud and

embezzlement),

- 18 USC 1014 (relating to fraudulent loan or credit

applications),

financial institution),

- 18 USC 1201 (relating to]k1dnapp1ng) |
- 18 USC 1203 (relating to hostage taking),
- 18 USC 1341 (relating to frauds and swindles against
financial institutions involving mail), [
- 18 USC 1343 (relating to wire fraud affecting a

financial institution),

- 18 USC.1344 (relating to bank fraud),
- 18 USC 2113 or 2114 (rélating to bank and postal

robbery and theft),

t

{
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|- 18 USC 2251, 2251A, 2252, and 2258 (relating to
sexual exploitation of children) (FBI)| (USCS) (The jurisdiction of
USCS under this SUA involves the importation or exportation of
material involving the sexual exploitation of children.)| .

- 18 USC 2319 (relating| to copyright infringement),

|- 18 USC 2320 (relatingito trafficking in counterfeit
goods or services) (FBI), | i
- 19 USC 1590 (relatingﬁto aviation smuggling),
- 21 USC 830 (relating Fo precursor and essential

chemicals), i
- 21 USC 857 (relating to transportation of drug
paraphernalia), ;

- |~ Section 15 of the Food Stamp Act of 1977 (relating to
Food Stamp Fraud) involving a quantity|of coupons having a value of
not less than $5,000 (FBI), | ,

- Section 38(C) (relating to criminal violations), of
the Arms Export Control Act (22 USC 2738), ‘

- Section 11 (relating to violations) of the Export
Administration Act of 1979 (50 USC App| 2410),

P - Section- 206' (relating to penalties) of the
( + International Emergency Economic Power# Act (50 USC 1702), or
s - Section 16 (relating to offenses and punishment) of

the Trading with the Enemy Act (50 USC‘%PP- 3);

- 33 USC 1251 et seq. (felony offenses relating to the
discharge of pollutants into the Nation's waters),

- 33 USC 1401 et seq. (felony offenses relating to the
dumping of materials into ocean waters)),

- 33 USC 1901 et seq. (Eélony offenses relating to the
discharge of pollutants from ships), ‘

: - 42 USC 300f et seq. (fglony'offenses related to the

safety of public water systems), }

- 42 USC 6901 et seq. (felony offenses relating to
resource conservation and recovery); or;

(d) Any act or activity constituting one of the
predicate offenses to the Racketeer Influenced and Corrupt
Organizations (RICO) Statute (Title IB,MU.S. Code, Section 1961(1))
except an act which is indictable under|the Currency and Foreign
Transactions Reporting Act. |(See MIOG, | Part I, 183-1.2.) | These
offenses are as follows: :
]

.l.. Any act or threat involving:
1
f
Murder '
IKidnappingI

Gambling

t

|
|

Sensitﬂ&e
PRINTED: 0%]18/98




[t

l
|
[
l

o |
Sensitive
o o Manual of Investigative Operations and' Guidelines
Part I | PAGE 272 - 11

1
Arson :
Robbery B
Bribery i

Extortion
Dealing in obscene matter, or
Dealing in|a controlled substance or listed
chemical (as defined in Section 102 of [the Controlled Substances Act) |
which is chargeable as a state felony; |!
i
2. Any act whicﬁ is indictable under any of the
following: 1

~ 18 USC 201-(relating to bribery),

- 18 USC 224 (relating eb'sports bribery),

- 18 USC 471-473 (relatfng to counterfeiting),

- 18 USC 659 (relating to theft from interstate
shipment) if the act indictable under chtion 659 is felonious,

- 18 USC 664 (relating to embezzlement from pension and

welfare funds), r

4 - lS»USG-891—894a(relatihgabo.exborbionate credit:

. transactions), :

v |- 18 USC 1028 (related to fraud and related activity in
connection with identification document%) if the act indictable under
Section 1028 was committed for the purp%se of financial gain, |

- 18 USC 1029 (relating to fraud and related activity
in connection with access devices), |

- 18 USC 1084 (relating to the transmission of gambling
information), . i '

- 18 USC 1341 (relating to mail fraud),

- 18 'USC 1343 (relating to wire fraud),

- 18 USC 1344 (relating to bank fraud),

- 18 USC 1461-1465 (relating to obscene matter),

- 18 USC 1503 (relating to obstruction of justice),

- ' 18 USC 1510 (relating ﬁb obstruction of criminal
investigations), :

! - 18 USC 1511 (relating to the obstruction of state or
local law enforcement), !

- 18 USC 1512 (relating to tampering with a witness,
victim, or an informant), - |

- 18 USC 1513 (relating to retaliating against a
witness, victim, or an informant), !

|- 18 USC 1542 (relating to false statement in
application and use of passport) if the act indictable under Section

1542 was committed for the purpose of fi%ancial gain,

- 18 USC 1543 (relating to forgery or false use of
passport) if the act indictable under Section 1543 was committed for

i
[
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|
t
the purpose of financial gain, :

- 18 USC 1544 (relating to misuse of passport) if the
act indictable under Section 1544 was committed for the purpecse of
financial gain, P :

- 18 USC 1546 (relating to fraud and misuse of visas,
permilts, and other documents) if the a%t indictable under Section
1545 was committed for the purpose of financial gain,

- 18 USC 1581-1588 (relating to peonage and slavery), |

- 18 USC 1951 (relating!to interference with commerce,
robbery, or extortion), .

- 18 USC 1952 (relating;to racketeering),

- 18 USC 1953 (relating to interstate transportation of
wagering paraphernalia),

- 18 USC 1954 (relating

'to unlawful welfare fund
payments), f
- 18 USC 1955 (relating to the prohibition of illegal
gambling business), ;
- 18 USC 1956 (relating to the laundering of monetary
instruments), .
- 18 UsC 1957’(rel%t1hg fo engaging’ in monetary
transactions in property derived from SUA),
- 18 USC 1958 (relating to use of interstate commerce
facilities in the commission of murder—for—hire), .
| - 18 USC|2251, 2251A, 2252 and 2258| (relating to sexual
exploitation of children), '
- 18 USC 2312 and 2313 (felating to interstate
transportation of stolen motor vehicles),
= 18 USC 2314 and 2315 (relating to interstate
transportation: of stolen property), '
- 18 USC 2321 (relating to trafficking in certain motor
- vehicles or vehicle parts),
~ 18 USC 2341-2346 (relating to trafficking in
contraband cigarettes), ' _
- 18 USC 2421-2424 (relating to white slave traffic);

3. Any act whichlis indictable under:
|

- 29 USC 186 (dealing with restrictions on payments and
loans to labor organizations) or, !

- 29 USC 501(c) (relating to embezzlement from. unjon
funds) ;

]
!
i

4, Any offense in&olving:

fraud connected with a case under Title ﬁ1|(except a case under
Section 157 of this title),lfraud in the sale of securities, or the

i
1t
i
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S0T listed ..

felon1ous manufacture, 1mportatlon, rece1V1ng, concealment
se111ng,_or otherwise dealxng 1n|afcontrolled substance
“chemical (as” defzned”ln Sect1o§~ 02?bg%tﬁ%§?§§tro dSu
Act) 'punxshable under any la iof*the Un1tedﬂStates‘f¢‘-

s

s yeeJS ¢ Any actfwh:ch is T
Imm;grat1on and Natural1zat10n Act Sect;on 274 (relat1ng to brxng1ng
in or harboring certain aliens), Sect1on 277 (relat1ng to aiding or
~assisting certain aliens to enter:the Un1ted ‘States), or Section 278
(relatxng to importation of alien for 1mmora1 purpose) if the act

indictable under such section of such Act was commltted for the
purpose of f1nanc1akﬁga1n.] e

‘ : A

;L _f\ ¥ ";5,4:‘? A _: - -

NOTE: The 1nvest1gatory'Jur1sd1ctxoﬁ for moﬁey launderlng violations
is shared by numerous federal law enforcement agenc1es and is set. . -
forth in a Memorandum of Understandxng (MOU) among the Department of:
Justice, Treasury Department ‘and the Postal® “Service. (See MIOG, Part
I, 272-13.) Generally, this Jur1sd1ctrbn is determined by the
particular SUA{s) involved. For further 1nformat10n re

garding money™.: i
launder1ng“3ur1sd1ct1on,.seeLHIOG,.PartlDﬁ 272 9 #pat, ’ T

EFFECTIVE: 10/02/96 @

»
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]

(USSS), Bureau of Alcohol, Tobacco and|Firearms (ATF), and the Postal
Inspection Service (USPS). The FBI has investigatory jurisdiction, in
general, over SUAs relating-to its existing jurisdiction, i.e., drugs,
white-collar crime, violent crimes, fo%eign counterintelligence, etc.
T _

(2)  The investigatory jurisdiction of the FBI, DEA, USCS,
USSS, ATF, and the USPS is determined by the specific SUAs involved,
A list of these SUAs is set forth below followed by the abbreviated
name of the agency or agencies having ﬁoney laundering jurisdiction
for that SUA: i

(a) with respect to a financial transaction
occurring in whole or in part in the Uﬂﬁted States, an offense against
a foreign nation invo%ving the manufacture, importation, sale, or
distribution of a controlled substance kFBI, DEA) ;

i

(b) any act or acts qbnstituting a continuing
criminal enterprise (21, USC, 848) (FBI', DEA, USPS):

(c)- an offense.under. the following:

- 18 USC 152 (relating to concealment of assets;
false oaths and claims; bribery) (FBI)JM

- 18 USC 215 (relat%ng to commissions or gifts for
procuring loans) (FBI), :

- 18 usc 500 througﬁ 503 (relating to certain
counterfeiting offenses) (USSS, USPS) (The jurisdiction of USPS under
this SUA involves counterfeiting of money orders, postcards, indicia
of postage .and postmarking stamps.) ;

.= 18" USC 513 (relating to securities of states and
private entities) (FBI), " l

- 18 USC 542 (relating to entry of goods by means
of false statements) (USCS),. .

- 18 USC 545 (relating to smuggling goods into the
United States) (USCS), '

- 18 USC 549 (relatihg to removing goods from
Customs Custody) (USCS), }

- 18 USC 641 (relatipg to public money, property,
or records) (FBI, USPS), i

- 18 USC 656 (relating to theft, embezzlement, or
misapplication by bank officer or emplof?e) (FBI),

- 18 USC 657 (relating to lending, credit and
insurance institutions) (FBI, UsSss) (The“jurisdiction of USSS under
this SUA involves theft, embezzlement or.misapplication by employees
of the Federal Deposit Insurance Corporation.)

- 18 USC 658 (relatiBg to property mortgaged or

|
i
1
I
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l
Pledged to farm credit agencies) (FBI)|

- 18 USC 666 (relaFing to theft or bribery
concerning programs receiving federal funds) (FBI),

(FBI),

communications) (FBI),

- 18 USC 793, 794 or 798 (relating to espionage)
]
]

- 18 USC 875 (relating to interstate

- 18 USC 1005 (relating to bank fraud and

embezzlement) (FBI), )
_ - 1B USC 1006 (relating

institution entries) = (FBI), ﬁ
- 18 USC 1007 (relating

embezzlement) (FBI), :
- 18 USC 1014 (reldting

credit applications) (FBI), ) h
- 18 USC 1032 (relating

from a financial institution) (FBI), i
- 18 USC 1201 (relating
- 18 USC 1203, (relating
- 18 USC 1341 (relating

to
to
to
to
to

to
to

against financial institutions involviﬂé mail)

- 18 USC 1343 (relating
financial institution) (FBI), T
- 18 USC 1344 (relating

to

to

fraudulent credit
bank fraud and
fraudulent leoan or
concealment of assets
kidnapping) (FBI),
hostage taking) (FBI),
frauds and swindles:
(FBI),

wire fraud affecting a

bank fraud) (FBI),

- 18 USC 2113 or 2114 (relating to bank and postal

robbery and theft) (FBI, USPS) (FBI andKUSPS share money laundering
jurisdiction regarding the Section 2114“SUA.),
- 18 UsC 2251, 2251A, 2252
sexual exploitation of children) (FBI) (USCS)
USCS under this SUA involves the importétion or exportation of
material involving the sexual exploitation of children,)

(FBI),

» and 2258 (relating to
(The jurisdiction of

- 18 UsSC 2319 (rela#ing to copyright infringement)

- 18 USC 2320 (relating to trafficking in

counterfeit goods or services) (FBI), |
(uscs),

chemicals) (FBI, DEA),

- 19 USC 1590 (rela%ing to aviation smuggling)

~ 21 UsSC 830 (relatqng to precursor and essential

, - 21 USC 857 (relat#hg to transportatibn of arug
paraphernalia) (FBI, DEA, USCS, USPS) (xpe jurisdiction of USCS under
this SUA involves the illegal importation or exportation of drug

paraphernalia.),

- Section 15 of the ?ood Stamp Act of 1977

(relating to Food Stamp Fraud) involving a quantity of coupons having

a.value of not less than $5,000 (FBI),

T
1
1
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l
- Section 38(c) (relating to criminal violations),
of the Arms Export Control Act (22 USC! 2778) (USCS, ATF) (The
jurisdiction of USCS under this SUA involves exportation, intransit,
temporary import, or temporary exportftransactions. The jurisdiction

of ATF under this SUA involves the importation of items on the U.S.
Munitions Import List, except those relating to exportation,
intransit, temporary import, or tempor?ry export transactions.)

- Section 11 (rela;ing to viclations) of the
Export Administration Act of 1979 (50 USC App. 2410) (USCS)

- Section 206 (relating to penalties) of the
International Emergency Economic Power% Act (50 USC 1702) (USCS) or

- Section 16 (relating to offenses and punishment)
of the Trading with the Enemy Act (50 USC App. 3) (USCS),

- 33 USC 1251 et séq. (felony offenses relating to
the discharge of pollutants into the Nition's waters) (FBI, EPA),

- 33 USC 1401 et sgq. (felony offenses relating to
the dumping of materials into ocean waters) (FBI, EPA),

- 33 USC 1901 et séq. (felony offenses relating to
the discharge of pollutants from shipsﬂ (FBI, EPA), .

“ - 42 USC 300f- et séq. (felony-offenses relating. to
(: % the safety of public water systems) (FBI, EPA),
ot - 42 USC 6901 (fel&ny offenses relating to
resource conservation and recovery) (TBI, EPA);
;

(d) Any act or activ%ty constituting one of the
predicate offenses to the Racketeer Influenced and Corrupt
Organizations (RICO) Statute (Title 18, U.S. Code, Section 1961(1))
except an act which is indictable under) the Currency and Foreign
Transactions Reporting Act. These offenses are as follows:

1. Any act or threat involving:
I
Murder (FBI) |
Kidnapping (FBI)
Gambling (FBI)
Arson (FBI, ATF)
Robbery (FBI)|
Bribery (FBI)|
Extortion (FBI)

Dealing in ob%cene matter (FBI), or

Dealing in narcotic or other dangerous drugs

(FBI, DEA, USPS),
' which is chargeable as a state felony;

2. Any act whichhis indictable under any of the

following: i
]
|
1

|
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|
- 18 UsC 201 (relating to bribery) (FBI,

USPS) , .
=~ 18 USC 224 (relating to sports bribery)
(FBI), |
- 18 USC 471, 472, and 473 (relating to
counterfeiting) (USSS), i
- 18 USC 659 (relating to theft from
interstate shipment) if the act indict%ble under section 659 is-
felonious (FBI, USCS) (The jurisdiction of USCS under this SUA
involves theft from foreign shipment.) |
- 18 USC 664 (gelating to embezzlement from
pension and welfare funds) (FBI), ;
| ' ~ 18 USC|891-894[(relating to extortionate
credit transactions) (FBI), i
: |- 18 USC 1028 (relating to fraud and related
activity in connection with identification documents) if the act
indictable under Section 1028 was comm%kted for the purpose of
financial gain (FBI, USSS), | it
- 18- USC 1029J(helatingKtOrfraudxandarelatedm
activity in connection with access devices) (FBI, USSS, USPS),
~ 18 USC 1084 (relating to the transmission of
gambling information) (FBI), |
= 18 USC 1341 (relating to mail fraud) (FBI,
USPS), f :
— 18 USC 1343 (relating to wire fraud) (FBI,
USPS) (The USPS shares this wire-fraud #oney laundering jurisdiction
with the FBI when the primary focus of the offense is mail fraud.),
- 18 USC 1344 (%elating to bank fraud) (FBI),
- 18 'USC 1461-1465 (relating to obscene
matter) (FBI, USCS, USPS) (The jurisdiction of USCS under this SUA
involves Sections 1461-63 and 1465 relating to illegal importation or
exportation of obscene matter. The jurisdiction of USPS under this
SUA involves Sections 1461 and 1463 regérding mailing of obscene
matter.), f

- 18 usc 1503 (éelating to obstruction of
justice) (FBI, USPS), ‘ \
= 18 USC 1510 (rfelating to obstruction of
criminal investigations) (FBI, USPS), | ‘
= 18 USC 1511 (relating to the obstruction of
state or local law enforcement) (FBI, USPS), :
, = 18 USC 1512 (relating to tampering with a . ’
witness, victim, or an informant) (FBI, USPS),
" - 18 USC 1513 (rfelating to retaliating against
a witness, victim, or an informant) (FBI, USPS),
[~ 18 UsC 1542 (ref?ting to false statement in

!
I
'
i
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: | .
application and use of passporkt) if the act indictable under Section
1542 was committed for the purpose of financial gain (FBI),

- - 18 USC 1543 (rélating to forgery or false
use of passport) if the act indictablehunder Section 1543 was
committed for the purpose of financiallgain (FBI), ,

= 18 USC 1544 (relating to misuse of passport)
if the act indictable under Section 1544 was committed for the purpose
of financial gain (FBI), : |-
: = 18 USC 1546 (relating to fraud and misuse of
visas, permits, and other documents) if the act indictable under
Section 1545 was committed for the purpose of financial gain (FBI),

= 18 USC 1581-1588 (relating to.peonage.and

slavery) (FBI),| ,
- 18 USC 1951 (relating to interference with
commerce, robbery, or extortion) (FBI),!

= 18 USC 1952 (relating to racketeering) (FBI,
ATF) (The jurisdiction of ATF under this SUA involves traveling in
interstate commerce with respect to argpn and to liquor on which
federal excise tax has not been paid. The jurisdiction of USPS under
. this SUA involves' mailing in aid of racketeering- enterprises.),
(“ s : - 18 USC 1953 (}elating to interstate
“' transportation of wagering paraphernalia) (FBI),
- 18 USC 1954 (relating to unlawful welfare

fund payments) (FBI), i
' -~ 18 USC 1955 (relating to the prohibition of
illegal gambling business) (FBI), '

= 18 USC 1956 (relating to laundering of
monetary instruments) (FBI),

- 18 USC 1957 (#elating to engaging in N
monetary transactions in property derived from sua) (FBI),

- 18 USC 1958 (%elating to use of interstate
commerce facilities in the commission of murder—for-hire) (FBI),

‘ - 18 UsSC 2251, 2251A, 2252, and 2258 (relating
to sexual exploitation of children) (FB%, USCS) (The jurisdiction of
USCS under this SUA involves the importation or exportation of
material involving the sexual exploitation of children.),

- 18 UsC 2312 aﬁd 2313 (relating to interstate
transportation of stolen motor vehiclesx (FBI), .

' ~ 18 USC 2314 and 2315 (relating to interstate
transportation of stolen property) (FBIJ;USCS) (The jurisdiction of
USCS under this SUA involves foreign tr%psportation of stolen
property.), |
= 18 USC 2321 (relating to trafficking in
certain motor vehicles or vehicle parts)i (FBI, USCS) (The jurisdiction
of USCS under this SUA involves importabﬁon or exportation of certain
motor vehicles or vehicle parts.), !

!

i
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- 18 USC 2341-2346 (relating to trafficking in

contraband cigarettes) (ATF), L
= 18 USC 2421-2424 (relating to white slave

traffic) (FBI);

3. Any act whicﬁ is indictable under

- 29 UsC 186 (&ealing with restrictions on
payments and loans to labor organizati$ns) or (FBI),

~— 29 USC 501(c) (relating to embezzlement Efrom
union funds) (FBI); !
4. Any offense ihvolving fraud connected with a
case under Title 11, fraud in the sale [of securities, or the felonious
manufacture, importation, receiving, concealment, buying, selling, or
otherwise dealing in|a controlled substance or listed chemical (as
defined in Section 102 of the Controlléh Substances Act) | (FBI),
punishable under any law of the UnitedIStates.

|5. Any. act which,J;nindictableuunden the.
Immigration and Naturalization Act, Section 274 (relating to bringing
in or harboring certain aliens), Section 277 (relating to aiding or
assisting certain aliens to enter the United States), or Section 278
(relating to -importation of alien for immoral purpose) if the act
indictable under such section of such Act was committed for the
purpose of financial gain. | |

|

EFFECTIVE: 10/02/96

]

| 272-10  INTERRELATED STATUTES i
o

i

EFFECTIVE: 10/26/93

|
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272-10.1 Interstate Transportation InlAid of Racketeering (ITAR)
Statute ‘

The money laundering violations (Title 18, USC, Sections
1956 and 1957) and Title 31 violations‘ﬂealing with reporting of
currency transactions (acts indictable under subchapter II of Chapter
53 of Title 31, United States Code) hav? been added as predicate

offenses ("unlawful activities") Ffor the ITAR Statute (Title 18, USC,
Section 1952). '

i
|
EFFECTIVE: 10/26/93 é
i
{

272-10.2 Racketeer Influenced and Corrﬁpt Organizations (RICO)
Statute ' |

— |

(;’\ﬁ The money laundering violatio?s (Title 18, USC, Sections
e 1956 and 1957) have been added as predicate offenses ("racketeering
activities") for the RICO Statute (Titl 18, USC, Section 1961).

. EFFECTIVE: 10/26/93

272-10.3 Interception of Wire, Oral, or Electronic

Communications !

; Section 2516 of Title 18 of the USC, also referred to as
"Title III," includes the money laundering violations (Title 18, UscC,

Sections 1956 and 1957) within the enumé}ated offenses which authorize
the interception of communications. ' )

|

EFFECTIVE: 10/26/93
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| 272-11 INTERNATIONAL LEADS

I
In ALL CASES, including drugimatters, money laundering

leads to be conducted in foreign count}ies will be covered by the
appropriate FBI Legal Attache. '

EFFECTIVE: 10/26/93 %
t
| %

| 272-12 THE BANK SECRECY ACT (See MIOG, Part I, 272-5.1(1).)

(1) On October 26, 1970, the President signed the "Bank

Records and Foreign Transaction Act" into law. Titles I and II of
this Act constitute what is commonly known as the Bank Secrecy Act
(BSA). The BSA is codified under Title 31, U.S. Code,
# " | Sections- 5311 ~ 5322 and’ should' not* besjconfused ‘withthe "Money-
él 7 | Laundering Statutes." The intent behind the BSA is to enhance law

g enforcement investigations of criminal \enterprises dealing in large
sums of currency, whether the underlying criminal activity involves
drugs, organized crime or white collar‘crime. The primary purpose of
the reporting requirements of the BSA is to identify the sources and
movements of United States currency beﬂpg transported into or out of
the country or being deposited into fin?ncial institutions.

(2) The BSA has not been well understood since its '
passage. However, it is now being reaﬂized that the currency
reporting statutes can be used to attack criminal enterprises by
focusing on the profits they reap. ThePBSA is specifically designed

to aid in this attack by creating a "paper trail" to trace those

proceeds back to their illegal source. |
!
|
l
EFFECTIVE: 10/26/93 _ | T
I
!
.
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|
272-12.1 BSA Reporting Requirements and IRS Form 8300

(1) Under the BSA requirements, individuals, banks, and
financial institutions must report cas§ transactions which involve the
payment, receipt, or transfer of cash of 510,000 or more. = The report
is made on Internal Revenue Service (IRS) Form 4789, Currency
Transaction Report (CTR). |

(2) Casinos are required to|report cash transactions of
$10,000 or more. Casinos file a Currency Transaction Report by Casino
(CTRC), which is IRS Form 8362.

]

(3) The BSA requires two tyﬂps‘of foreign financial

|
(a) Individuals who transport "monetary instruments"
into or out of the United States or reqéive such instruments in the
United States from abroad must report the transaction. This report is

"made’ on United States  Customs Service (USCS) Form- 4790, International-

Transportation of Currency or Monetary Fnstrument Report (CMIR).

(b) Any person of the Uhited States who has a

financial interest in bank securities or other financial accounts in a
foreign country must report certain infbrmation. This report is made
on Department of Treasury Form 90-22.1,/ Foreign Bank and Financial
Accounts Report (FBAR). : f

(4) In addition, under the authority of the Secretary of
the Treasury, the IRS requires that bus%nesses or other entities file
a report when a product or service is paid for with United States
currency of $10,000 or more. That repo%t is made on IRS Form 8300.

!
EFFECTIVE: 10/26/93 l
|
i
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| 272-12.2 Access to BSaA Report Information
. i

(1) Under the BSA, the Department of Treasury is
responsible for collection, administraFion, and dissemination of BSA
report information. United States Customs Service and Internal
Revenue Service officials at their resbective headquarters and field
offices may disseminate BSA report information to Federal, state, and
local law enforcement agencies. }

(2) Because BSA report infoémation consists of personal
and sensitive financial data, strict gﬂidelines have been adopted for
disseminating BSA report information. |Under these guidelines, BSA
report information includes all data reported to the Department of
Treasury on the following forms: ;

(a) Currency Transaction Report (CTR), IRS Form
4789; ;
|
()* Currency Transaction Report. by Casinos (CTRC),
IRS Form 8362; |
_ i

\mhi

(e) International Tranqbortétion of Currency or
Monetary Instrument Report (CMIR), USCS Form 4790;

(d) Foreign Bank and F%hancial Accounts Report
(FBAR), Department of Treasury Form 90-22.1;

| (e) 1IRS Form 8300.

i
|
'

EFFECTIVE: 10/26/93 }
!
-

272-12.3 Procedures for Requesting BSAiReport Information (See
MIOG, Part I, 272-12.5.) ‘
}
All requests for BSA report information should be made to
the appropriate USCS or IRS field officg. Requests must be made in
writing unless exigent circumstances exist. -Requests should be made
by letter, on letterhead, and signed by|the SAC. The letter should
state the intended purpose for the information, specific violations or
potential violations of law involved, aﬁd identifying data for the
individuals or businesses being checked! If a verbal request for BSA

!
Lo
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. - - . i . .
report information is made under exigent circumstances, a written
confirmation of the verbal request must be made. :

]

1
EFFECTIVE: 10/26/93

|
l
i

[ 272-12.4. Requesting Statistical BSA Report Information

Field offices may request staiistical BSA report
information where no specific personal 'or financial information is
involved. For example, a request can be made for a list of all
companies and individuals who have CTRsiwith a cumulative amount of
$1,000,000 filed by banks within a certiin area. As almost 17 million
CIRs were filed between 1987 and 1989, &aution should be used when
framing such a request. Investigative bersonnel may wish to contact
IRS or USCS representatives regarding réquests for statistical

. § . | information in' order to' ensure 3" comprehensive and manageable work
:; product.

t
:
i

EFFECTIVE: 10/26/93 |
i

| 272-12.5 Unsolicited Disclosure of BSA Report Information

i
‘ The IRS or USCS may disclose Q$A report information to the
FBI or other Federal, state, or local law enforcement agencies when it
is determined that such information may be useful in a particular
investigation or procedure. Follow-up r%quests for additional BSA

report information must be made accordiné to MIOG, Part I, 272-12.3,
above. '

|

|
EFFECTIVE: 10/26/93

I
|
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272-12.6 Disclosure of BSA Reportulgf T ithin Task

Force or Joint Investigations’

Representatives of IRS or USCS‘may disclose BSA report
information to other members of a‘joipt'df task force investigation,
for use in that particular investigation. In such instances, no
written request is necessary., ’

1
o

EFFECTIVE: 10/26/93

272-12.7 Direct Access to BSA Report Infofmation by FBI Analysts

The Assistant Secretary of gbe Treasury has approved
direct access to BSA report informati&n_by FBI analysts through the
IRS or USCS. Prior to initial access to BSA report information the
analyst will be required to acknowledge a statement reflecting that

he/she understands the restrictions on%disclosure ocutside the FBI,

EFFECTIVE: 10/26/93

Lr

272-12.8 Access to BSa Report Information Through the Financial
Crimes Enforcement Network (FinCEN)
! .

(1) In those selective, high priority investigations
where it would be beneficial to have additional information from
FinCEN's criminal, commercial, and.finéhpial data bases, to include
BSA report information, a letter should be*forwarded to FinCEN. ‘-
requesting analytical assistance. The [letter, on FBI letterhead,
should be directed to: T - e ' Bl e R

\6\0

(2)

Sengit;veﬂ -
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written request, it is possible to telephonically contact the FinCEN
Operations Center at telephone number 1 (800) 707-2825. 1t should be
noted that FinCEN is an agency of the Department of Treasury which
functions, in part, to support Federalt state, and local law
enforcement agencies. '

(3) It should be noted thatjunder the operating
procedures of FinCEN, records are maintained on each request received.
The law enforcement agency which submitted the first request will be
notified of all subsequent inquiries without exception.

EFFECTIVE: 10/26/93

272-13 "Memorandum of Understanding Among the Secretary of the
Treasury, the Attorney General and the Postmaster General
Regarding Money Laundering Investigations" (See MIOG, Part
(:"‘;I I,[183~1.2,272-4(10) (&) 4. & 272-9.).

"This Memorandum of Understanding (MOU)' constitutes an agreement among
the Secretary of the Treasury ("the Secretary"), the Attorney General
and the Postmaster General as to the inbestigatory'authority and
procedures of Treasury and Justice bureaus and the Postal Service
under 18 U.S.C sections 1956 and 1957, as amended by the Anti-Drug
Abuse Act of 1988, Pub.'L. 100-690 (Nov& 18, 1988). This replaces a
previous MOU on this subject between the Secretary and the Attorney
General effective May 20, 1987.

"Section I. Purpose .
|

"The Attorney General, the Secretary ang—the Postmaster General have
entered into this MOU .in order to encourage effective and harmonious
cooperation by Treasury and Justice bureaus and the Postal Service in
the development of cases by bureaus witﬁ appropriate experience, to
reduce the possibility of duplicative investigations, to minimize the
potential for dangerous situations which might arise from
uncoordinated multi-bureau efforts, andito enhance the potential for
successful prosecution in cases presented to the various United States
Attorneys. : '

"As clearly stated in the legislative history of the Act, this MOU
does not confer any rights on any third party, including a defendant
or other party in litigation with the United States. The fact that a
bureau investigates a violation of section 1956 or section 1957 that
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PRINTED: 02{18/98

h
B




Sensitive

- . Manual of Investigative Operations and Guidelines
' Part I v PAGE 272 - 38

1
'

should have been investigated by another bureau under the terms of
this MOU, or that any agency not a paﬁty to this MOU investigates a
violation of section 1956 or section 1?57; confers no rights and
provides no defense to any party.

"While this MOU allocates jurisdiction. to investigate violations of
sections 1956 and 1957, nothing in thi% MOU is intended to augment or
diminish the investigatory authority of any Justice or Treasury bureau

or the Postal Service over violations of any Federal criminal law,
independent of the money laundering st%tute, or to alter the existing
allocation or delegation of such autho?ity. This MOU governs all
investigations involving 18 U.S.C. 1956 and 1957 and is intended to be
used together with MOU's presently exi%ting between the bureaus. This -
MOU does not supersede the provision of 26 U.S.C. 6103

(confidentiality and disclosure of retﬁrns and return information).

"Section II, Definitions !
"l1. 'Bureau' includes the Postal Inspection Service.

(;;k; "2. 'Treasury bureaus' mean the Inter?al Revenue Service (IRS), the
<" 'United States Customs Service, the Buréau of Alcohol, Tobacco, and
Firearms (ATF), and the United States Secret Service.

"3. 'Justice bureaus' means the Drug %nforcement Administration {(DEA)
and the Federal Bureau of Investigation (FBI).

"4, 'Violations of section 1956' refers to both civil and criminal
violations. _ ?

"5. 'Specified unlawful activities' has the definition set forth in
18 U.S.C. section 1956 (c) (7). '

"6. 'Justice Department attorney' means the approﬁriate Assistant
United States Attorney or designated Justice Department attorney
assigned to the prosecution of the case,

"Section III. Investigatory Jurisdiction

"A bureau's investigatory actions in pu%suit of a section 1956 or 1957
violation shall be conducted only in those areas in which the
investigating bureau has existing jurisdiction, independent of the

money laundering statutes, as set forth.in this Section.

"A. Treasury Bureaus

Sensitive
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"l. Internal Revenue Service

"The Internal Revenue Service will have investigative
jurisdiction over all violations of Se%tion 1956 and 1957 where the
underlying conduct is subject to investigation under Title 26 or the
Bank Secrecy Act.

"2. United States Customs Service

"a. The United States Customs Service will have
investigatory jurisdiction over violations of section 1956 or section
1957 involving the following specifiedrunlawful activities: criminal
offenses under 18 U.5.C. section 342, (relating to entry of goods by
means of false statements), section 545 (relating to the smuggling of
goods into the United States), section 549 (relating to removing goods
from Customs custody), section 659 (reﬂéting to theft from foreign
shipment), sections 1461-63 and 1465 (ﬁglating to illegal import or
export of obscene matter), sections 2251-52 (relating to imports or
exports of material involving sexual exploitation of children),
section 2314 (relating to foreign trangbortation of stolen property),
and section 2321 (relating to the import or export of certain motor
vehicles or vehicle parts); 19 U.S.C. section 1590 (relating to
aviation smuggling); 21 U.S.C. section 857 (relating to the illegal
import or export of drug paraphernalia)|; criminal offenses under
section 11 of the Export Administration Act of 1979 (50 U.S.C. App.
section 2410); criminal offenses under section 206 of the
International Emergency Economic Powers| Act (50 U.S.C. 1705); criminal
offenses under section 16 of the Tradin& with the Enemy Act (50 U.S.C.
App. 16); and criminal offenses under section 38(c) of the Arms Export
Control Act (22 U.S.C. section 2778) (rélating to exportation,
intransit, temporary import, or tempora%y export transactions).

"b. The United States Cust?ms Service will have
investigatory jurisdiction over violations of section
1956 (a) (2) (B) (ii), involving the international transportation of
monetary instruments or funds which areLproceeds of some form of
unlawful activity and where the defendant knew that the transportation
was designed in whole or in part to avoid a transaction reporting
requirement under 31 U.S.C. 5316 (Reports on exporting and importing
monetary instruments). |, :
"3. United States Secret Service ‘
; .

. "The United States Secret Service will have investigatory jurisdiction
" 7. over violations of section 1956 or section 1957 involving the
\ " specified unlawful activity of an offenék under 18 U.S.C. sections
L

|
i
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471-473 (counterfeiting of obligationslor securities of the United
States), sections 500-503 (counterfeiting of blank or postal money -
orders, postage stamps, foreign governments postage and revenue
stamps, and postmarking stamps), sectién 657 (involving theft,
embezzlement or misapplication by empl&yees of the FDIC), and section
p 1029 (fraud and related activity in connection with access devices).

"4, Bureau of Alcohol, Tobacco and Firéarmq

"The Bureau of Alcohol, Tobacco and Fir?arms will have investigatory
jurisdiction over violations of section 1956 or section 1957 involving
the specified unlawful activity of an offense under 18 U.S8.C. sections
2341-2346 (trafficking in contraband ci%arettes);'section 38(c) of the
Arms Export Control Act, 22 U.S.C section 2778 (relating to the
importation of items on the U.S. Munitiéns Import List, except those
relating to exportation, intransit, temporary import, or temporary
export transactions); and 18 U.S.C. 1952 (relating to travelling in
interstate commerce, with respect to liquor on which federal excise
tax has not been paid and arson); or ahy act or activity constituting

a0 an offense listed in 18 U.S.C. 1961(1), with respect to any act or-

(:“ *  threat involving arson, which is chargeéble under State law and
punishable for more than one year, E :

"B. Justice Bureaus i

"l. Federal Bureau of Investigation '
"The Federal Bureau of Investigation wilh have investigatory
jurisdiction over violations of section |1956 or section 1957 involving

- the specified unlawful activities of an offense under 18 U.S.C.
section 152 (relating to concealment of assets; false oaths and
claims; bribery), section 215 (relating |to commissions or gifts for
Procuring loans), section 513 (relating to securities of States and
private entities), section 641 (relating'gp public money, property, or
records), section 656 (relating to theft!, embezzlement, or :
misapplication by bank officer or employee), section 657 (relating to
lending, credit, and insurance instituti?ns), 658 (relating to
properly mortgaged or pledged to farm crédit agencies), section 666
(relating to theft or bribery concerning programs receiving Federal
funds), sections 793, 794, or 798 (relating to espionage), section 875
(relating to interstate communications), section 1201 (relating to
kidnapping), section 1203 (relating to hostage taking), section 1344
(relating to bank fraud), or section 2113 or 2114 (relating to bank

) and postal robbery and theft), sections 2251, 2251A, 2252, and 2258
o (relating to sexual exploitation of children); section 2319 (relating
 to copyright infringement): or section 2320 (relating to trafficking

|

1
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in counterfeit goods and services); or 7 U.S.C. section 2024 (relating
to food stamp fraud); 21 U.S.C. section 830 (relating to precursor
chemicals), section 857 (relating to transportation of drug
paraphernalia) and, with respect to a financial transaction oceurring
in whole or in part in the United Stat%s, an offense against a foreign
nation involving the manufacture, importation, sale, or distribution
of a controlled substance (as such term is defined for the purposes of
the Controlled Substances Act); and any act or acts constituting a
continuing criminal enterprise, as that term is defined in section 408
of the Controlled Substances Act (21 u.s.c. 848); or any act or
activity constituting an offense listea‘in 18 U.S8.C. 1961(1), with
respect to any act or threat involving murder, kidnapping, gambling,
arson, robbery, bribery, extortion, de?ling in obscene matter, or in
dealing in narcotics or other dangerous drugs which is chargeable
under State law and punishable for more than one year; 18 U.S.C. 201
(bribery); 18 U.S.C. 224 (sports bribery); 18 U.S.C. 659 (theft from
interstate shipment); 18 U.S5.C. 664 (embezzlement from pension and
welfare funds); 18 U.S.C. 891-894 (ext&rtionate credit transactions);
18 U.S.C. 1029 (fraud and related acti&ity in connection with access
devices); 18 U.S.C. 1084 (the transmission of gambling information):
18 U.S.C. 1341 (mail fraud): 18 U.S.C.{l343 (wire fraud); 18 U.S.C.
1461-1465 (obscene matter); 18 U.S.C. 1503 (obstruction of justice);
18 U,.S.C. 1510 (obstruction of criminaﬂ.investigation); 18 U.S8.C. 1511
- (the obstruction of State or .local law enforcement); 18 U.S.C. 1512
(tampering with a witness, victim or informant); 18 U.S.C. 1513
(retaliating against a witness, victim ‘or informant); 18 U.S.C. 1951
(interference with commerce, robbery or extortion); 18 U.S.C. 1952
(racketeering, except with respect to untaxed paid liquor and arson):
18 U.S.C. 1953 (interstate transportation of wagering ‘paraphernalia);
18 U.S.C. 1954 (unlawful welfare fund p%yments); 18 U.S.C, 1955 (the
prohibition of illegal gambling busines%es); 18 U.S.C. 1958 (use of
interstate commerce facilities in the commission of murder—for-hire):
18 U.S.C. 2251, 2251A, 2252, and 2258 (sexual exploitation of
children); 18 U.S.C. 2321 (trafficking in certain motor vehicles or
motor vehicle parts); 18 U.S.C. 2312 and 2313 (interstate
transportation of stolen motor vehicles); 18 U.S.C. 2314 and 2315
(interstate transportation of stolen préperty); 18 U.S.C. 2421-24
(white slave traffic): any act which is%indictable under 29 U.S.C. 186
(restrictions on payments and loans to labor organizations) or 29
U.S.C. 501(c) (embezzlement from union funds); any offense involving
fraud connected with a case under title 11, fraud in the sale of
securities, and the felonious‘manufactu;p, importation, receiving,
concealment, buying, selling, or otherwise dealing in narcotic or
other dangerous drugs, punishable under any law of the United States."

.

;;”;PII(The above SUAs in Section 1956 and violations specified in Section

- i

‘
'
'
'
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1961 are changed occasionally. See MIOG, Part I, 183-1.2 (for

current RICO predicate offenses), 272-4, and 272-9 (for current

SUAs).) | |

"2. Drug Enforcement Administration

"The Drug Enforcement Administration shall have investigatory
jurisdiction over violations of sections 1956 or 1957 involving the
specified unlawful activities of, with respect to a financial
transaction occurring in whole or in part in the United States, an
offense against a foreign nation involving the manufacture,
importation, sale, or distribution of a’ controlled substance (as such
term is defined for the purpose of the Controlied Substances Act)
including 21 U.S.C. 830 (relating to precursor and essential
chemicals) and 857 (relating to transportation of drug paraphernalia)
’ or any act or acts constituting a continuing eriminal enterprise, as
that term is defined in section 408 of the Controlled Substances Act
(21 U.S.C. 848): or any of the predicat? offenses enumerated in 18
U.S.C. 1961(1) dealing in narcotics or other dangerous drugs which are
chargeable under State law and puniéhab@e for more than one year, or
the felonious manufacture, importation, receiving, concealment,
buying, selling, or otherwise dealing in narcotics or other dangerous
drugs, punishable under any law of the United States.

'

"C. United States Postal Service

"The investigative jurisdiction of the Postal Inspection Service is
limited by 18 U.S.C. 3061 to offenses régarding property in the
custody of the Postal Service, property | of the Postal Service, use of
the mails, other postal offenses, and o?fenses for which the Postal
Service has been delegated investigativq authority pursuant to 18
U.5.C. 3061 (b)(2). Subject to these limitations, the Postal
Inspection Service shall have investigaﬁive jurisdiction over
violations of sections 1956 and 1957 ihGplving the specified unlawful
activities of 18 U.S.C. 201 (bribery of\public officials and
witnesses); 18 U.S.C. 500-503 (counterfeiting of money orders, post
cards, indicia of postage and postmarkiﬂg stamps); 18 U.S5.C. 641
(theft of public money, property or recd}ds); 18 U.s.C. 1029
(fraudulent activity in connection with access devices) with respect
to violations involving postal employees, fraud against the Postal
Service or where the primary focus of the offense is mail fraud or a
violation of 18 U.S.C. 2114 (postal robbery); 18 U.S.C. 1341 (mail
fraud); 18 U.S.C. 1343 (wire fraud) where the primary focus of the
offense is mail fraud; 18 U.S.C. 1461 and 1463 (mailing of obscene
matter); 18 U.S.C. 1503, 1510-1513 (obstruction of justice): 18 U.S.C.
1952 (mailing in aid of racketeering ent%rprises); 18 U.s8.C. 1961

» |
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(1) (A) (organized crime): 18 U.S.C. 2114 (robbery of mail, other
property); 18 U.S.C. 2251, 2252 (sexual exploitation of minors); any
18 U.5.C. 1961 (1) offense dealing in narcotics and other dangérous
drugs which are chargeable under state|law and punishable for more
than one year, or by the felonious manufacture, impertation,
receiving, concealment, buying, Selliné, or otherwise dealing in
narcotics or other dangerous drugs punishable under any law of the
United States, or any act or acts constituting criminal enterprise, as
that term is defined in section 408 of [the Controlled Substances Act

(21 U.s.c. 848); 21 U.S.C. 843 (b) (use of mails to violate Controlled
Substances Act); and, Section 1822 of the Mail Order Drug
Paraphernalia Control Act (21 U.S.C. 857) (transportation of drug
paraphernalia).

"Section IV. Undercover Operations

"This MOU will govern the conduct of all money laundering
investigations under sections 1956 and‘1957 in that all parties hereto
agree that all undercover operations will be reviewed using each
bureau's internal guidelines, the objeétives of which are consistent
with existing Attorney General Cuideliﬂgs on undercover operations.

1

"Section V. Seizure and Forfeiture

"Any property involved in a violation of section 1956 or 1957 that a
Treasury or Justice bureau or the Postil Service has authority to
investigate under Section III of this MOU may be seized by that bureau
or the Postal Service, if that propertfkis subject to forfeiture to
the United States under 18 U.S.C. 981(a) (1).(4) or 981 (a) (1) (B).

"Where a Treasury or Justice bureau or the Postal Service would have
authority to seize property under the abthority stated in the
preceding paragraph is not present to make the seizure, any Treasury
or Justice bureau or the Postal Servicelthat is present may seize the
property and shall immediately turn over that property to the bureau
having Section III investigatory Jurisdiction, where the forfeiture
processing shall occur. i

"Any property seized under this Section|shall, upon forfeiture under
18 'U.S.C. 981 or 982, be apportioned among the appropriate Treasury or
Justice bureaus or the Postal Service i? accordance with their
respective contribution to the overall efforts expended in the

investigation, seizure, or forfeiture.

"Pursuant to 18 U.S.C. 981(e) and, wherg appropriate, the Justice

Department, the Treasury Department or the Postal Service forfeiture
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guidelines, apportionment may include Equitable transfers to any other
Federal agency or State or local authofities, which participated
directly in any of the acts which led to the seizure or forfeiture.

"Any dispute regarding the seizure, fd#feiture, apportionment, or
disposition of property under this section shall be governed by the
disputes resolution procedure in Section IX of this MOU,

"This MOU does not affect Treasury or Justice bureaus' or the Postal
Service's authority to seize property or the disposition of such
property under statutory seizure and forfeiture provisions not based
on section 1956 and 1957 violations, |

"A. Seizure 8f Attorney Fees: Treastu and Justice bureaus and the
Postal Service will follow DOJ guidelines in reference to the seizure
and forfeiture of any money or propertﬁ that is held by an attorney
for payment for the defense of a client., See United States Attorneys
Manual 9-111.000, et segq. k
\

{:jﬁi "Section VI, Prosecution I

"A bureau that conducts an investigation under the authority of this
MOU shall coordinate with Justice Depaﬂfment attorneys.

"Section VII. Notice, Coordination, adg'Lead Bureau

|

"A. Notice 3

"1. 1If, during the investigation of a section 1956 or 1957 violation,
a bureau discovers a specified unlawfulkactivity or a transaction '
reporting violation over which another bureau has investigatory
jurisdiction, that bureau shall give noFice to the bureau which has
investigatory jurisdiction over the specified unlawful activity or to
the Internal Revenue Service or Customs) as appropriate, in the case
of a transaction reporting violation, ahd to consult prior to taking
any investigative actions impacting on the other bureau's
jurisdiction, '

"2, If a bureau discovers transactions:involving the proceeds of a
- specified unlawful activity conducted with intent to engage in a
violation of section 7201 or 7206 of thé Internal Revenue Code, that
bureau shall give notice to the Internal Revenue Service and
coordinate the subsequent investigation’with the IRS. To the extent
that any IRS money laundering investigation requires the acquisition
of evidence concerning an underlying spgcified unlawful activity, the
IRS shall notify the bureau having jurisdiction over the specified

i
4
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unlawful activity and coordinate the suBsequent investigatibn with
that bureau.

"3. Notice under this section will ordinarily be made at supervisory
field level and will, at a minimum, rehuire a complete summary of the
facts and circumstances of the investigation. However, in those
instances where a bureau undertakes an investigation in which it
determines that field level disclosure/would be detrimental to the
investigation, the required notice wil; be made at the headquarters
‘level and dissemination restricted to selected individuals consistent

with the need to maintain security of the investigations.
I

"B. Coordination and Determination of |Lead Bureau

lve areas outside the investigating
bureau's existing jurisdiction, independent of the money laundering
statute, shall be conducted only in coordination with the bureau(s)
which do have existing jurisdiction independent of the money
laundering statute. Coordination requires, at a minimum, a
determination of the degree of’ cooperation necessary between the
(; i coordinating bureau(s) and includes coﬁtinuing dialogue as the case
<" develops. At the request of any coord%hating bureau, at any time as
the case develops, there shall be a determination of the lead bureau
for the Section 1956 or 1957 investigaﬂion. The determination of lead
bureau does not preclude a subsequent ﬂequest by a coordinating bureau
for redetermination of the lead as compelling facts and circumstances
warrant. ' '

"Investigatory actions which invo

|
"The determination of the lead bureau will be made at the supervisory
field level by the bureaus involved and will be governed by which
bureau has the paramount investigatory interest. 1In determining which
bureau has the paramount investigatory inte;ést, the factors to be

considered shall include, but not be limited to:

. Likely impact on majorficriminal enterprises;
. Likelihood of successfﬁl prosecution;
.
. Existence of a specified unlawful activity, as

defined in section I956(c)(7);

. Jeopardy to informants, undercover agents, or third
parties; -
. Commitment of investigatory resources; and
!
i
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Any other matter of substantive investigative
interest.

"Section VIII. Jointly Conducted Investigations

"Treasury and Justice bureaus and the Postal Service are encouraged to

enter into joint

. . [ .
investigatory endeavors in circumstances that may

necessitate or justify the use of skills and resources of more than

one bureau. The
including the rol

specific details of e#ch joint investigation,
e of each bureau in the endeavor, will be formulated

at the onset of the investigation and will be provided to each
bureau's headquarters by each bureau's |established procedures, While
differing circumstances will result in varied arrangements from
project to project, certain conditions |will always apply:

Participating personnqh will be supervised by their
respective bureaus. ?his does not alter any other
concerning supervision of investigatory personnel.
Only one evidentiary document, such as a record of -
interview will be preﬂared,‘and a copy will be
furnished to the other bureau at the time the
document is prepared.

)
Resources and investigatory expertise will be
provided to the requesfing bureau when the
investigatory matter meets the criteria of the
requested bureau and when available resources allow.

Any contact with the néws media, such as press
releases, will be coordinated and agreed to in
advance by the bureausﬂinvolvéd.

"Section IX. Dispute Resolution

"The Secretary, the Attorney General ang the Postmaster General

contemplate that

in cases of overlapping jurisdiction, the appropriate

bureaus will work in concert to the extént authorized by law. Any

disputes between

bureaus should be resolved at the field level. When

this cannot be accomplished, the matter \will be referred to the
respective headquarters' point of contact. In the event that disputes
cannot be resolved by the bureau headquirters, the matter will be
expeditiously referred to the Assistant’Attorney General, Criminal
Division, Department of Justice, and the Assistant Secretary for

Enforcement, Department of the TreasuryJ and in disputes involving the
Postal Service, to the Chief Postal Insﬂpctor, whose decisions shall
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be final.

"Section X. Extraterritorial Jurisdiction

"Treasury and Justice bureaus and the Postal Service must immediately
notify the appropriate prosecuting att?rney or other designated
Department of Justice official if, in the course of a section 1956 or
section 1957 investigation, it becomes likely that extraterritorial
jurisdiction under section 1956 (f) or section 1957(d) will be invoked.
See United States Attorneys Manual 9-105.100.

"Section XI. Amendment i
- "This MOU may be amended by deletion or modification of any provision
. . .. I, .o -
contained herein, or by addition of new provisions, after written
concurrence of all the parties to the MOU.

i

"Section XII. Termination

#%= "This MOU will remain in effect untiltﬁbrminated'by the Attorney. d
-7 General or the Secretary or the Postmasker General upon 30 days'
b written notice.

|
"Section XIII. Approval '
|
"This MOU becomes effective when approved by the parties identified

below.
Peter K. Nunez _ ‘ William P. Barr
Assistant Secretary (Enforcement) Deputy Attorney General

U.S. Department of Treasury U.S. Department of Justice

JUL_31_1990 ' 8/11/90
Date : _ Date

Charles_R. Clauson
Charles R. Clauson
Chief Postal Inspector

8/16/90
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. 4
SECTION 273, ADOPTIVE FORFEITURE MATTERS - .DRUGS

273-1 ADOPTIVE FORFEITURE MATTERS — DRUGS

(1) BACKGROUND AND PURPOSE
i
(a) The FBI's Forfeiture Program usually involves
either seizures of property made by FBi Agents in their substantive
investigations or seizures made exclusively by state and local
agencies and referred to the FBI. The%e latter-type seizures are to
be referred to as Adoptive Forfeiture Matters (AFMs). & typical AFM
would emanate from a state or local law enforcement agency seizing
property as a result of their investigétion and contacting the FBI to
process the seizure for federal forfeiture. The accompanying criminal
prosecution would remain with the loca; authorities; however, the
seized property would be referred to the FBI for forfeiture pursuant
R to one of the federal forfeiture provisions under the jurisdiction of
(- ; the FBI. Seized property accepted in this manner has the same effect
RN as if the property had originally been|seized by the FBI.

(b) . At the same time;the local agency refers the
matter to the FBI, it will submit a request for an equitable share of
the property based on a percentage of its participation in the
investigation. Since the local agency /did the entire investigation,

I all of the property is usually shared, [less expenses to sell the
property and administrative ceosts to fgderal agencies associated with
processing the forfeiture request. The percentages that are withheld
by federal agencies for processing AFM% are governed by the Attorney
General Guidelines on Seized and Forfe%ted Property and amended in "A
Guide to Equitable Sharing of Federallg’Forfeited Property for State
and Local Law Enforcement Agencies." 1In adoptive seizures that are
forfeited, the determining official wiﬂ} allocate B0 percent to the
local agency and 20 percent to the Department of Justice Assets
Forfeiture Fund of the total net proceéﬂs realized through the
disposition of the forfeited property.

(¢) The 20 percent that is withheld represents the
federal equitable share based upon the government's effort in
forfeiting the property. This sharing bercentage is applicable to
property seized on or after March 1, 19?4.

{d) The intent of adoﬁtiVe seizures and equitable

sharing is to promote cooperative law enforcement.
i
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(e) Classifications 273 through 277 were established
to provide a mechanism for tracking work hours spent on AFMs
.regardless of the substantive classification (i.e., Copyright Matters,
which is classification 28; Illegal Ga#bling Business, which is
classification 182) covering the violation under which items were
seized. Having a method of monitoring the resources necessary to
support the adoptive forfeiture program should also assist in
obtaining additional Funded Work Years;for the FBI.

(2) ALPHA DESIGNATORS !

J Whenever a matter is #eférred to the FBI by state or
local authorities requesting federal forfeiture, an adoptive
forfeiture case is to be opened under the appropriate below-listed
classifications. The classification is to be determined by what
federal violation will be used in requesting federal forfeiture. As
an example, a gambling seizure referreq to the FBI as a forfeiture
under federal gambling laws would be opened as an AFM-Organized Crime.

o After the AFM is opened for inVestigat%on, in most instances, the:
(' ‘%  forfeiture matter will be assigned to the Paralegal Specialist who
e will give the identified property an FBI seizure number.

; 1

Set forth below are the classificationﬁfand alpha designators to be
used within each of the classifications. )

CLASSIFICATION ,
NUMBER/ALPHA. ; PROGRAM/
DESIGNATOR CLASSIFICATION TITLE SUBPROGRAM
2734 ADOPTIVE FOFFEITURE MATTER - OC/DP-0C/DP
DRUG - APPRAISED VALUE
$25,000+ |
273B ADOPTIVE FOﬁFEITURE MATTER - 0OC/DP-0C/DP
DRUG - APPRAISED VALUE
$5,000 - $24,999
273C ADOPTIVE FORFEITURE MATTER - OC/DP~0C/DP
DRUG - APPRAISED VALUE UNDER
$5,000 ; ' ‘
2744 ADOPTIVE FORFEITURE MATTER - OC/DP-0C/DP ) .
ORGANIZED CRIME (OC) - _ -
APPRAISED VALUE $25,000+
274B ADOPTIVE FOKFEITURE MATTER - OC/DP-0C/DP
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OC - APPRAISED VALUE $5,000
- $24,999 |

274C ADOPTIVE FORFEITURE MATTER - OC/DP-0C/DP
0C - 'APPRATSED VALUE UNDER
$5,000 '

2754 ADOPTIVE FORFEITURE MATTER - WCC/
WHITE COLLAR CRIME (WCC) - ECONOMIC
APPRAISED VALUE $25,000+ CRIME (EC)

2758 - ADOPTIVE FORFEITURE MATTER - WCC/EC
WCC - APPRAISED VALUE $5, 000 :
- $24,999

275C ADOPTIVE FORFEITURE MATTER - WCC/EC
WCC - APPRAISED VALUE UNDER
$5,000

2764 ADOPTIVE FORFEITURE MATTER- -~ VCMO/
VIOLENT CRIMES AND MAJOR INTERSTATE

OFFENDERS (VCMO) - APPRAISED THEFT (IT)
VALUE $25,000+

| ~

2768 ADOPTIVE FORFEITURE MATTER - VCMO/IT
VCMO - APPRAISED VALUE $5,000 :
- $24,999 | . 3

276C ADOPTIVE FORFEiTURE MATTER - VCMO/IT

VCMO ~ APPRAISED VALUE
UNDER $5, 000

2774 ADOPTIVE FORFEITURE MATTER - _ CT/DOMESTIC
COUNTERTERRORISM cT) - TERRORISM
APPRAISED VALUE $25, 000+ (oT)

2778 ADOPTIVE FORFEITURE MATTER - CT/DT
CT - APPRAISED VALUE $5,000
- $24,999

277¢C ADOPTIVE FORFEITURE MATTER - CT/DT
CT - APPRAISED VALUE UNDER
$5,000

(3) INVESTIGATIVE OBJECTIVES AND PROCEDURES .
i

Sensitive
PRINTED: 02/18/98

S




Sensitive

i o Manual of Investigative Operations andEGuidelines

Part I PAGE 273 - 4

{a) The objective of;, these classifications is to
direct and track investigative resources committed to seized property
matters referred to the FBI for forfeiture from state and local
agencies,

‘ (b} The investigative procedures for AFMs shall be
in accordance with established guidelines, rules and regulations set
forth in the FBI's Forfeiture and Seiz?d Property Manual and the
Attorney General's Guidelines on Seized and Forfeited Property.

(4) CHARACTER - ADOPTIVE FORFEITURE MATTERS - NAME OF

PROGRANM

EFFECTIVE: 11/13/96
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SECTION 274, ADOPTIVE FORFEITUR? MATTERS - ORGANIZED CRIME

274-1 ADOPTIVE FORFEITURE MATTERS - ORGANIZED CRIME
(1) BACKGROUND AND PURPOSE

(a) The FBI's Forfeiture Program usually involves
either seizures of property made by FBI Agents in their substantive
investigations or seizures made exclusively by state and local
agencies and referred to the FBI. The%e latter-type seizures are to
be referred to as Adoptive Forfeiture Matters (AFMs). A typical AFM
would emanate from a state or local law enforcement agency seizing
property as a result of their investigation and contacting the FBI to
process the seizure for federal forfeiture. The accompanying criminal
prosecution would remain with the local authorities; however, the
seized property would be referred to tqe FBI for forfeiture pursuant

e to one of- the federal forfeiture proviﬁions under the jurisdiction: of-
(\ 7 the FBI. Seized property accepted in this manner has the same effect
- as if the property had originally been seized by the FBI.

- (b) At the same time the local agency refers the
matter to the FBI, it will submit a reqpest for an equitable share of
the property based on a percentage of ilts participation in the
investigation. Since the local agency did the entire investigation,

! all of the property is usually shared, less expenses Lo sell the
property and administrative costs to feﬁeral agencies associated with

" processing the forfeiture request. The' percentages that are withheld
by federal agencies for processing AFMs%are governed by the Attorney
General Guidelines on Seized and Forfeited Property|and amended in
"A Guide to Equitable Sharing of Federagly Forfeited Property for
State and Local Law Enforcement Agencies." In adoptive seizures that
are forfeited, the determining officialeill allocate 80 percent to
the local agency and 20 percent to the Department of Justice Assets
Forfeiture Fund of the total net proceeds realized through the
disposition of the forfeited property. ||

a
4

I (c) The|20|percent that|is|withheld|represents|the
federal equitable share based upon the United States government's
’ effort in forfeiting the property. |Thi$15haring percentages[isl
applicable to property seized on or aft%rlﬁarch|1,|1994.]
I
(d} The intent of adoﬁtive seizures and equitable
sharing is to promote cooperative law enforcement.

‘l
I
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(e) Classifications 273 through 277 were established
to provide az mechanism For tracking work hours spent on AFMs
regardless of the substantive classifi%ation (i.e., Copyright Matters,
which is classification 28; Iilegal Ga#bling Business, which is
classification 182) covering the violation under which items were
seized. Having a method of monitoring the resources necessary to
support the adoptive forfeiture program should also assist in
obtaining additional Funded Work Years:for the FBI.

(2) ALPHA DESIGNATORS |

Whenever a matter is {eferred to the FBI by state or
local authorities requesting federal forfeiture, an adoptive
forfeiture case is to be opened under the appropriate below-listed
classifications. The classification iﬁ-to be determined by what
federal violation will be used in requesting federal forfeiture. As
an example, a gambling seizure referreqfto the FBI as a forfeiture
under federal gambling laws would be opened as an AFM-Organized Crime.

© - After the AFM is opened for investigatﬂpn, in most instances, the
(r . forfeiture matter will be assigned to the Paralegal Specialist who
e will give the identified Property an FBI seizure number.

Set forth below are the classifications and alpha designators to be
| used within each of the classifications|.

| CLASSIFICATION ;
NUMBER/ALPHA _ PROGRAM/
DESIGNATOR CLASSIFICATION TITLE SUBPROGRAM
| 273A ADOPTIVE FORFEITURE MATTER - |0C/DP-0C/DP |
DRUG - APPRAISED VALUE
$25,000+
| 2738 ADOPTIVE FORFEITURE MATTER - |0C/DP-0C/DP |
DRUG — APPRAISED VALUE
$5,000 - $24,999
| 273¢ ADOPTIVE FORFEITURE MATTER - [oc/DP-0C/DP |
DRUG — APPRAISED VALUE UNDER
$5,000 :
| 274A ADOPTIVE FORFEITURE MATTER - |OC/DP-0C/DP |

ORGANIZED CRIME (0C) -~
APPRAISED VALUE $25,000+

1
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| , 274B ADOPTIVE FORFEITURE MATTER - |oc/pP-oc/pP|
O0C - APPRAISED VALUE $5,000
= 524,999 |
| 274C ADOPTIVE FORFEITURE MATTER - |OC/DP-0C/DP |
OC - APPRAISED VALUE UNDER
$5,000
275A ADOPTIVE FORFEITURE MATTER - |WCC/
: WHITE COLLAR CRIME (WCC) - ECONOMIC |
APPRAISED VALUE $25,000+ CRIME| (EC) |
| 2758 ADOPTIVE FORFEITURE MATTER - |WCC/EC|
WCC - APPRAISED VALUE $5,000
- $24,999 | |
[ 275C ADOPTIVE FORFEITURE MATTER - |WCC/EC|
WCC ~ APPRAISED VALUE UNDER
$5,000 : '
2764 ADOPTIVE FORFEITURE MATTER -~ VCMO/
: VIOLENT CRIMES AND MAJOR INTERSTATE

OFFENDERS (VCMO) ~ APPRAISED THEFT (IT)
VALUE $25,000+

276B ADOPTIVE FORFEITURE MATTER - VCMO/IT
VCMO - APPRAISED VALUE $5,000
- $24,999
276C ADOPTIVE FORFEITURE MATTER - VCMO/IT
VCHO — APPRAISED VALUE UNDER
$5,000 ;
| 2774 ADOPTIVE FORFEITURE MATTER - CT/DOMESTIC
COUNTERTERRORISM (CT) - TERRORISH
'APFRAISED VALUE 325,000+ (DT)
.
[ 2778 ADOPTIVE FORFEITURE MATTER - CT/DT
CT - APPRAISED VALUE $5,000 -
$24,999 “
277¢ ADOPTIVE FORFEITURE MATTER - CT/DT v
CT - APPRAISED VALUE UNDER
$5,000

J
(3) INVESTIGATIVE OBJECTIVES AND PROCEDURES
I
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. PAGE 274 -

The objective of these classifications is to

direct and track investigative resources committed to seized property
matters referred to .the FBI for forfeztﬁre from state and local

agenc1es.

(b)

The investiga%ivelprocedures for AFMs shall be

in accordance with established guidelings, rules and regulations set
forth in the FBI's Forfeiture and Seized Property Manual and the
Attorney General's Guidelines on Seized 'and Forfeited Property,

PROGRAM

EFFECTIVE: 11/28/95

(4) CHARACTER - ADOPTIVE FORFEITURE MATTERS — NAME OF

S,

i
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SECTION 275. ADOPTIVE FORFEITURE MﬁITERS = WHITE COLLAR CRIME

| t
275-1 ADOPTIVE FORFEITURE MATTERS ~ WHITE COLLAR CRIME

(1) BACKGROUND AND PURPOSE ‘
(a) The FBI's Forfeiture Program usually involves

either seizures of property made by FBI‘Agents in their substantive
investigations or seizures made exclusively by state and local
agencies and referred to the FBI. These latter—type seizures are to
be referred to as Adoptive Forfeiture Matters (AFMs). A typical AFM
would emanate from a state or lecal law 'enforcement agency seizing
property as a result of their investigaﬁion and contacting the FBI to
process the seizure for federal forfeit#re. The accompanying criminal
prosecution would remain with the local ‘authorities; however, the
seized property would be referred to the FBI for forfeiture pursuant

(:;j; to one of the federal forfeiture provisions under the jurisdiction of-

the FBI. Seized property accepted in tﬁis manner has the same effect
as if the property had originally been Teized by the FBI.

(b) At the same time the local agency refers the
matter to the FBI, it will submit a reqﬁest for an equitable share of
the property based on a percentage of its participation in the
investigation, Since the local agency did the entire investigation,
all of the property is usually shared, less expenses to sell the
property and administrative costs to federal agencies associated with
processing the forfeiture request. The!percentages that are withheld
by federal agencies for processing AFMs are governed by the Attorney
General Guidelines on Seized and Forfeited Property|and amended in "A
Guide to Equitable Sharing of Federally Forfeited Property for State
and Local Law Enforcement Agencies.”" Irn adoptive seizures that are
forfeited, the determining official will allocate 80 percent to the
local agency and 20 percent to the Depaftment of Justice Assets
Forfeiture Fund of the total net procee@s realized through the
disposition of the forfeited property. ||

| (¢) The|20|percent that|is|withhe1d|represents|the
federal equitable share based upon the United States government's
effort in forfeiting the property. [Thi§|sharing|percentage isl
’applicable to property seized on or aftér|March|1,|1994.|

f ?; ' {(d) The intent of adoptive seizures and equitable
¥ sharing is to promote cooperative law enforcement. :
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(e) Classifications 273 through 277 were established
to provide a mechanism for tracking work, hours spent on AFMs '
regardless of the substantive classification (i.e., Copyright Matters,
which is classification 28; Illegal Gamﬂling Business, which is
classification 182) covering the violatﬂpn under which items were
seized. Having a method of monitoring the resources necessary to
support the adoptive forfeiture programrshould also assist in
obtaining additional Funded Work Years for the FBI.

(2) ALPHA DESIGNATORS

Whenever a matter is rqferred to the FBI by state or
local authorities requesting federal forfeiture, an adoptive
forfeiture case is to be opened under the appropriate below-listed
classifications. The classification is to be determined by what
federal violation will be used in requesting federal forfeiture. As
an example, a gambling seizure referred to the FBI as a forfeiture
under federal gamblzng laws would be opened as an "AFM~-Organized Crime.

“r% After the AFM is opened- for 1nvest1gathn, in most instances, the
(; v forfeiture matter will be assigned to the Paralegal Specialist who
- will give the identified property an FBI: seizure number.

Set forth below are the classifications jand alpha designators to be
| used within each of the classifications.

| CLASSIFICATION ‘

NUMBER/ALPHA ! PROGRAM/
DESIGNATOR CLASSIFICATION TITLE SUBPROGRAM
| ©273A ADOPTIVE FORFEITURE MATTER - |OC/DP-OC/DP|
DRUG - APPRAISED VALUE
$25,000+
273B ADOPTIVE FORFEITURE MATTER - |OC/DP-OC/DP|
DRUG - APPRAISED VALUE
$5,000 - $24,999
273C ADOPTIVE FOQFEITURE MATTER - |OC/DP-OC/DP|
\ DRUG - APPRAISED VALUE UNDER
’ $5,000 '
| 2744 ADOPTIVE FORFEITURE MATTER - |OC/DP-OC/DP|

ORGANIZED CRIME (oc) -
APPRAISED VALUE $25,000+
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[ 2748 ADOPTIVE FORFEITURE MATTER -. |OC/DP-0C/DP|
OC - APPRAISED VALUE $5,000
- $24,999
| 274C ADOPTIVE FORFEITURE MATTER - |OC/DP-OC/DP |
OC - APPRAISED VALUE UNDER
$5,000
275A ADOPTIVE FORFEITURE MATTER - |WCC/
WHITE COLLAR CRIME (WCC) -  ECONOMIC|
APPRAISED VALUE $25,000+ CRIME| (EC) |
2758 ADOPTIVE FORFEITURE MATTER - |WCC/EC|
WCC - APPRAISED VALUE $5,000
- $24,999
| 275C ADOPTIVE FORFEITURE MATTER - |WCC/EC|
WCC - APPRAISED VALUE UNDER
$5,000
{ 1ﬁ | 2764 ADOPTIVE FORFEITURE MATTER - VCMO/
s VIOLENT CRIMES AND MAJOR INTERSTATE

OFFENDERS (VCMO) - APPRAISED. THEFT (IT)
VALUE $25,000+

276B ADOPTIVE FORFEITURE MATTER - YCMO/IT
VCMO - APPRAISED VALUE $5,000
- $24,999
276C ADOPTIVE FORFEITURE MATTER - VCMO/IT
VCMO - APPRAISED VALUE UNDER
$5,000
| 277A ADOPTIVE FORFEITURE MATTER — CT/DOMESTIC
: COUNTERTERRORISM cT) - TERRORISM
APPRAISED VALUE $25,000+ (DT)
| 2778 ADOPTIVE FORFEITURE MATTER - CT/DT
CT - APPRAISED VALUE $5,000 -
$24,999
277C ADOPTIVE FORFEITURE MATTER - CT/DT
CT - APPRAISED VALUE UNDER
$5,000

. 1
(3) INVESTIGATIVE OBJECTIVES AND PROCEDURES
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(a) The objective of these classifications is to
direct and track investigative resources committed to seized property
matters referred to the FBI for forfeiture from state and local
agencies.

(b) The investigative procedures for AFMs shall be
in accordance with established guidelinés, rules and regulations set
forth in the FBI's Forfeiture and Se1zed Property Manual and the
Attorney General's Guidelines on Seized and Forfeited Property.

(4) CHARACTER - ADOPTIVE FﬂBFEITURE MATTERS - NAME OF

:
1.

EFFECTIVE: 11/28/95 '

PROGRAM

} ' .
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|
SECTION 276. ADOPTIVE FORFEITURE MATTERS -
VIQOLENT CRIMES AND MAJOR OFFENDERS

t

+

276-1 ADOPTIVE FORFEITURE MATTERS - VIdLENT CRIMES AND MAJOR
OFFENDERS

( (1) BACKGROUND AND PURPOSE |

(a) The FBI's Forfeiture Program usually involves
either seizures of property made by FBI'Agents in their substantive
investigations or seizures made exclusi*ely by state and local
agencies and referred to the FBI. Thes? latter—-type seizures are to
be referred to as Adoptive Forfeiture Matters (AFMs). A typical AFM
would emanate from a state or local lawhenforcement agency seizing
property as a result of their investigation and contacting the FBI to
process the seizure for federal forfeiture. The accompanying criminal
prosecution would remain with the locallauthorities; however, the
seized property would be referred to the FBI for forfeiture pursuant
to one of the federal forfeiture provis;ons under the jurisdiction of
the FBI. Seized property accepted in this manner has the same effect
as if ‘the property had originally been seized by the FBI.

t

(b) At the same time the local agency refers the
matter to the FBI, it will submit a req#est for an equitable share of
the property based on a‘percentage of iEs participation in the
investigation. Since the local agency did the entire investigation,
all of the propertly is usually shared, }ess expenses to sell the
property and administrative costs to federal agencies associated with
processing the forfeiture request. The| percentages that are withheld
by federal agencies for processing AFMs!lare governed by the Attorney
General Guidelines on Seized and Forfeiﬁed Property|and amended in "A
Guide to Equitable Sharing of Federally Forfeited Property for State
and Local Law Enforcement Agencies.” I# adoptive seizures that are
forfeited, the determining official will allocate 80 percent to the
local agency and 20 percent to the Depa%tment of Justice Assets
Forfeiture Fund of the total net proceeds realized through the
disposition of the forfeited property.|

| (c) The|20|percent thaplié|withhe1d|represents|the
federal equitable share based upon the United States government's
effort in forfeiting the property. |This|sharing|percentage is]

applicable to property seized on or afﬁgrlharch|1,|1994.|
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'(d) The intent of adoptlve seizures and equitable
sharing is to promote cooperative law enforcement.

(e) Classifications 273 through 277 were established
to provide a mechanism for tracking work hours spent on AFMs
regardless of the substantive class1f1c$t1on (i.e., Copyright Matters,-
which is classification 28; Illegal Gamblxng Business, which is
classification 182) covering the violation under which items were
seized. Having a method of monitoring the resources necessary to
support the adoptive forfeiture program}should also assist in
obtaining additional Funded Work Years for the FBI.

(2) ALPHA DESIGNATORS

Whenever a matter is referred to the FBI by state or
local avthorities requesting federal fo}felture, an adoptive
forfeiture case is to be opened under the appropriate below-listed
classifications. The classification is|to be determined by what
federal violation will be used in requesting federal forfeiture.  As
an example, a. gambling seizure referredi to the FBI as a forfeiture
under federal gamb11ng laws would be opened as an AFM-Organized Crime.
After the AFM is opened for 1nvest1gat1on, in most instances, the
forfeiture matter will be assigned to the Paralegal Specialist who
will give the identified property an FBI seizure number.

Set forth below are the classifications/'and alpha designators to be

| used within each of the classifications!
1

3
!

| ' . CLASSIFICATION . ,
"NUMBER/ALPHA Coh PROGRAM/ .
DESIGNATOR CLASSIFICATION TITLE SUBPROGRAM
273A ADOPTIVE FORFEITURE MATTER - |oc/DP-0C/DP |
" DRUG - APPRAISED VALUE
$25,000+
2738 ADOPTIVE FORFEITURE MATTER — |OC/DP-0C/DP|
DRUG - APPRAISED VALUE
$5,000 - $24,999
i
| 273C ADOPTIVE FORFEITURE MATTER - |oc/pP-0C/DP |
DRUG - APPRAISED VALUE UNDER
$5,000 ,
. '
274A ADOPTIVE FORFEITURE MATTER - |OC/DP-OC/DP|

ORGANIZED CRIME C) -

Sensip;ve
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APPRAISED VALUE $25,000+

274B 'ADOPTIVE FORFEITURE MATTER - |OC/DP-OC/DP|
OC - APPRAISED VALUE $5 000
- $24,999
| 274C ADOPTIVE FORFEITURE MATTER - |OC/DP-OC/DP|
0C — APPRAISED VALUE UNDER
$5,000
275A ADOPTIVE FORFEITURE MATTER - |WCC/
WHITE COLLAR CRIME (WCC) - ECONOMIC |
APPRAISED VALUE $25,000+ CRIMEI(EC)|
: 7
| 2758 ADOPTIVE FORFEITURE MATTER - |WCC/EC|
WCC - APPRAISED VALUE $5,000
- $24,999 ¢
| 275C ADOPTIVE FORFEITURE MATTER - |WCC/EC|
WCC -  APPRAISED.VALUE UNDER.
$5,000
2764 ADOPTIVE FORFEITURE MATTER - VCMO/
VIOLENT CRIMES AND MAJOR INTERSTATE

OFFENDERS (VCMO) — APPRAISED THEFT (IT)
VALUE $25, 000+

276B ADOPTIVE FORFEITURE MATTER - VCMO/IT

VCMO - APPRAISED VALUE $5,000
- $24,999
l
276C ' ADOPTIVE FORFEITURE MATTER - VCMO/IT
VCMO — APPRAISED VALUE UNDER
$5,000 !
| . 277A ADOPTIVE FORFEITURE MATTER - CT/DOMESTIC
,COUNTERTERRORISH (cT) - TERRORISH
APPRAISED VALUE $25, 000+ (DT)
2778 ADOPTIVE F0§FEITURE MATTER - CT/DT
CT - APPRAISED VALUE $5,000 -
$24,999
~ 277C ADOPTIVE FORFEITURE MATTER - CT/DT
e CT - APPRAISED VALUE UNDER
b $5,000 - |

u
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(3) INVESTIGATIVE OBJECTIVES AND PROCEDURES

- (a) The objective of these classifications is to
direct and track investigative resource% committed to seized property
matters referred to the FBI for forfeiture from state and local

agencies. i

(b) The investigative|procedures for AFMs shall be
in accordance with established guidelines, rules and regulations set
forth in the FBI's Forfeiture and Seized Property Manual and the
Attorney General's Guidelines on Seized and Forfeited Property.

(4) CHARACTER — ADOPTIVE FORFEITURE MATTERS - NAME OF
PROGRAM | ‘

EFFECTIVE: 11/28/95 I
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SECTION 277. ADOPTIVE FORFEITURE ?ATTERS - COUNTERTERRORISM

277-1 A ADOPTIVE FORFEITURE MATTERS |- COUNTERTERRORISM

(1) BACKGROUND AND PURPOSE

i

(a) The FBI's Forfeiture Program usually involves
either seizures of property made by FBIyAgents in their substantive
investigations or seizures made exclusively by state and local
agencies and referred to the FBI. These latter—type seizures are to
be referred to as Adoptive Forfeiture M#tters (AFMs). A typical AFM
would emanate from a state or local lawyenforcement agency seizing
property as a result of their investigation and contacting the FBI to
process the seizure for federal forfeitﬁre. The accompanying criminal ;
prosecution would remain with the locallauthorities; however, the
seized property would be referred to the FBI for forfeiture pursuant
to one of the.federal forfeiture provisions under the jurisdiction of-
the FBI. Seized property accepted in tPis manner has the same effect
as if the property had originally been §eized by the FBI.

(b) At the same time {he local agency refers the
matter to the FBI, it will submit a reqbest for an equitable share of
the property based on a percentage of its participation in the
investigation. Since the local agency ﬁid the entire investigation,
all of the property is usually shared, less expenses lo sell the 3
property and administrative costs to federal agencies associated with

processing the forfeiture request. The‘percentages that are withheld

by federal agencies for processing AFMs are governed by the Attorney
General Guidelines on Seized and Forfeited Property|and amended in "A
Guide to Equitable Sharing of Federally, Forfeited Property for State
and Local Law Enforcement Agencies."” In adoptive seizures that are
forfeited, the determining official-wil} allocate 80 percent to the
local agency and 20 percent to the Department of Justice Assets
Forfeiture Fund of the total net proceeds realized through the
disposition of the forfeited property.l'

(¢) The|20|percent thapwis|withhe1d|represents|the
federal equitable share based upon the United States government's
effort in forfeiting the property. |This|sharing]percentage is|
applicable to property seized on or afﬁerlHarch|1,[1994.|

(d) The intent of adqﬁtive seizures and. equitable
sharing is to promote cooperative law enforcement.
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(e) Classifications 273 through 277 were established
to provide a mechanism for tracking work@hours spent on AFMs
regardless of the substantive classification (i.e., Copyright Matters,
which is classification 28; Illegal Gambling Business, which is
classification 182) covering the violatibn under which items were
seized. Having a method of monitoring the resources necessary to
support the adoptive forfeiture program should also assist in
obtaining additional Funded Work Years for the FBI.

(2) ALPHA DESIGNATORS ;

Whenever a matter is referred to the FBI by state or
local authorities requesting federal foﬂfeiture, an adoptive
forfeiture case is to be opened under the appropriate below-listed
classifications. The classification is to be determined by what
federal violation will be used in requesting federal forfeiture. As
an example, a gambling seizure referredlxo the FBI as a forfeiture
under federal gambling laws would be opened as an AFM-Organized Crime.
After' the AFM is opened for investigation, in most instances; the-
forfeiture matter will be assigned to the Paralegal Specialist who
will give the identified property an FBI seizure number.

Set forth below are the classifications and alpha designators to be
| used within each of the classifications.

[ CLASSIFICATION ,
NUMBER/ALPHA o - PROGRAM/
DESIGNATOR CLASSIFICATION TITLE SUBPROGRAM
| 2734 ADOPTIVE FORFEITURE MATTER - |oc/pp-0C/DP |
' DRUG - APPRAISED VALUE
$25,000+ |
| 2738 ADOPTIVE FOEFEITURE MATTER - |0OC/DP-OC/DP |

DRUG — APPRAISED VALUE
$5,000 - $24,999

|

] - 273C ADOPTIVE FO#FEITURE MATTER - |OC/DP-0OC/DP|
DRUG - APPRAISED VALUE UNDER
$5,000 -
: |
| 2744 ADOPTIVE FORFEITURE MATTER - |oc/pP-0C/DP |

ORGANIZED CRIME (0C) -
APPRAISED VALUE $25,000+

4

Sensitjve
PRINTED: 02/18/98

R R R



Sensit%ve

i

o Manual of Investigative Operations’ and Guidelines

Part I ’ PAGE 277 - 3
| 2748 ADOPTIVE FORFEITURE MATTER - | oC/DP-0C/DP |
' 0C - APPRAISED VALUE $5,000
- $24,999
274C ADOPTIVE FORFEITURE MATTER — |OC/DP-OC/DP|
OC - APPRAISED VALUE UNDER
$5,000 - '
275A ADOPTIVE FORFEITURE MATTER - |[WCC/
WHITE COLLAR CRIME (WCC) - ECONOMIC |
APPRAISED VALUE $25,000+ - CRIME] (EC) |
[ 2758 ADOPTIVE FOBFEITURE MATTER - |WCC/EC|
WCC - APPRAISED VALUE $5,000
- $24,999
| 275C ADOPTIVE FORFEITURE MATTER - |WCC/EC|
WCC - APPRAISED VALUE UNDER
$5,000
= 276A ADOPTIVE FORFEITURE MATTER - VCMO/
VIOLENT CRIMES AND MAJOR INTERSTATE

OFFENDERS (VCMO) — APPRAISED THEFT (IT)
VALUE 525, 000+

276B ADOPTIVE FORFEITURE MATTER - VCMO/IT
VCMO - APPRAISED VALUE $5,000
- $24,999

276C ADOPTIVE FO?FEIIURE MATTER — VCMO/IT
VCMD - APPRAISED VALUE UNDER
$5,000 '

277A ADOPTIVE FORFEITURE MATTER -  CT/DOMESTIC
COUNTERTERRORISM cT) - TERRORISH
APPRAISED VALUE $25,000+ (DT)

2778 ADOPTIVE FORFEITURE MATTER - CT/DT
CT - APPRAISED VALUE $5,000 -
$24,999

277C ADOPTIVE thFEITURE MATTER - CT/DT
CT - APPRAISED VALUE UNDER
$5,000

(3) INVESTIGATIVE OBJECTIVES AND PROCEDURES
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(a) The objective of these classifications is to
direct and track investigative resources:comm1tted to seized property
matters referred to the FBI for forfeiture from state and local
agencies. .
' |

(b) The investigative iprocedures for AFMs shall be
in accordance with established gu1de11nes, rules and regulations set
forth in the FBI's Forfeiture and Seized Property Manual and the
Attorney General's Guidelines on Seized and Forfeited Property.

(4) CHARACTER - ADOPTIVE FORFEITURE MATTERS — NAME OF
PROGRAM '

| '

EFFECTIVE: 11/28/95
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SECTION 278. PRESIDENT'S INTELLIGEN&E OVERSIGHT BOARD MATTERS:

278-1 " PRESIDENT'S INTELLIGENCE OVERSIGHT BOARD MATTERS POLICY

Information concerning-the|27§1classification is set forth
in a separate FBI manual, the|NATIONAL FOREIGN INTELLIGENCE PROGRAM

MANUAL (NFIPX). |

EFFECTIVE: 02/14/97
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|SECTION 279. WEAPONS OF MASS DESTRUCTION

| 279-1  STATUTES
| WEAPONS OF MASS DESTRUCTION
Title 18, USC, Sections 175-178; Title 18, USC, Sections

2332a and 2332c: Title 18, USC, Section|921; and Title 18, USC,
Section 831.

|+

EFFECTIVE: 06/18/97

| 279-2 JURISDICTION

The FBI shall investigate alllalleged or suspected
criminal violations of the Weapons of Mass Destruction (WMD) statute

and the Biclogical Weapons Anti-Terrorism (BWAT) Act.

' EFFECTIVE: 06/18/97

| 279-3 ©  DEFINITIONS |

| (1) WEAPONS OF MASS DESTRUCTION DEFINITIONS:

. (a) ‘"Weapons of Mass Destruction" (Section 2332a,
Title 18, USC)- means: '

Lt 1. any destructive;device as defined in Title
18, Section 921;
2. any weapon that| is designed or intended to
cause death or serious bodily injury through the release,
dissemination, or impact of toxic or poisonous chemicals, or their
precursors,; '
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I 3. any weapon involving a disease organism; or

4, any weapon that 'is designed to release
radiation or radioactivity at a level dangerous to human life. Note:
Violations involving nuclear and rad1olag1cal WMDs will be
investigated under Bureau classification 117, "The Atomic Energy Act."

(b) The term "destructive device" means any
explosive, incendiary, or poison gas -

| : 1. bomb,
| 2. grenade, !

3. rocket haV1ng an ‘explosive or incendiary
charge of more than four ounces,

4, missile having an explosive or incendiary
charge~ of- more«than one-quarter ounce;

éjA}' . :

L .
= I 5. mine, or , .

6. device similar to any of the devices
described in the preceding clauses.

(¢) "Chemical Weapon," as defined in Title 18, USC,
Section 2332¢, means any weapon that is: designed of intended to cause
widespread death or serious bodily injury through the release,
dissemination, or impact of toxic or poisonous chemicals or precursors
of toxic or poisonous chemicals.

(d) "Nuclear Material" - means material containing
any \

1. plutonium with an isotopic concentration not
in excess of 80 percent plutonium 238; :

2. uranium not in the form of ore or ore
residue that contains the mixture of isotopes as occurring in nature;

3. uranium that contains the isotope 233 or 235
or both in such amounts that the abundénce ratio of the sum of Chose
isotopes to the isotope 238 is greater|phan the ratio of the isotope
235 to the isotope 238 occurring in nature; or

Sensiﬂive
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| 4, uranium

| Refer to the MIOG, Part I, Section 117 (Atomic Energy Act).
r

. I
l (2) BIOLOGICAL WEAPONS ANTI-TERRORISM ACT DEFINITIONS ’ B

(a) "Biological agent" (Title 18, USC, Sections 175-
178) - means any microorganism, virus, fhfectious substance, or
biological product that may be engineered as a result of
biotechnology, or any naturally occurriqg or bicengineered component
of any such microorganism, virus, infecqious substance, or biological
product, as capable of causing:
{

1. death, disease, jor other biological
malfunction in a human, an animal, a plant, or another living
organism; 7 ; '

2. deterioration of food, water, equipment,,
supplies, or material of any kind; or ,

o .
{\ f?l 3. deleterious altﬁration of the environment.

(b) "Toxin" - means the toxic material of plants,
animals, microorganisms, viruses, fungi, or infectious substances, or
a recombinant molecule, whatever its origin or method of production,
including -

1. any poisonous substance or biological
product that may be engineered as a resﬁlg of biotechnology produced
by a living organism; or :

2. any poisonous isomer or biological product,
homolog, or derivative of such a substance.

‘ (¢) '"Delivery system" -| means:
Y

1. any apparatus, gquipment, device, or means
of delivery specifically designed to deliver or disseminate a
biological agent, toxin, or vector; or '

| 2. any vector.
]

(d) "Vector" - means a living organism, or molecule,
including a recombinant molecule, or biological product that may be
engineered as a result of biotechnology, capable of carrying a
biological agent or toxin to a host.

Sensipive
PRINTED: q2/18/98

R R



syt f

Rt et Rt i e o wir St & s s el v ¢ AT

Sensitive

ot Manual of Investigative Operations and Guidelines
Part I , PAGE 279 - &4

(e) "For use as a weapon' — does not include the
development, production, transfer, acquisition, retention or
possession of any biological agent, toxin, or delivery system for
prophylactic, protective or other peaceful purposes.

EFFECTIVE: 06/18/97

| 279-4 VIOLATIONS
(1) Title 18, USC, Section 2332a (Use of Weapons of Mass
Destruction) includes the following: '

"(1) Offense against a qatioﬁal of the United States or
(ﬂﬁyv within*the United States. — A+person wh?,'without lawful authority,

G uses, threatens, or attempts or conspires to use, a weapon of mass
S destruction, including any biological agent, toxin, or vector (as
those terms are defined in section 178)i—-

"(a) against a national Pf the United States while
such national is outside of the United States;

"(b) against any person %ithin the United States, and
the results of such use affect interstate or
foreign commerce or, in the case of the threat,
attempt or conspiracy, would have affected
interstate or foreign commerce; or :

"(c) against any property that is owned, leased or
used by the United States or by any department
or agency of the United States, whether the
property is within’or outside the United States;

shall be imprisoned for any term of years or for life, and if death
results, shall be punished by death or‘imprisoned for any term of
years or for life."

"(2) Offense by national of the United States outside of
the United States. - Any national of the United States, who, without
lawful authority, uses, or threatens, attempts, or conspires to use,
a weapon of mass destruction outside of the United States shall be
imprisoned for any term of years or for life, and if death results,
shall be punished by death, or by imprisonment for any term of years
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| or for 1life." |

(2) Title 18, USC, Section 2332c (Use of Chemical
Weapons) includes the following: ' _

" "(1) A person shall be punishpd under paragraph (2) if
that person, without lawful authority, uses, or attempts or conspires
to use, a chemical weapon against——

"(A) a national of the United States while such
national is outside of the United States;

"(B) any person within the United States; or

"(C) any property that is owned, leased, or used by
the United States or any department or 4gency of the United States,
whether the property is within or outsiqe of the United States."

"(2) Penalties.——A person who violates paragraph (1)--
"(A) shall be imprisoned|for any term of years or for
life; or |
S "(B) if death:resultssfrom that violationm,.shall.be~
(\ "% | punished by death or imprisoned for any'term of years or for life."

(3) Title 18, USC, Sections 175-178 (BWAT Act of 1989)
includes the following:

(a) Section 175 (Prohibitions with respect to
biological weapons)::

"In General — Whoever knowingly develops, produces, .
stockpiles, transfers, acquires, retaing, or possesses any biological
agent, toxin, or delivery system for use as a weapon, or knowingly
assists a foreign state or any organization to do so, or attempts,
threatens, or conspires to do the same,kshall be fined under this
title or imprisoned for life or any terp of years, or both. There is
extraterritorial Federal jurisdiction oyer an offense under this
section committed by or against a national of the United States.”

(b) Section 176 (Seizure, forfeiture, and
destruction): | :

"(a) In General - (1) Eﬁbept as provided in paragraph
(2), the Attorney General may request the
issuance, in the sgme manner as provided for a
search warrant, of |a warrant authorizing the

(:T}. . seizure of any bio%ﬁgical agent, toxin, or

delivery system that -

]
+
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(A) exists by reason of conduct prohibited
under Section 175 of this Title; or

(B) is of a type or |in a quantity that under
the circumstances has no apparent
justification for prophylactic, protective,
or other peaceful purposes.

(2) In exigent cxrcumstances, seizure and
destruction of any biological agent, toxin,
or delivery system described in
subparagraphs (&) and (B) of paragraph (1)
may be made upoﬁ probable cause without the
necessity for a{warrant."

"(b) Procedure — Property seized pursuant to
subsection (a) shall be forfeited to the
United States after}notice to potential -
claimants and an opﬁortunity for a hearing.

At such hearing, th? Government shall bear the

burden of persuasion by a preponderance of the

-evidence. Except as inconsistent herewith, the
(f“y_ same procedures andrprovisions of law relating:
v 5

to a forfeiture under the customs laws shall
extend to a seizureland forfeiture under this
section. The Attor?éy General may provide for
the destruction- or other appropriate disposition
of any biological aéent toxin, or delivery
system sexzed and forfeited pursuant to this
section."

(¢) Section 177. (Injun%tions):

"In General - The United Statgs may obtain in a civil
action an injunction against - F
"(1) the conduct prohibited under Section 175 of
this Title; :
"(2) the preparatxon, solicitation, attempt, threat,
or conspiracy to engage in conduct prohibited
: under Section 175 of this Title; or
"(3) the development, prbduction, stockpiling,
transferring, acquiEition, retention or
possession, or the attempted development,
production, stockpﬂllng, transferring,
acquisition, retenf1on or possession of any
biological agent, tox1n, or delivery system of
(:éﬁ a type or in a quantLty that under the

circumstances has’ no apparent justification for
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a .
prophylactic, protective, or other peaceful
purposes.'

i

I (d) Section 178 (Definitions):"

Section 279-3, above. -

‘ All definitions relating to t?e BWAT Act are set forth in
1

EFFECTIVE: 06/18/97 .

| 279-5 RELATED VIOLATIONS
\
‘ (1> Title 15, USC, Section 2615 (Toxic Substances Control
Act). \
e L Refer: tosthe«MIOG, Papb i, Section- 249-2.2.
(imxﬁ | (2) Title 18, USC, Section 3#1 (Conspiracy) .

I Refer to the MIOG, Part.%, Section 62-16.
| (3) Title 18, USC, Section 876 (Extortion).
| Refer to the MIOG, Part F, Section 9.

- l
(4) Title 18, USC, Section 1365 (Tampering with Consumer
Products). i -

| Refer to the MIOG, Part I, Se%tion 250-2.
(5) Title 18, USC, Section 2153 and Section (Biological

| Refer to the MIOG, Part I, Section 98-3.5.

| Warfare).

| (6) Title 33, USC, Section 1?19 (Clean Water Act).

| . Refer to the MIOG, Part I, Section 249-2.4.
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EFFECTIVE: 06/18/97

| 279-12 REPORTING PROCEDURES

(1) Follow procedures set out above in Sections 279-9
through 279-11. . ;

[

(2)‘ Prosecutive reports should be submitted to FBIHQ,
when applicable. : :

1

EFFECTIVE: 06/18/97

. )
“ | 279-13 DISSEMINATION OF REPORTS- !

Do not disseminate FBI communications to the USA, or other
agencies locally without FBIHQ_approvall Bureau communications will
be disseminated to other appropriate federal agencies by FBIHQ, when
appropriate.

. EFFECTIVE: 06/18/97

| 279-14 CHARACTER - WEAPONS OF MASS DESTRUCTION (WMD)

2794 - Weapons of Mass Destruction - Use, :
Possession, Transfer, Production, Transport
- Domestic Terrorism ‘

279B — Weapons of Mass Destru%tion - Attempt to Use,
Possess, Obtain, Manufacture or Transport -
Domestic Terrorism

279C - Weapons of Mass DestruFtion - Threats and All Other
Cases Relating to Weapons of Mass Destruction -
Domestic Terrorism '
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i
279D - Weapons of Mass Destruqtiqn - Use, Possession,
Transfer, Production, Transport - International
Terrorism — (Group or Country)

279E - Weapons of Mass Destruétion - Attempt to Use,
Possess, Obtain, Hanufécture or Transport -
International Terrorisﬂ - (Group or Country)

279F - Weapons of Mass Destruition - Threats and All Other
Cases Relating to Weapons of Mass Destruction -
International Terrorism - (Group or Country) |

EFFECTIVE: 06/18/97

i
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SECTION 280. EQUAL EMPLOYMENT OPPORTUNITY MATTERS

280-1 |BACKGROUND | (See MAOP, Part I, 4-5.3; Part II, 3-1.1,
3-1.2, 3-3.2, 3-4.5.)] :

(1) Effective 6/14/95, all récords pertaining to EEQ

matters, whether of an administrative o} investigative nature, became

part of the FBI's Central Records System under the 280 classification,
Investigations of complaints of discrimination are handled under the
280A subclassification, while EEO adm1n1strat1ve matters are handled
under the 280D subclassification. The ?SOB and 280C
subclassifications are NOT to be used for record retention, however,
and should ONLY be utilized for TURK purposes.

(2) By way of background, since the establishment of the
#'~ | Office of Egqual Employment Opportunity Affalrs (OEEOA) in 19894 all
(?' % | EEO documentation had been maintained w1th1n the OEEQA, to include any
and all documents produced by the Office of the General Counsel (OGC)
during the appeal, hearing or d15coveryjphases of EEQ complaints. The
280 classification was originally establlshed by the OEEQA and
subdivided into 280A (EEO Complaint Invest1gat10ns) 280B (EEO
Counsel1ng), and 280C (EEO Conferences). However, as set forth in an
ALL SAC Memorandum dated 2/27/92, these’subclassifications WERE FOR
THE SOLE PURPOSE OF TRACKING TIME FOR TURK; therefore, no 280
classification files were to have been opened
(3) With respect to 1nvestlgat10ns of complaints of

discrimination, all related documents, even though generated by the
FBI, are the property of the Equal Employment Opportunity Commission
(EEOC) which, by federal statute, is the governmental ent1ty
responsible for the coordination of allLfederal EEQ matters. As such,
the proper handling of EEO records has been and continues to be
subject to the recording requirements of the EEOC and to the published
notice of availability of records pursuant to the Freedom of
Information/Privacy Act (FOIPA) published by the EEOC (Title 29, Code
of Federal Regulations (CFR), Part 16101 et seq.; 40 Federal Register
(FR) 8171, February 26, 1975, as amendea at 56 FR 10087, at 10900,
March 14, 1991). The regulations make it clear that agencies act
merely as custodians of the records for|the EEOC,

(4) Following a study of the OEEOA in 1994, it was
recommended to and approved by the Direétor that OEEOA convert its
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present filing system to a classified and serialized system that meets '
the needs of the OEEOA, EECC, and the 0GC. - The OEEOA was in complete
agreement with this position, provided that certain

restrictions/limitations could be placed on the system to maintain the
confidentiality of the information and |ensure fhat appropriate FOIPA
requests and file destruction policies Jadhered to EEOC regulations.

EFFECTIVE: 12/11/95 ,
[

| 280-2 INVESTIGATIONS OF COMPLAINTS OF DISCRIMINATION ' .

(1) Investigations of comp141nts of discrimination are
required pursuant to Title 29, CFR, Part 1614.108 and are handled by
Relief Superv1sory Special Agents (heréLnafter referred to as EEO

Investigators) in the field who have bépn trained specifically in EED
(’ """ . | matters (see MAOP, Part I, 4- -5.2).

— (2) Following the acceptancq of all or part of a

complaint of discrimination received by the OEEQOA, an EEO Investigator
will be assigned to fully address, in a fair and neutral manner, the
ACCEPTED bases and issues for 1nvest1gat10n. All information relative
to the complaint will be transmitted by the OEEQOA directly to the
Investigator for review and initiation|lof the investigation. The
Investigator's Division Head will also 'be notified of his/her
assignment; however, no information relatlve to the complaint itself
will be provided. The Investigator is '‘NOT to discuss any aspect of
the investigation with his/her division management.

{(3) In all complaint 1nvest1gat1ons, the OEEQOA is shown
as the Office of Origin (00) with a correSpondlng 2804 file number.
All records relative to the complaint that are produced by the
investigation and/or obtained during the investigation, are to be
maintained within the OEEQA. NO records are to be maintained within a
field office or FBIHQ division, unless|specific approval is granted by
the OEEOA.

(4) It is absolutely essential during any stage of a
complaint investigation, that 1nformat1on relative to the complaint be
.| kept confidential to the extent poss;b}e. At no time are individuals
to be made aware of the complaint or facts of the investigation,
unless they are directly involved in the complaint investigation,

:
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EFFECTIVE: 12/11/95

280-2.1 | Authority and Role of EEO Investigator

(1) EEO Investigators are author1zed to administer oaths
and require that statements of witnesses shall be under oath or
affirmation. Investigators are authorized to investigate all aspects
of complaints of discrimination, requ1ré all employees of the agency -~
to cooperate with them in the conduct of the investigation, and
require employees of the agency having Eny knowledge of the subject
matter regarding the complaint to furnish testimony under oath or
affirmation without a pledge of confidence.

!

(2) A complaint that is not successfully resolved in the
initial stages and meets requirements fPr processing under prescribed
EEO guidelines is assigned to an EEO Investigator. As neutral fact
finders, EEO Investigators will conduct| a fair, impartial and
objective investigation of the facts relevant to the complaint
issue(s) so that a determination can be‘made as to whether the action
complained of was related or unrelated to any of the proh1b1ted
discriminatory factors {(race, age, sex, | sexual orientation, etc.).

The investigation of allegations of discrimination in matters
pertaining to sexual orientation is ah @ntltlement derived from DOJ
policy and not from EEQC regulations. |In this regard, complainants
are not entitled to a hearing before an Administrative Judge of .the

EEOC or .an appeal to-the EEOC. Upon coiplet:on of an-investigation
concerning a basis of discrimination based on sexual orientation, a
Departmental Adjudication Officer will conduct a review and issue a
final decision. Complaints accepted on a basis of sexual orientation
will be investigated in the same manner' as any other allegation of
discrimination accepted by the Departm%nt In the event a complaint
is received which contains an allegation of discrimination based on
sexual orientation and additional base% covered by EEOC regulations,
all allegations will be investigated concurrently; however, following
the investigation, those allegations not based on sexual orientation
will be processed according to exlst1ng procedures outlined in 29
C.F.R, Part 1614.| Investigators have qo vested interest in the
outcome of the investigation. They are not advocates of management or
the complainant. Investigators draw nquconc1u51ons, make no findings
of discrimination or recommendations relatlve to such findings. The
factual record compiled by the 1nvest1gator is submitted to the OEEOQA
in the form of a Report of Invest;gat1on (ROI) .
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(3) Reports of Investigations are to be compiled in
accordance with instructions and formatycontained in the most current
edition of the "EEO Investigator's Traiﬁing Guide," and guidance
received in periodic issues of the "Helpful Hints" newsletter
\ published by the OEEOA.

EFFECTIVE: 03/07/97

280-2.2 Files Available to Investxgator (See MAOP, Part I,

4-5.1.2.) I

I

(1) The Investigator is auterized to review all relevant
files in connection with the investigation of the complaint. This
includes relevant personnel files in thE field offices as well as the
Official Personnel File (OPF) at FBIHQ. Relevant OPFs include only
the files of those persons-logically connected to, or having some
bearing on, the allegations of dlscr1m1nat1on._ In addition, the
Investigator is authorized to review pe}t1nent administrative records
in field offices and FBIHQ which have a| direct bearing on the issues ‘
being 1nvest1gated. Such records 1nc1uge, but are not limited to,
control files, medical records, adminisFrative inquiry files
of the Office of Professional Responsibility and Administrative
Summary Unit, as well as written documentation and taped recordings of
Career Board deliberations, to the exteht such records have a bearing
on the allegations raised by the compla&nant. .

(2) With regard to field office and FBIHQ Career Board
records, and/or field office or FBIHQ OPR records, Investigators
should discuss the matter with the OEEOA and follow the estab11shed
procedures set forth in the "EEO Investﬁgator s Training Guide.”
Access to OPR documents is currently 11F1ted to the predication only
for pending matters, or the investigative file on closed matters.

(3) It should be ndted, however, that an Investigator
seeking access to relevant Employee Asslistance Program files must
obtain the prior written authorization, or a statement evidencing such

a waiver of confidentiality, from the subject of such files.
‘ ]

X L

t
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EFFECTIVE: 12/11/95

| 280-2.3 EEO Investigation and Documenﬁatidn

(1) The investigation will ahdress a thorough review of:
(a) the c1rcumstances under which the alleged discrimination occurred;
(b) the treatment of the complainant as compared with the treatment of
other employees in the organizational segment in which the alleged
discrimination occurred (i.e., those similarly situated); and (c) any
policies and practices related to the work. situation which may
constitute, or appear to constitute, d1§cr1m1nat1on even though they
have not been expressly cited by the complainant.

{(Z) When preparing the signea sworn statements reflecting
the interview of each witness involved in an investigation, the
Investigator will ensure that 1nformat15n regarding a person's

(1'3 membership or nonmembership in the(complalnant s group. (i.e.,. the

Y

complainant's race, sex, etc.), needed to assist the fact-finder or
other government official in any adjustment of the complaint or to
make an informed decision on the compl£1nt shall be recorded in the
investigative file. The term "investigative file" refers to the.
various documents and information acqu1fed during the investigation,
1nc1ud1ng signed sworn statements of tﬂe complainant and witnesses,
and copies of, or extracts from records, policy statements, or
regulations of the agency organized to show their relevance to the
complaint or the general environment out of which the complaint
arose, :

EFFECTIVE: 12/11/95

280-2.4 Investigative Report/Review by the Office of the General
Counsel !

‘Upon completion of the inves%igation, the EEO Investigator
will prepare a written investigative record which will include all
appropriate documents gathered during the investigation. These
documents will be placed in a bound encasement and thereafter prOV1ded
to the complainant through the Office of Equal Employment Opportunity
Affairs (OEEOA). Inasmuch as a copy of the investigative record may
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eventually be provided to the Equal Employment Opportunity Commission,
no classified documentation or any 1nformat10n the disclosure of which
would violate any statute (as examples, the Privacy Act, Title 5,.
United States Code (USC), Section 552a, or the Freedom of Information
Act, Title 5, USC, Section 552, as amended), may be placed in the
file. To that end, it is essential that all material intended to be
released to the complainant be referred\for review by the OEEODA to
Office of the General Counsel's (0GC) C1v11 Discovery Review Unit
prior to such.release. After 0GC's CDRU completes its review, the
OEEQA will release the investigative re}ord to the complainant.

EFFECTIVE: 12/11/95

280-2.5 Theories of Discrimination |

There are five recognized theories of discrimination, each
"7 requiring different 1nvest1gat1ve'appr05ches and evidentiary
(; ©  standards. The five theories are: Disparate Treatment; Disparate or
Adverse Impact; Perpetuation of Past Diécrimination; Failure to
Accommodate; and Retaliation. !

(1) Disparate Treatment ,
(a) Definition and Deécription

D1sparate Treatment is the ‘most commonly alleged
complaint. ‘It occurs whenever sxmxlarly situated"
individuals of a different race, color,'religion, sex,|sexua1
or1entat1on,|nat1ona1 origin group,|dxsﬁb11ng|cond1t1on or age, are
accorded disparate treatment, or are treated differently, in the
context of a similar employment 51tuat19n. .

(b) . Investigation and EV1dence

: 1, A PRIMA FACIE.case of discrimination under
this theory, as it relates to h1r1ng or, promotions, requires that the
complainant: (a) be a member of a protected class (race, color,

| religion, sex, |sexual orientation, |natﬂona1 origin group,|dlsab11ng|
condition or age); (b) be qualified for and have applied for a
position for which applicants were sought (minimum qualifications are
sufficient); and, (c) despite be1ng qualexed was réjected.

Alternatively, element (b), above, may consist of the member of a

L
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protected group receiving disparate trePtment in some term or
condition of employment, e.g., disciplinary treatment, transfers,
,assignments, etc. ‘

2. In pursuit of:evidence régarding claims of

discrimination under this theory, the inestigator looks for a
discriminatory motive which can be inferred from uncontroverted facts
indicating difference in treatment.

3. To make a vallid comparison of treatment, the
investigator should determine who would be expected to receive the
same treatment, and locate or identify @ther individuals who are
situated in similar, or if possible, identical employment situations.
Thereafter, the treatment afforded each: is compared to supporl or
refute the allegation that such factors as race, color, religion,

I‘sex,|sexual orientation,|or national origin group were considered in .
the employment decision at issue. : d

4, In response to the complainant's claim,
A management officials must have an oppoﬁtunity to- rebut the-
(;--a complainant's claims. In age cases, for example, the manager may be
“ able to cite a "reasonable faclor othef,than age" to account for the
difference in treatment. ¥
5. The investig&tor may then afford the
complainant an opportunity to provide é&idence showing that the
management official's explanations are false or "pretextual" or in
some way concealing discriminatory behavior.

i
(2) Adverse or Disparate Impact
(a}) Definition and Déscription

Adverse impact r?sults from an employment
practice that, although applied equally to all applicants or
employees, has the effect of excludingyor adversely impacting upon
persons in protected classes, in significant numbers. This most often
occurs when a testing device or screen%ng technique has an adverse
impact on hiring or promotion of protected classes. For example, a
hiring standard of 6 feet, 200 pounds,ffor Hawaiian police officers,
would automatically exclude a disproportionate number of Asian
applicants. i

(b) Investigation and Evidence

1. Any policy or practice that, as an example,
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results in a proportionately lower seleétion rate for a protected
class, and is not justified by a business necessity, constitutes a
discriminatory policy. It is the consehuences of the policy or
practice, not the motivation, that is the key. Therefore, the
complainant is not required to show probf of intent; instead, a
statistically significant imbalance is relied upon to show the
discriminatory impact of the challenged;practice.

2. It is difficult in individual cases to prove
a motive of discrimination. In the absEnce of direct evidence of
motive, statistical data showing a patt%rn of nonselection or ~
underut1llzat1on of the group in quest1on may be sufficient to
establish that motive. Adverse impact cases are generally '"class
action" cases, as opposed Lo 1nvest1gat10ns of allegations brought by
individuals. .

;

(3) Perpetuation of Past D1scr1m1nat1on
I

(a) Definition and Discription
&g.ﬁ; This situation o%curs when the effect of past
o discrimination is being continued by thé present operation of a
neutral employment system. The employment system is neutral when it
applies evenly to all applicants or employees.

(b) Investigation and Evidence

1. The theory is similar to the adverse impact
theory in that there is no requirement that.the complainant prove
present discriminatory motive. Past dﬂscriminatory motive must be
shown, along with evidence that a facially neutral employment policy
perpetuates past discrimination., If such a circumstance is shown by
plaintiff, the agency's response must justify the continued use of the
policy as a business necessily. ‘

2. In such instg%ces, we are usually looking at
the consequences of specific employment practices, along with evidence
of a causal relationship between the piét discrimination and the
current policy's adverse effects. :

(&) Failure to Accommodate
(a) Definition and Description
!
This situation occurs when an employer refuses
to make reasonable accommodation for the religious practices or

Sensitive
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physical handicaps of employees and pro%pective employees unless to do
so would create an undue hardship on the conduct of the employer's
business. '

(b) Investigation and;Evidence

Accommodation is different from other theories
of discrimination because proof of a failure to accommodate does not
involve comparisons between the treatment accorded the complainant and
other similarly situated employees, or a determination of whether
neutral employment practices have an adverse impact on the employment
opportunities of women and minorities. FA PRIMA FACIE case of
discrimination is established if a comp}ainant shows that he or she
informed the agency of the need for an accommodation, and there was a
failure to do so. The agency is then given the opportunity to
establish that accommodation would havewcreated an undue hardship on
the conduct of its normal course of business.

(5) Retaliation '

(a) Definition and Description

This situation occurs when there is any act of
discrimination, restraint, interference; coercion, or reprisal against
any person because he or she has opposea the practices made unlawful
by Title VII, the Rehabilitation Act orl the Age Discrimination in
Employment Act (ADEA), or because he or|she participated in any stage
of the administrative or judicial proceedlngs concerning a complaint.
This section requires an investigator to thoroughly investigate
allegations of mistreatment brought by previous complainants as well
as any witnesses who have provided testimony in EEO proceedings or
otherwise engaged in any EEDQ protected activity. As examples, a
complaining party may raise allegations that, as a result of his or
her participation in an EEO protected act:vxty, some Bureau employee
has assigned him or her to undesirable duties routinely assigned to
others. One other example might be the‘fallure of Bureau official (s)
to select for promotion or assignment an eminently and obviously
qualified candidate who happens to havekbeen involved recently in EEO
protected activity. :

(b) Investigation andWEvidence

The analysis of evidence in a retaliation case
is similar to that in other disparate treatment cases. The
investigator should first establish that the agency knew of a
complainant's opposition to unlawful embloyment practices or his or
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her participation in the processing of,% complaint, and the date when
the agency became so aware. If the evidence indicates that the
complainant was subsequently treated differently, it raises the
inference of retaliation for the compla%nant's actions in opposing
such employment practices. The agency ﬁust then show that the

_treatment was not related to the complainant's protected activity.

The complainant could still prevail if the agency's explanation was,

in fact, a pretext for discrimination. .

EFFECTIVE: 03/07/97
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|SECTION 281. ORGANIZED CRIME/DRUG INVESTIGATIONS

L ™

‘

| 281-1 JURISDICTION ;

(1) Title 18, United States Code, Sections 1961-1968; and
Title 21, USC, Section 801 et seq. \

(2) .- Attorney General Order Number 968-82, dated January
28, 1982 (See, Title 28, Code of Federal Regulations (CFR), Section
0.85) authorizes the Director of the FBI concurrently with the
Administrator of the Drug Enforcement Administration (DEA), to
investigate violations of the criminal %rug laws of the United States.
These violations are located in the Comprehensive Drug Abuse
Prevention and Control Act of 1970, as 'amended, also referred to as
the Controlled Substances Act (Title Zﬂ}.USC, Section 801 et seq.)

(3). In passing the Organized Crime Control Act of 1970,
Public Law 91-452, Congress made a "Statement of Findings and
Purpose," a portion of which details how organized crime derives power
and wealth from illegal activities. 'The 'Statement” appears in Part
I, Section 182-1.1 of this manual. '

EFFECTIVE: 11/01/93

‘

‘ i

281-2 COMMONLY USED STATUTES/PENALTIES (See MIOG, Part I,
245-1(2).) ' ’
l The following are only the mdst commonly used statutes in

prosecuting these crimes. :
]

EFFECTIVE: 11/01/93 ' !
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281-2.1.1 Manufacture and D1str1butxon of a Controlled
Substance, T1t1e 21 U.S. Code, Sect;on 841

TR

. T 5‘%‘, ,,,mﬁr, %‘;\

b . i-."-'-

To manufacture, d1str1bute, d1spense, or possess wi _
intent to manufacture, distribute, or dlspense, a controlled T e
substance; or to create, d1str1bute,'or{d1spense, or possess w1th ‘
intent to distribute or d1spense, a counterfeit substance. !

5

EFFECTIVE: 11/01/93 -

281-2.1.2 Use of a Communication Facility; Title fo U
Code, Section 843(b) ! S ’wfﬁ

. PR B
- -
' i v 5" .

To knowingly or 1ntent10na11y use any commun1cat1on
facility in committing, causing, or fac111tat1ng the commission of anx
felony act .under subchapters I and II of Title 21. Each separate use~
of a communication is a separate offense under this subsection., -

3
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281-2.1.4 Distribution-To Persons Under
21, U.S. Code, Section 845. - .

R . 3 . i

Any person at least 18 years of age who distributés
controlled substance to a person under.ZI years of age.

4
V

'
LR -
Sooidab e o=
'
'
'
;

281-2.1.5 Distribution or Hanufacture In or Near Schools or:. b
Colleges, Title 21, U.S. Code' Section- 8453

e

\h‘r}: B

Any person who dzstr1butes*
substance within 1,000 feet of a pub11c

Toaw

'

EFFECTIVE: 11/01/93

281-2.1.6 Employment or Use of Persons Under 18 Years of Age ™
" in Drug Operat1ons, Txtle 21 .U.S. Co@e,_Sectlonp ‘
845b(a) . B Lo IR Be

N

h
e

Any person at least 18 years of age who employs, hxres, )
uses, persuades, 1nduces, ent1ces, or: coerces a person under 18 yea
of age to violate the Controlled Substince Act or the Controlled .
Substances Import and Export Act or assist in avo1d1ng“detectlon ‘or
apprehension by any law enforcement official under’ those Acts
281 2 1.7. ) e s i ' ‘ -

-
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281-2.1.9 Attempt and Conspiracy; Titlo‘Zl, U.S. Code; Section '

OEELSe 08 Undst i, Years,of Agsis
_ ution of Controlled Subs ance to Employee-
Under 18 Years of Age; thle;Zl Code, Sect1on B

8ASH(A) ‘<,

TN

L

L e e .
Sad ¥

Any person who violates Title;21, USC, Section 845b(a)~'
(see 281-2.1.6 above) by providing or dlstrxbut1ng a controlled .
substance to any person under 18 years of age; or any person who

violates Title 21, USC, Section 845b(a)!if the person employed or used

is 14 years of age or younger. o .

PRl

EFFECTIVE: 11/01/93 ‘

m Ff

-

I
i

281-2.1.8 sttr1butxon of Controlled Substance to Pregnant

Ind1v:dual T1t1e 21 U S Code, Section 8455 ()
RN i T s

K - g ‘f‘
Any person who d1str1butes any controlled substance
pregnant individual. -

EFFECTIVE: 11/01/93 . S

846 : IR

L . A

Any person who. attempts or- conspxres to commit any offense .
defined_in subchapter lk(Txtlg,thﬁUSCf Sect1ons 801 through '904)""
K O T < -‘.’;',:J’f“d:,."';&{‘?‘ll-.{A ,

EFFECTIVE: 11/01/93
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ont1nu1ng Cr1m1nal Enterprise (ccei;

(1) Any person, actxng in a'superv1sory posxtxo "
. u ' . « B v
-1nvolv1ngaf1ve or more other. persons,wwpo-commxts-a—felony ct<under
subchapters I and II of Title 21, and comm1ts a continuing ser1es of%
related v1olatxons, from whxch such person obtalns substant1a1 1ncom

and resources. 7

(2 Criminal Forfeiture — Any person convicted of
engaging in a continuing criminal enterprise shall forfelt to the
United States, in add1tlon to any other forfexture- ”f,F‘

(a) the profits obtained by hxm/her in such o,
enterprise, and S b

(b) any of his/her inteFest in, claims'against,.and
property or contractual rights affording a source of influence over,

the: cont1nu1ng criminal- enterprise. '

- .. b -
by ‘,,-1‘-‘;,_~‘--, £

.yom‘:' Criminal. forfeiture is under ‘the’ ithevie
court. In most instances the Agent s role is limited to supply;ng ’
evidence to the court through 1nd1ctmeqt testimony, 1nvest1gatxon,
etc., while the actual seizure and disposition of the property is

carried out by the U.S. Harshal s Service. S e S

EFFECTIVE: 11/01/93
FRAl]

. ) A
e . ) |

281-2.1.11 . Continuing.Criminal Enterprise — Principal.
Adm1n1strator, Title 21 USC% Section 848(b)
‘ A S s e T s il .
Title 21 USC Sect1on 848(b) requires the 1mpos1t10n o‘?auf“'
life sentence for any person who engages in-a. cont1nu1ng crxmxnal'.- ‘
enterprise (Title 21, USC, Section. 848(3)) and is the pr1nc1paf‘("
‘one of several pr1nc1pal) admxnzstrators;torgan1zersror leaders, ]
l L
(1) - the v;olat1on involved at least.ﬁb"
150 kg. of cocainej 1.5'kg.” of cocaine ‘base; 3 kg. of- PCP or”30 kg
PCP mixture; 300 gm. of LSD; 12 kg. of [n—phenyl-n’ propanamxde.or 3 kg_
of a mixture of n-phenyl—n propanam:de, 30,000 kg. “or more of 3:%%.
m1xture or substance conta1n1ng mar11uana or 30 000 or, more ma a
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plants regardless of wexght

. KES .. or.more, of a mxxture ‘or suhstance conta;

. 5 Ty .
‘ethamphetamzne, n

nxng’

':_ (2) the enterprzée or any ‘other enterprlse in which th
Fperson -was the ‘principals(ofre ‘one-of-several: principals) jurp=w

administrator, organizer.or leader, recélved $10 m1111on in gross
‘receipts during any twelve-month per1od of its ex1stence for the
manufacture, 1mportat1on or distribution of .heroin, cocaine,. PCP, LSD,»

fentanyl or fentanyl analogue. - ,ﬁh__{

REES B !-fi,;»;;gd.

281-2.1.12 Continuing Criminal Enterprlse - Intentlonal
; Killing; Title 21, u.s. Code,|Sect1on 848(e)

(1) Any person engag1ng in or work1ng in furtherance of - a»\
cont:nu1ng criminal enterprise or enga§1ng in an offense pun1shab1e

under Title 21, USC, Sections 841(b) (1)[(A) or 960(b) (1) "who . i+i
intentionally kills- or counsels, commands, 1nduces, procures, or -
causes the intentional killing of an 1nd1vxdual and such k1111ng L
results, violates Title 21, USC, Section 848(e)(1)(a) el

o '
i

(2) Any person who, during the commission of _
furtherance of, or while attempting to!avo1d apprehension, prosgfutxon‘
or service of a prison sentence for a felony violation of the v %s, 7"
Controlled Substance Act (Title 21, USC, Sections 801-960) , who e
1ntent10nally kills or counsels, commaﬁds,'xnduces, procures, “or
causes the intentional 'kiiling of ‘any Federal state or lo6cal law:
enforcement officer engaged in, or on account of, such officer's w o
official duties and such killing results, v1olates Title 21 USC,iw

Section 848(e)(1)(b) B .

i

* EFFECTIVE: 11/01/93"




RS

th

“"United States™ from any place outsxde

EFFECTIVE: 11/01/93 s

xé’
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281-2.1.14
Code,

. 3
'1 i
PR

To 111égally export any contr
United States.

Exportat1on “of Controlle
Section 953

mf‘:r.“

EFFECTIVE: 11/01/93

- 281-2.1. 15

Section 955

Code,

To 111egally 1mport anj'contr

Possession on Board Vessels,
Depart1ng From the United States,

To unlawfully possess, on board any vessel
vehicle arriving in or departing from the United States, or the
ﬁ a controlled substance, in

customs territory of the United States
Schedule I or II or a narcotic drug in

ete.,, ArrivinglIﬁ'OFh'
Title 21, U.S. .

a1rcraft or

L AT . R

Schedule III or IV.



“Of Uﬁlawful Importatlon Tltﬂ%?
Sectlon 959 o

'"It is unlawful for any- personrto manufacture or- dxstrlbut
a controlled substance in Schedule I or: . II intending or knowing that - 3
such substance will be unlawfully 1mported into the United States. Lot
This section is intended to reach acts |of manufacture or distribution A
committed outside the territorial juriﬁdiction of the United States.
Any person who violates this section shall be tried in the U.S.
District Court at the point of entry where such person enters the
United States, or in the U. S. D1str1ct‘Court for the D1str1ct of .
Columbia. !

EFFECTIVE: 11/01/93 i

~ A . Y
Sy a‘#r RIS S ui‘i. &

281-2.1.17 Attempt and Consp1racy,,T1tle 21 U S Code, Sect1on
963 . Cl

.
- :

‘ Any person who attempts or consp;res to cbmm1t any offense‘
defined in subchapter II (Title 21, USC, Sections 951 through 970).

.

|
w
|

-

EFFECTIVE: 11/01/93

TR
18 Bl a

. - . .
o Mo e
vy (R

281-2.1.18 |Use of a Firearm Dur1ng a Crime of Violence or Drug .-
Trafficking Crime; Title 18, U.S. Code, Section 924 (c)(l)
(See MIOG, Part I, 4-1.1.)

, | .
"Whoever,'during“énd in relation to any crime of“violence
or drug trafficking crime . . . uses or carries a firearm, shall, in ..
addition to the punishment provided for -such crime™ ML, be sentenced™
to 1mprxsonment for f1ve years . . . _"V oy ;

Y

NOTE: In BAILEY V. UNITED STATES (U.S. Supreme Court; = -
12/6/95), the Court held that 924(:)(1% requires an "active' use of
the firearm durxng the cr1me. Therefore, the nearby p0559551on'of a’
firearm, e. s in the trunk of a car, dur1ng a drug traff1ck1ng or v

; S
Sens1§;ve",
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V1olent crime, does not quallfy as a ?gse ~under the*statute.vg

hHowever, a person who "carries"

EFFECTIVE 05/10/96

. - - [y

| 1281-2.1.19| Penalties
(1) Title 21, USC, Sections 841, 952, 953, 955, and 959:
There are three levels of penalt1es according to the quant1ty of the
controlled substance involved in the offense. T

H

-

c-,! E Gy

@ 4 mandatory 10 years, maximum 1ife, maximum 54
million fine for offenses involving certaxn quantxtxes of Schedule I
and II controlled substances, 1nc1ud1né" - S ) et

1 kilogram or more“of lheroin; - . o -

5 kilograms or more of, cocaine; ' '

1,000 kilograms or more of marijuana..

(b) A mandatory 5 years, maximum of 40 years,- -~
maximum $2 million fine for offenses involving other quant1t1es of the'
same controlled substances, 1nc1ud1ng.k!.v‘-Jhk, ST e .. L
100 grams or more of heroxn
500 grams or more of coca1ne,

100 kilograms or more |of marijuana.

(e) Nonmandatory jaill terms are to be imposed for. o
offenses involving lesser quantities of the same controlled substances "
and all other Schedule I and II substances. Maxxmum penalt1es ,are 20,
years' 1mpr1sonment and a $§1 million fzne a 7

- (d)"  Offenses’ 1nvoIV1ng;less than 50 kllogram
marxjuana, or 1ess than 10 kilograms of:hashxsh or.less than 1%

A K l ,.

" (e) Offenses 1nvolv;n% Schedule IV Controlled
Substances are subject to a maximum of 3 years 1mpr1sonment and a

$250 000 f1ne.l




(f) Offenses 1nvolv1né Schedule V Controlled

Substances are subJect to a maximum of, l—year, prlsonment and a
$100 000 f;ne. SR e R o

1

T (g) Increased penalties are prov1ded for'persons
having prror drug-related- convictions, and when?¥death or serious—
bodily injury results from the use of the substance in questlon.u
Increased fines are established if the gefendant is other than an:
individual, Mandatory minimum jail terms may not be suspended or the
defendant placed on probat1on or released on parole during the term of
imprisonment. Mandatory terms of superV1sed release are imposed after.
the term of imprisonment. Defendants who provide substantial
assistance in_the investigation and/or prosecutlon of another cr1m1na1'
offender may "be sentenced to less than ‘the mandatory minimum’ Ja11 '
tern.

]

(2) Title 21, UéC Seotioni843(b)' Maxlmum of &4 year
and a $30,000 fine for offenses 1nVOIV1ng the use of a communlcatlons

gu,._,-

facility. ' S oEe e

(3) Title 21, USC, Section 844(a): Maximum of 1 year and
a $5,000 fine for the first offense 1nvolv1ng simple posse551on3'”*”

(4) Title 21, USC, Section,845: Up to twice the penalty
autherized by Title 21, USC, Section 841(b) for the flrst offense’
involving distribution to persons underlage 21, - o

(5) Title 21, USC, Section;845(a): Up to twice the"
penalty authorized by Title 21, USC, Section 841(b) for the £1rst
offense involving distribution or manufacture in or near schools or
colleges or within 100 feet.of a playground public or private youth -
center, public swimming pool or video arcade., T - : v '

- (6) Title 21, USC, Section| 845b(a) Up to twice the-.. .
penalty authorized by Title 21, USC, Section 841(b) for the first
offense involving employment of persons“under age 18. ey

T -

(7) ~-Title 21, USC, Sectlon 845b(d) Maximum of 5 years .-
and a $50,000 fine in addition to up to twice the penalty author:zed o
by Title 21 ,/ Usc, Section’ 841(b) for the first .offense . 1ng&1ving W

employment of persons under age 15 or d1str1butron to pErsons under&f*
age 18, .

" ' 3 S !
(8) T1t1e 21 USC, Sectlon‘sas(f) Up to twice the
penalty authorized by Title 21 UsC, Seﬁt1on 841(b) -for the f1rst
offense 1nVOIV1ng dlstrrbutlon to a pregnant 1nd1v;dua1,utia_




i .'?'w._m.rﬂ ;
piracy. a

Substances Act. ) e . A

o
; (10)4 Title-21, USC} Sect1on{848(a) 5 )5
years' to life 1mpr1sonment and a fine _not exceedxng $2 mxllxon for
the offense of engagxng in a Contznu;ng Cr1m1nal Enterpr;se (CCE)

e

(11) T1t1e 21, USC, Sect1on 848(b) Life 1mpr1sonment andgfﬁmﬁs
a fine not exceeding $2 million for the offense of engaging in a CCE :
as the principal adm1n1strator.

1 .
%

5 el

-(12) ?Txtle 21 USC Sect:on 848(9)(1)(af and (b)
life imprisonment or death penalty.

S .
)

‘ (13) fitlé221' Usc, Sect1onl963'; Same” penalty for attempt» o
. and conspiracy as for the substantive offense of the Controlled ‘
Substances Import and Export’ Act.

EFFECTIVE: 05/10/96 ]

||281-2.1.20] Venue

_ Lo
‘ Any district in which the offense
completed. |

EFFECTIVE: 05/10/96 L D R

281-2.2 Racketeer Influenced and Corrupt Organlzatzons

Statutes, Penaltxes, and Venuﬁ
1% EAC




EFFECTIVE:

| F981-2.251 Tit18: 185 U2 Code

LThlS 1nc1udes'

11/_@1493

Part I, 183-1.2.) .

TN TY

(» "Racketeer1ng act1v1ty was expanded under the,"Moton,ﬁn,
Vehicle Theft: Law Enforcement Act of 1984" to include " 1nterstate ' TS
transportation of stolen motor vehlcleﬁ and trafficking in certain - . - .
motor vehicles or motor vehicle parts.'; State offenses are- 1nc1uded by
gener1c des1gnat10n. "Federal offenses Fre 1nc1uded by spec1£1c'--.‘
reference. The term racketeerlng act1v1ty is a ‘key statutory term.
Under Section 1962, racketeer1ng activity is one of three. . ':

prerequisites to comm1551qn of an offense._”If there is, _no
racketeer1ng act1V1ty or ‘no collection of an'"unlawful debt
can be no violation ofhthe prov1sxons of th1s txtle.

'S
ki
S

(2) "State" means any State of the Un:ted States,
District of Columbia, the Commonwealth of Puerto Rico,’ any.terr1tpry'
or possession of the United States, anx political subdiv slon;“cr'any
department, agency or 1nstrumenta11ty tPereof‘ eV

11 .

(3) "Person” broadly includes any 1ndi$;dual or
organization that may hold any propertf interest. Any such person
who violates the prohibitions of Section 1962 is subject to the
sanctions of Sections 1963 and 1964, 1nrlud1ng forfeiture,
divestiture, dissolution, and prohxbltlon of future holding of

interest. #

‘..

{(4) "Enterprxse 1nc1udes assocxatxons in fact as we114
" as 1ega11y recognized associative ent1tﬁes. Thus, 1n£11trat10n of any
associative group by an 1nd1vzdual or group capable of holdxngl -
property interest can be reached S : .

A

A5 "Pattern'cf racketeering activity“ requires at least
two acts of racketeering activity. Oneﬁact in the pattern must be:.
_engaged in after the effect:ve date of the legislation.,; The two.acts

necessary to estab11sh the pattern mustroccur w1th1n a, per:od of ten-

(6) "Unlawful debt" includes| debts that are 1ncurred* ieriR
exther in connection thh an illegal gamb11ng bus1ness or an 111ega1n
usury business where the rate is at least thce the enforceable rate

2
"loanshark1ng as a racketeerzng act1V1ty .in connectrpn”
A % - s i I 7 h‘ﬁ‘.".!.“" by

ﬂ"“

e




the duty of enforC1ng or carryrng 1nto

L1 : .‘M-wf’ S . S eyl

S ey vd\,_

‘ (8) "Racketeerrng investigation" means any 1nqu1ry
conducted by a racketeering 1nvest;gat%r to determine if there has i
been any viclation of these sections or.any final order, Judgment, or'
other decree of any court duly entered 1n any case or proceeding
arising under these sections.

| & o
(9) '"Documentary material" 1nc1udes any books, papers

records, recordings, and other materraﬂs. A T iy

1
l

(10)"Attorney General" 1nc1udes the Attorney General of
the United States, the Deputy Attorney General or any department or.
agency employee designated by the Attorney General or Deputy Attorney
General to carry out the powers conferqed upon the Attorney General
under-these.sections. . . = NN

EFFECTIVE: 11/01/93 ' b L
_ | .

281-2.2.2 Title 18, U.S. Code, Sect1on‘1962 (Prohibited -~
Racketeering Activities) (Sej MIOG, Part 1, 183-1.3)

(1) Section 1962 establrshes a threefold prohibition..
aimed at stopprng the 1nf11trat1on of racketeers into 1eg1t1mate
organrzatxons. TR oo ek .

(2) Subsectron (a) makes 1ttun1awfu1 to 1nvest funds
derived from a pattern of racketeerxngJact1V1ty“'as deflned in . ti
1961 (1) and (5), or collection of unlawful“debt as defined in Sectionsy
1961(6) in any enterprise engaged in interstate ornforexgn commerce.ia- i
The funds must have been derived by thé{rnvest1ng party from act1V1ty
“in which he/she participated as a’ pr;né;pal.} An, except1on has ,Jbeen = L

provided for the purchase on, the .open market of less than tfpercent

1n fact to the 1nvestor.

R
et . et
e LT - et

‘ (3) Subsectxon (b) proh1b1ts
an enterprxse through the proscrxbed pattern of racketeerrng
3 Vﬁ ‘.—4 A Sae L ";;Ef?f-"*“ %‘.é‘ gl

N’T%_ e




i

orooerty. In’ general,11t 1ncorporates by reference the long-tested

activity or collectxon of unlawful debtﬂ There is no 1 percent
‘limitation here as, in subsection (a) because*ﬁa) focuses - on 1egrt1mate~i'
“aéquisition with 111egxt1mate funds.'fSubsectidﬁw(b) focuses ,on
illegitimate acquisition with 111egxt1mate funds.: Subsectlon (b)ﬁ v
focuses on illegitimate acqux51t1on thrtugh ‘the proscr1bed pattern ‘of
activity or collection of debt. Consequently, any acquxsxtxon meeting =
the test of subsection (b) is- proh:bxted without except1on.;-‘_
(&) Subsection (c) proh:bztslthe conduct of the

enterprise through the proh1b1ted pattern of activity or collectxon of

debt. Again, the proh1b1t1on is thhout exception,
!

&) Subsect1on (d) makes conspxracy to V1olate (a), (b).,m
or (c) equally subject to the sanctxons|of Sections 1963 and 1964

EFFECTIVE: 11/01/937%-

281-2.2.3 Title 18, U.S. Code, Section 1963 (Criminal ™"
Penalties) (See MIOG, Part 13;183-1.4.) '

(1) Section 1963 provides cr;mznal penaltxes-—1nc1ud1ng
criminal forfeitures——for violation of Section 1962 ju

(2) Subsection (a) The maximpm penalty authorized under
subsection (a) is a $25,000 fine and imprisonment for 20 years. But,
in addition, violations-shall be punlshed by forfeiture to the United
States of all property and interests, as broadly described, which are
related to the v1olat1ons. Interests in an enterpr15e 1nclude,1 o
profits and proceeds derived from a v1dlat1on of Sectzon 1962. 77

L
B

- (35' Subsectxon (b) prOV1des for the enter1ng of
‘restraining” ‘ofders and” proh1b1t10ns and the requiring of performance
_bonds to prevent preconv:ctxon transfere of property to defeat the

}.

purposes of the new statutes. o - h*-ﬁ‘ B ”35”

a . .

* (4)“ Subsect:on«%c) prOV1des rules govern1ng the forfextedfv“

customs law provisions. , It adds a provision that those r1ghts wh1ch
are not exercisable or usable by the United States shall’ ‘expire. The -
United States is requxred to d1spose of,property as promptly 85518 -

practxcal mak;ng due prOV1szon for thefrxghts'ofﬂ1nnocent ﬁé??%gs%'
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AEFFECTIVE' 11/01/93\
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L

(1) Section 1964 prOV1des ciyxl remedies
violation of Section 1962.

o Cm £,
EFFECTIVE: 11/01/93. "¢ s
| | |

281-2.2.5 Title 18, U.S. Code, Section 1965 (Venue and Process
for RICO Statutes) (See MIOG, Part I, 183-1.6.)

1
.

_ 7 . ’ : o
The broad venue provisions of|this legislation are set out

at length in Section 1965. Any questxon of venue should be resolved
with the United States Attorney with the concurrence of the .

Department.‘ _ '

. PV RE L - !

.- | R . ) . . . L

?5f2,§?1,f5;f: A }‘,;.’E},s--c“




RPN

P (1) To max1mzze the 1mpact.on the: organxzedwcr1me7arugm
"ﬁfﬁblem,"lnvestxgatlons conducted under| thé restructuréd 0rgan1zed "
Crime/Drug Program  (OC/DP) will-concentiate on the*fajor. 1nternat10nal
and domestic criminal organizations and“1mportant regional groups
controlling significant segments of the 111ega1 activities 'in the
Un1ted States.: ' T :

(2) - oc/DP CLASSIFICATIONS/ALPHA DESIGNATORS:
Investigations conducted under the OC/DP will concentrate on the
criminal organxzatxons, noththstand1ng£the statutory V1olat10ns,3

committed by the group. The following alpha designators apply’to

cases classified under the OC/DP as 92, .245, and 281 matters. .. Case,
titles should be carrled as. 0rgan1zed Crxme/Drug Invest1gatzon5‘
(OC/DI) Criminal’ - 'Organizatidnal Identif

i

Mex1can 0

e

281C -

L T ;

As1an Organxzatxons -




|
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PAGE 281 -

281H

2811

2817

NOTE: O0C/Drug Racketeering Enterpr1seTInvestigEtioﬁs (REIs), which
have as their goal the acquisition of information concerning the .
composition, structure, and act1v1t1eslof maJor organzzatxons, will be
conducted under the 92 classification and will bear the character
"REI. The Intelligence Section will manage all 0C/Drug REI matters
with appropriate input by 0C/Drug Operations Sections 1 and 2.

i

(3) all oc/pp 1nvest1gat1ons in the 245, 272 and 281"
classifications may be opened on SAC author1ty Furthermore, the SAC
may wish to delegate this authority to1the appropriate ASAC and/or SSA
designated OC/DP manager or coordinator. Any such delegation,
however, must be in writing, I ' g

(4)  All OC/DP investigations of criminal groups or
organxzatxons will be conducted under the 281 classification.’

-] At
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Information pertained only to a third party with
request is listed in the title only.

Documents originated with another Government | agency(zes) These documents were referred to that agency(les) ’

for review and direct response to you. ;
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EFFECTIVE: 10/01/97

L)

| 281-3.1 Investzgatxons Regard1ng Sportp‘Team§

r,.,v,

(1) Personal use “"dlﬁr;di%trrhutxonécaées concernxng ;
players of professional or amateur sports teams do .not warrant FBI
investigation unless the player 5- 1nvolvement in the operation would

8 T ”'231 3(2) T
28 -

meet the criteria set forth in MIOG, P rfﬁ

S &'H . o i ‘-‘ i
(2). If an 1nvest1gatxon i's ﬁ%f warranted by the FBI
1nformat1on regard1ng the use, and/or d1§tr1but10n by partxcula
players ‘should be indexed for’future{rg}r;eval,, ﬁgf'approprxese .
.. o referred to DEA or locallstate authorxtxes. "F1e1d“d1v o1 : hould. Az
"advise FBIHQ, Organized Cr1me/Drugr§§?%%h (OC/DB),.by axrtel of the,. .

facts in these matters,,

apotentxal'
@ﬁﬁﬁ“'“ﬁ%.”
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ensitive

A

Part I PAGE 281 - 20

sports bribery and illegal gambl:ng vxolatxons.f The involved
players/tra1ners/coaches should be 1nterV1ewed‘regard1ng these

EFFECTIVE: 11/01/93 e T

| 281-4 INVESTIGATIVE/REPORTING PROCEDURES

OC/Drug Investigations will generally be complex
investigations and should be closely c' di ated with FBIHQ and with
the appropriate United States Attorney

IS - TRTS

EFFECTIVE: 11/01/93 e
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EFFECTIVE: 07/20/95

281-4.1.,1 Clandestine Laboratories (See MIOG, Part I, 281-8.1.5.)

(1) Investigations involving clandestine laboratories.-
should be initiated as set forth in MIOG, Par 281-4.1 with a
particular note that DEA has an

(2) Special caution must be taken relative to the seizure
of clandestine laboratories by Agent personnel. The common presence -
of explosive chemicals and the delicate nature of closing down an.
in-process operation presents acute dangers.

(a) FBI personnel will not KNOWINGLY attempt the
seizure of a laboratory without the presence of an experienced DEA
chemist.

{b) The initial entry into the laboratory will be
limited to the arrest team whose immediate objective is to secure the
subjects present. Once this is accomplished the DEA chemist will
enter the site, conduct an overall survey of the operation, and then
shut down any ongoing chemical process.

{c) Law enforcement perbonnel should not. attempt to
shut down any ongoing chemical process or tamper with laboratory
equipment unless under the direct supervision of the DEA chemist.

(d) Under no circumstances will there be any
smoking, eating or drinking on the laboratory site. Agents should
aveid placing their hands on or near thexr mouths or breathing strong

vapors. o o )
i ) L

Wt e

(e} Dry-type fire extingﬁisher, neoprene éloves,
safety glasses and suitable air filtration masks should be on hand to
assure the safety of the personnel 1nvolved.\ i

(€)

Photographs of the fac111ty should be taken with
3 he o

45
-

Sensif1ve
PRINTED: 02/18/98
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‘smahtlxng;an

(h) The case Agent, togétﬁér'with the chemist),
determine the appropriate means of process1ng the ev;dence..

‘ (i) Drug evidence (f1nlshed product) should be
processed in accordance with instructions set forth in MIOG, Part I,
281-8 through 281-8.1.11.

(j) Laboratory equipment: process as nondrug -
evidence, or, if it is to be submitted to the DEA laboratory for trace

analysis, process as drug evidence. L e
H

(k) Miscellaneous itemsrinstrumental to the
laboratory operation, but not needed as, evidence (e. s bulk
quantxtxes of glassware, nonhazardous chemxcals, etc.):” photograph
and seize for forfeiture under Title 21 USC, Section 881.

(3) Hazardous Chemicals

a
l (See MIOG, Part I, 281-8.2 & 281-8.2.1.)

EFFECTIVE: 11/01/93

281-4,1.2

" o .
Funding Drug Cases and Purchase of Drug Evidence

Sensitive
PRINTED: 02/18/98

i
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| 281 =41

»35\- (1) As a matter of general polxcy, Government funds e
* should not be "fronted" (advanced on the prom1se of a subsequent -- - °
delxvery of drugs). When this techn1que is deemed necessary, pr1or
FBIHQ authority must be obtained. In request1ng author1ty, an’ . .. e
approprxate commun1cat1on should be submxtted to ’ FBIHQ deta111ng the A
cxrcumstances, plans for%pxnxmxzzng the; rzsk of loss and ,
Just1f1cat1on for the use of this technlque -
EE-OR . o ;f}‘_"_'{_e_ . -
. (@, Prier
funds for purchases of
subsequent delxvery ofﬂ

EFFECTIVE: 11/01/93 ° & 5%

v . . el

:581—4.1.4 Reverse Undercover Operatxons (RUO)

oy
and

(1) An RUO involves an undercover (uc) technzque in whi hr
or 1nformant poses 'sAa'drug seller or raff1cker rath'r%'“
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utilized:

(i) Concurrence of thé prosecutxng
utilization of the technique;

(j) where a DEA Laboratory is the. ource for the
drugs, a statement that the DEA Laboratory has béen contacted and -
advised as to the type of drug needed, pur1tyt£packag1ng, amount, and
date when required; ' i

I

e

(k) Name of the Agent(s)g L
drugs and name of supervxsor hand11ng the ¢
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EFFECTIVE: 11/01/93 "

281-4.1b10Drug Show Scenarios '

(1) In some instances, in ordér to develop evidence ofm
subject's involvement in a major drug. consggracy CH;?%
UCAs may pose as drug manufacturersﬂﬁﬁrﬁfﬁtrzbuto
the d1splay of quantxtxes of controlled substances”

s ;W»ﬁzi’ T e o

| (2) |Deleted|

i '
(3) Each field office will ensure coordination with the
appropriate agencies in order to avoxd a confrontatlon s1tuat1on.

EFFECTIVE: 07/17/95 i
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281-4.1.13 [N

! NOTE: 14 C.F.R., 91.12 permits commoh‘cérriers to cooperate with law
; enforcement in transporting shipmeng
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Part I . PAGE 281 - 34
. |

EFFECTIVE: 06/10/94

281-4.2 Civil Investigative Procedures for OC/DP Cases (See MIOG,
Part I, 183-3.1.) :
1
(1) ‘These investigations ate conducted pursuant to Title
18, USC, Section 1964(a) (equitable relief) and/or 1964(c) (treble
damages) and provide the Government with powerful tools, in the form
of permanent injunctions and organizational reformation, to eradicate
entrenched criminal influence by disassociating the criminal
enterprise from its economic base. The'general investigative
procedures of MIOG, Part I, 183-3 are applicable to civil
investigations. Civil investigative target selection and vigorous
enforcement of injunctive orders by the FBI provide program managers
and squad supervisors with new opportunities to achieve success in
their respective investigative areas. Examples of these injunctive
orders and remedial actions range from the lifetime bar of individuals
v from their profession-or craft to restoration of democratic. processes:
\R_fﬁ {union election reform) and competitive!business practices (removal of
e extortionate payments.) '

(2) ~Investigative experience has demonstrated that the
composition of the civil complaint contributes significantly to the
success of the litigation and the protedtion of Bureau interests. The
complaint must be structured to protect the integrity of ongoing
criminal investigations and programs, elg., informants, from
inadvertent difclosure. Government attorneys 11t1gat1ng a civil
investigative matter must adhere to the “strict provisions of the
Federal Rules .of Civil Procedure (FRCP) iwhich prohibit their “access
to, or use of, certain privileged 1nformat10n derived from the
criminal investigative process. To sat1sfy the FRCP and to assure
Bureau interests, a segregation process for this information has been
developed and successfully employed in prior civil investigations of
both national and local targets. The process requ1res that all
documentation or other supporting evidence used in: ‘the case be
reviewed and coordinated by personnel from the|0ff1ce of the General
Counsel, |Civil Discovery Review Unit (CDRU) =The:CDRU - will conduct.
comprehens1ve fieldwide file reviews and. indices searchés for all
subjects prior to complaint filing. Subsequently, the CDRU will
conduct similar reviews and searches to satisfy court-ordered
discovery motions after the complaint is filed. This review process
permits the CDRU to excise protected 1nformat1on by asserting various
constitutional, statutory, and governmental privileges, prior to
disclosure to Government attorneys for complaint and/or trial

Sensitive L
PRINTED: 02/18/98 - o
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preparation. ,

(3) In view of the complexity of this investigative
technique, the demands made on both field and FBTHQ resources, and its
impact upon criminal investigations nationwide, all civil
investigations will require approval from the FBIHQ substantive
section prior to case initiation. The field division will forward to
FBIHQ a copy of the draft complaint coincidental to the United States
Attorney's submission of the draft complaint to the Department of
Justice (DOJ). The draft complaint will be reviewed by the CDRU and
substantive section and assessed for discovery impact on FBI files and
informant sources as well as potential resource dedication for
processing. - i

EFFECTIVE: 09/09/94

(:;J; 281-4.3 Department Policy Concerning RICO Investipations
L (See MIOG, Part I, 183~6.) !

(1) In its guidelines concerning Title IX of the
"Organized Crime Control Act of 1970," the Department has issued
instructions that no criminal or civil prosecutions or grand jury
investigations are to be pursued w1thout the initial clearance of the
Department. l

“(2) In addition, the Department has indicated that the
Attorney General may designate any depaftment or agency to conduct :
investigations and, in the absence of such designation, jurisdiction
to conduct investigations for violations lies with the Agency having
jurisdiction over the violations constituting the pattern of
racketeering activity listed in Title IX of the 'Organized Crime
Control Act of 1970." :

EFFECTIVE: 11/01/93 '
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| 281-5 -

EFFECTIVE: 07/20/95 R

| 281-5.1 Criminal Investigations (See MIOG, Part I, 183-8.1, |245-5| -
& 281-4.1; MAOP, Part II, 10-9(20).) , '

(2) |Deleted]

| (3) |Deleted]| e | | _ ,
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EFFECTIVE: (7/20/95

[

| 281-5.2  Civil Investigations (See NIOG, Part I, 183-8.2.)

EFFECTIVE: 11/01/93

281-6 " INTERNATIONAL INVESTIGATIONS

EFFECTIVE: 11/01/93 : o

] o .Sen51tiVe-
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PAGE 281 - 38

{2) In FBI drug iﬁﬁéétigatibns’ﬁké;éfthere 15 minimum DEA
participation, the request for foreign drug investigations will be
transmitted by teletype to FBIHQ. e

EFFECTIVE: 11/01/93

281-6.2 International Travel by FBI ?ersonnel, Cooperative
Witnesses (CWs) or Informants|(See MIOG, Part II,
23-8.2.) | : | ; : i

N

(1) Certain investigations
CWs, or informants, to travel to foreign
an OC/Drug investigation. In all f&f@i?ut' A
Ambassador is the personal representative of the President of the
United States and represents the highest U.S. authority in that.
country., Therefore, no foreign activity may occur without prior
notification to FBIHQ, where the necessary liaison and notification
procedures will be effected. ¥ Snd :

s Vel e A e

1
(2) FBI personnel, CHs or‘informahts will not be allowed
to travel internationally in connection!with matters involving
criminal investigative programs without.approval of the appropriate
|{CID Section Chief, | o G

EFFECTIVE: 06/10/94

. Sensitivéa_”'?
PRINTED: 02/18/98:




Sensitive

2 Manual of Investigative Operations and!Guidelines
Part I , PAGE 281 - 39
| 281-7 ADMINISTRATIVE SUBPOENAS

EFFECTIVE: 11/01/93 ' : L

| 281-7.1 Authorization f

(1) Title 21, uSC, Section 876, authorizes the Attorney
General to subpoena witnesses, compel attendance and testimony of
witnesses, and require the production ﬁf records relevant to a
controlled substance investigation. This authority has been
redelegated through the Director of theiFBI to SACs, ASACs, and SSRAs.

(2) - This subpoena may compell the witness to attend,
testify; or produce records from any place within the jurisdiction: of
the United States; however, a witness may not be required to travel
more than 500 miles from the place he/she was served in order to
attend the hearing. Witnesses will be paid the same fees and mileage
that are paid witnesses in United States courts,

1

EFFECTIVE: 11/01/93

| 281-7.2 Service of Administrative Subéoenas

Administrative subpoenas (FD-617) may be served by any
person designated in the subpoena to serve it, Proof of service
affidavit will consist of the party whoiserved the subpoena completing
the "certification of service" section on the reverse side of the
original copy of the FD-617. ) f '

EFFECTIVE: 11/01/93

‘.-'.’-[
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281-7.3 Enforcement

The United States court in tﬁe jurisdiction of the
investigation or residence of the subject may order compliance with
the subpoena. Failure to comply with this court order may be punished
by contempt of court proceedings. '

EFFECTIVE: 11/01/93

281-7.4 Instructions

(1) Administrative subpoenas are to be used only in
investigations involving violations of the Controlled Substances Act
(Title 21, USC, Section 801 et seq.). ‘

(2) Restraint should bBe exercised in the use of the
administrative subpoena as it is not a substitute for a search
warrant. '

(3) Primary use of the administrative subpoena will be in
obtaining record information from telephone and telegraph companies,
hotels, utilities, banks, and other business institutions. When
obtaining bank records, Agents must comply with the Right to Financial
Privacy Act, ‘ ' :

1
(4) The subpoena (FD-617) is printed in two copies,
original and attested copy. !
i )

(5) The service return is located on the reverse side of
the original copy. The original with eXecuted return of service will
be kept in the case file., A photocopy of the original should be
maintained in a control file for administrative subpoenas in each
field division. '

(6) The attested copy of the subpoena should be delivered
to the person named therein. :

(7) FBIHQ, Office of the Gener?l Counsel, must be
contacted prior to any administrative subpoena for records not in the
hands of a third party (i.e., subjects and associates).

.-
Sensitive
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NOTE: Adm1n1strat1ve1y subpoenaed information is not rule 6(e)
material. ‘ X
! _

(8) |In instances where an office of origin is requesting
information to be subpoenaed by an aulezary office, either the office

ks

~of origin or the auxiliary office may issue the administrative

subpoena(s). In either case the or1g1nal subpoena|should be forwarded
to the office of origin along with the subpoenaed 1nformat1on.

i

EFFECTIVE: 07/20/95 :

281-8 EVIDENCE HANDLING (CONTROLLED.SUBSTANCES) (See MIOG, Part
I, 281-4.1.1Q2) (i).)

F i

EFFECTIVE: 11/01/93 ;

281-8.1  Drug Evidence (See MIOG, Part I, 281-4.1.1(2) (i).)

(1) Two Agents/officers (not support employees), one
designated the sealing Agent/officer and one the witnessing
Agent/officer are responsible for ensuring that drug evidence is
sealed, transmitted for laboratory analysis, or placed in storage.
Opening and resealing of drug evidence must be conducted in the
presence of at least two Agents/offxcers.

(2) Laboratory analyses of se1zed drugs will be conducted
by the DEA laboratories. §‘w}'nema\i'erwthe package of. pdrug ev;dence is not
prohibitively large, the entiTé package should be heat sealed in
plast1c bags at. the “earliest opportunity.. DEA Form 7 is to be
utiiized when transmitting -drug eV1dence to the DEA laboratory.

(3) Certain procedures should be followed when filling
out DEA Form 7. Failure te do so can create problems for DEA
laboratories. (See also MAOP, Part II, Section 2-4.4.7 re execution
of DEA Form 7.) :

(a) The form should be typed Handwriting does not
print through to all copies.

[l
i
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Part I B PAGE 281 - 45
I

EFFECTIVE: 05/17/94 '

281-8.1.1 Weight Determinations (See MIOG, Part I, 281-4.1.1() (i) &
281-8.1.9.) ‘
(1) Investigative personnel will weigh and record all
drug evidence at time of seizure or 45 soon thereafter as practicable.
This initial weight will be prefaced by the word "approximate" in
recording the weight on an FD-302 or memorandum. The DEA laboratory
weight will continue to be the official weight for prosecutive and
statistical accomplishment purposes. .

o T g T e,
ST ‘o % A
’%L%ﬁ3§ﬁ§5§ mg%&

scont OR T ECRTENCaPab e ot tle ighingin & o
“7If the field-reported

¥ _ gqu;'weigﬂtﬂbﬁ?fg??ﬁ& 1 Bé?éént or

more from tggngosswiskgiiEPry‘weight,mthe appropriate squad

“supervisor will prepare a memorandum of explanation- for the. SAC or
SAC's designee. Variations will be reported to field offices by the

DEA laboratory upon completion of the ébalysi§.

(3) .1f.the drug seié““s::a$3i635¢téﬁfzfs:anieﬁsﬁbléé%ﬂ%izw,
. g seizurearalpl & : he: .

number of tablets or capsules can be determined by etther of two
methods: P

(a) By actual count if the quantity is_éqail; or#

(b) If-too‘volqminousrté count, by,coﬁputaffanfbisedj”
on relative weights, i.e., coﬁht:épd“wéighﬁlﬂQ qgips?tp;deteggjﬁégﬁf &
unit weight and then divide this weight-zintos hg‘ﬁgﬁfgﬁiﬁh_ ffﬁﬁhé:
entire exhibit to determine the tofal hﬁmber“ﬁfﬁﬁﬁ?ﬁ??fﬁﬁ*f 3

(4)_ if;vquidsfg}e involvéﬁ,ftﬂé?gréiéﬁqugntity will be .
dt?ﬁgfﬁgdjﬁﬁfaﬁlumeﬁf‘EstimateS”ﬁill be based on the known or apparent
3Eiié”3f;fﬁefcoﬁﬁaidér. '

ey m

EFFECTIVE: 11/01/93
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EFFECTIVE: 10/16/96 E

281-8.1.4 Storage of Drug Evidence (See MIOG, Part I,
O 281-4.1.1(2) G) L) :
(1) Upon completion of the analysis of DEA Laboratory
and/or FBI Laboratory, all evidence will be returned to the submitting
field division for retention and eventual destruction. The DEA
Laboratory and FBI Laboratory will not accept the responsibility for
storage of drug evidence.

. (2) The retention of drug evidence should be in _
accordance with instructions set forth:in MAOP, Part II, 2-4.4,7. The
intrinsic value of drug evidence requires the establishment of strict,
documented accountability,

(:1f EFFECTIVE: 11/01/93
g
281-8.1.5 Storage of Bulk Drug Evidence (See MIOG, Part I,
| 281-4.1.1, 281-8.2.2; MAOP, Part II, 2-4.4.7.)

: (1) Whenever feasible, store bulk quantities of drug_
evidence in the field office evidence room except in the case of

% : hazardous chemicals. : i
. . ° 1

. (2 ;ﬁ;;be quaﬁtitxﬂoﬁxdzqg%gxigence is ‘of such volume
that“"ﬁjiéﬁnRE‘bg;&ecured in the field office.evidence room, it may be

J“"w_;wffﬁﬂéiﬁdnded warehouse and must be afforded appropriate
:“”%éﬁfft?{ﬂi$'. o ; .

_ (3) Any other alternative deemed appropriate by the SAC,
after consultation with FBIHQ, and after careful consideration of the
safety of employees, possible contamination of evidence, chain of
custody restrictions, security of evidence, and other pertinent
factors, will be acceptable. '

(4) From a safety point of view, normal office space
building codes are considered adequate for storage of drugs. However,
the manner in which drugs of abuse are packaged is more significant
than the location where they are kept.'“Ldrge quantities“of_drugs can .

SensitiGe
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be sealed in any type container available such as heat seal. pouches;:
- Jheavy plastic sheets or paint cans so¢loqg,agﬁggéhﬁ;ug,paqgg&ﬁ}éékj?
© “from its package and contaminate the §tgyagéléﬁeéﬁ@,gggégsalgmgpgquﬁmﬁg
»be airtight since spilled drugs can inadvertently. be Picked Upgon the -
hands or temporarily be made airborne by a sudden burst of air. -

(5) Wet or freshly harvested marijuana will mildew if not
thoroughly dried before being permanently stored. It is-also — "
advisable to fumigate marijuana to curb_insect growth within the

“bundles. Additionally, marijuana aﬁh_FEude prqggratﬁgnqhgfﬁﬁome other
drugs, such.as cocdifie, PCP and metha@ﬁhetamine,uaggkhighlymp

gt T A T re b e g et o o . iem -7 [ P R S .
odorxfetgy§‘and;w111 require more than normal ventilation for, oder ..
—~— e Ty A N : : A ;

.
R L v s N

+ e g e g i T b R T R ) K
isinoted”that ~these odors”are not- caused by the active

itself, but rather by impurities”if the preparation.

!' (6) :Drugs sHbGTd be stored’'in a reasonably controlled
environment as elevated temperatures or humidity may result in Some
“drug decomposition. Thus, with some additional ventilation, along

n,With adequately sealed packaging, an area, such as the Bulky Evidence
Room: of*most field offices, is suitablé for- drug storage..

i

EFFECTIVE: 10/16/96
~

281-8.1.6 Destruction of Drug Evidence (See MIOG, Part I,
281-4.1.1(2) (i) ; MaoP, Part II, 2-4.4,7.)

(1) Controlled substances will not be destroyed prior to.
indictment, -except for those routinely destroyed under the bulk
destruction policy set forth in MIOG, Part I, 281-8.1.7. The
following, therefore, applies only to NON-BULK drug evidence.

(2) Postindictment Destruction. The U.S. Attorney's
Manual, Chapter 101, page 22, provides in part that "After the return
of an indictment, at the arraignment and plea, the U.S. Attorney shall
file a 'Notice of Intent to Destroy Controlled Substances'
(hereinafter 'Notice') in all cases unless he/she believes unusual
circumstances justify maintaining all seized evidence for use at
trial. The U.S. Attorney has the sole and exclusive authority to make
such a decision and when such circumstaqpes are present, said 'Notice'
will not be filed with the court and the controlled substances shall
not be destroyed.... At the time the 'Notice' is filed with the court
at the arraignment and plea, a copy shall be immediately served upon
the defendant, or his/her attorney." Seized evidence will nof' be
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destroyed until the field office receives a copy of the "Notice" and
has complied with the Procedures set forth therein.

(3) Posttrial Destruction. If "Notice" is not filed,
seized evidence will be held until the‘conclusion of the judicial
proceedings, to include the appellate process. Disposition of
controlled substances in such cases should be approved in writing by
the 1.8. Attorney and follow the forfeiture procedure set forth in the

| FORFEITURE AND ABANDONED PROPERTY MANUAL,

(4)  Seizure Without Trial. 1In those instances where
there iz no identifiable defendant involved and a decision is made not
Lo pursue the investigation, seized controlled substances will pe
disposed of in accordance with the forfpiture procedure set forth in
the FORFEITURE AND ABANDONED PROPERTY MANUAL. Final destruction
should follow the provisions of MIOG, Part I, 281-8.1.6(5) below.

Following either a det¢rﬁination by the U,S. Attornéy
olled substances need no longer be retained for
er notice is given. or a decision is made to

(:»f' the forfeiture provisions of the FORFEITURE AND ABANDONED PROPERTY
MANUAL should be followed. Prior to destruction, the Supervisor or
Relief Supervisor and the case Agent will withdraw the drugs from
storage and ensure that all evidence seals are intact. Actual
destruction of the drugs is to be accomplished by burning in the
presence of the case Agent, his/her Supervisor or Relief Supervisor,
and one other witness. |See 281-8.1.10 for documentation of evidence
destruction.| (See MIOG, Part I, 281-8.1!8(3)(a).)

EFFECTIVE: 12/23/96 \
[/

281-8.1.7 Destruction of Bulk Drug Evidence (See MIOG, Part I,
281-4.1.1(2) (i) & 281-8.1.6.)"
(1) The Bulk Drug Evidence Destruction Rule became
effective 4/14/88 and applies to both the' FBI ang DEA. It is not
i ¢ used to authorize destruction of bulk ‘drug
The rule-requires that threshoid
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FBI's written notice of the seizure is; provided to the appropriate
United States Attorney's (USA) Office. Upon receipt of the written
notice of the seizure, the USA, or his/her designee, may provide
written concurrence for destruction of the seized bulk drug evidence,
or the USA may submit a written request that .an exception be granted
by the SAC. Should the SAC deny the exception request, the USA may
appeal the denial to the Assistant Attorney General (AAG) of the
Criminal Division. The appeal must be ‘filed with the AAG within 30
days of the SAC's denial. Destruction !is stayed pending the final
decision of the AAG, f

(a) Field offices are not required to report bulk
drug seizures to FBIHQ. The only exception to this policy will occur
when an SAC's decision to retain or désfroy bulk drug evidence is
appealed by a USA to the Department of Justice. 1In the unlikely event
that such a dispute arises and cannot be resolved between the SAC and
USA, FBIHQ must be notified, .

I

: (b) The authority to request an exception, and the
(iﬁ*{ authority to grant or deny an exceptfon;request‘rests~solely with the-

USA and the SAC, respectively, and cannot be delegated. Since the
bulk of the drug evidence will be destroyed prior to trial, it ig

imperative that high-quality, large-format photographs of the total
seizure. be made and properly documented. It is possible that someé

legal precedent Prohibiting the destruction of bulk drug evidence
seizures prior to trial. Such precedent is controlling, but the SAC
should urge the USA's Office to file immediate appeals to such orders,

2) Exceptions to the destruction rule should be
extremely limited. Exceptions should not be granted by an SAC based
on rationales such as: "jury appeal," "Fo forestall legal
challenges," or as a matter of "prior practice," as opposed to legal
precedent in the district of sejzure. !

(3)  The rule defines a bulk seizure as any one seizure
from a single source, equal to or greater than the quantity specified
as the threshold amount. With the exception of marijuana, the rule
sets out the threshold amounts of specific Schedule I ahd II
Controlled Substances. The threshold amounts should be exceeded by 10
percent of this amount to offset the weight of Packaging materials,
For example, the threshold amount for heroin ig 1 kilogram; however,
1.1 kilograms should be retained as a threshold amount to ensure that
mandatory minimum sentencing requirements' can be met. The threshold
amounts of Schedule I and II Controlled Substances are as follows:
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(a) Two kilograms.of;a mixture or substance
containing a detectable amount of heroin:

(b) Ten kilograms of a mixture or substance
containing a detectable amount of— | :

1, coca leaves, lexcept leaves and extracts of
coca leaves from which cocaine, ecgonine, and derivatives of ecgonine
or their salts have been removed; ;

2. cocaine, its salts, optical and geometric
isomers, and salts of isomers; '

3. ecgonine, itst derivatives, their salts,
isomers, and salts of isomers; or ! :

4, any compound, mixture, or preparation which
contains any quantity of any of the substances referred to in the
subclauses above:

(¢) Ten kilograms of a mixture or substance which
contains cocaine base; '

(d) 200 hundred grams!of phencyclidine (PCP) or two
kilograms of 2 mixture or substance containing a detectable amount of
PCP; ‘ o

' (e) 20 grams of mixture or substance containing a
detectable amount of Lysergic Acid Diethylamide (LSD);

(£) 800 hundred grams of a mixture or substance
containing a detectable amount of N-phenyl-N(1-(2-phenylethyl) -4~
Piperidinyl) propanamide (commonly i
known as fentanyl) or 200 grams of a mixture or substance containing a
detectable amount of any analogue of N-phenyl-N(1-(2-phenylethyl) -4~
piperidinyl) propanamide; or K

(g) Two kilograms or 2,000 dosage units (tablets,
capsules, or as determined by the regional DEA laboratory) of a
mixture or substance containing a detectable amount of any Schedule I

(h) There is no threshold amount defined for
marijuana, Instead, a representative sample will be retained.
Procedures regarding marijiana sampling will be set out under the’Bilk'

r
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. i
Marijuana Seizures Section. (See MIOG,. Part I, 281-8.1.8(4).)

t
_ (4} An explanation of thé;relationship between threshold
amounts and bulk amountg 15 best illustrated by an example. A .
shipment consisting of 50 kilograms of cocaine is seized. The rule
defipes theﬂthyeshold amount for cocaine as ten kilograms. The total

sq;éiﬁéﬁﬁggifpﬁ weighed and photographed. Thereafter, the threshold
amouR; ?ﬁ?ﬁildgkaméf Plus one kilogram to offset packaging materials
incla 7in the weighing:process, will be retained and stored in a .

secure éu@q;pggﬂjhgfﬁbhclu§ioﬁ"of tria® The 39-kilogram bulk amount
willtﬁémgfﬁ}eq in a secure facility for the 60-day holding period. If
an excéptidﬁiredqéﬁglgé;gggﬁrgction is not filed by the USA, the 39
kilog?ﬁﬁéIﬁi&lZﬁaJdéﬁtfoyéd on the authority of the SAC as soon as
>le“after the 60-day period has expired.. It should be noted that
in the above example, any seizure over ten kilograms of cocaine, or
over the threshold amount of any specified drug, qualifies as a bulk

drug seizure and the destruction Procedures of this rule will apply.

(a) Verbal Notice: The case Agent or Supervisory
Special Agent will telephonically advise the AUSA assigned to the case
or the district duty AUSA that a bulk drug evidence seizure has been
made., The notifying Agent will Provide to the AUSA specific details
regarding the subject (s) identity, the FBI case file number, the
identity of case Agent and Supervisor, the date, time and place of the
seizure, the type of drug seized and an estimate of the quantity
seized. Verbal notice must be given to the appropriate AUSA no later
than the business day following the date;of actual seizure.

- (b) Written Confirmation: A letter confirming the
verbal notice will pe forwarded to the USA with a copy directed to the
AUSA receiving verbal notice no later than five workdays after the
date of the actual drug seizure. In addition to the file copy of this
letter, two additional copies should be prepared. One copy will be
routed to the SAC who will retain this copy in a control file
specifically designated for Bulk Drug Evidence Seizures. The second
copy will be retained by the squad supervisor as a tickler copy
available for ready reference. Other control mechanisms are left to
the discretion of the SAC.

(c) Letter Format: Confirmation form letters may be
devised by individual field offices, The . letter of confirmation will
contain the phrase, "BULK DRUG EVIDENCE SEIZURE," in capital letters
on the first reference line of the letter, followed by the full case
title and file number. The lettei'shbuld:contaiﬁ, at a minimum; the
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place, date, and time of seizure; the inames of all subjects associated
with the seizure; the names and telephone numbers of the case Agent
and his/her supervisor; the type of drug seized; and the estimated
weight of the total seizure, The final paragraph of the letter must
Provide the date after which the bulk of the evidence may be
destroyed. This date will be calculated as 60 CALENDAR days from the
date of the letter giving the USA notice of the seizure. This
paragraph will also inform the USA that a request for an exception to
the destruction procedure must be in wfiting directed to the personal
attention of the SAC. i '

(6) Exception Requests: The USA may request an exception
to the destruction Process at any time during the 60-day holding
period. The SAC must personally review and either approve or deny the
USA's written Tequest for an exception. Granting of an exception is
left to the sole discretion of the SAC; however, the extended storage
of large-volume bulk drug seizures is clearly'contrary to the spirit
and intent of this policy. A USA should provide compelling reasons in
support of an exception to destruction request. Copies of this
request will be filed in the  same mannep‘aswnoticewof:seizuze~lebters.

i

(7)  sac Response: The SAC?will Personally review and
sign the letter either granting or denying the USA's request for an
exception. Responses should be provided within ten calendar days of

the date of the denial letter. The USA must also direct a copy of
this AAG appeal letter to the personal attention of the SAC in order
to stay the destruction Procedure. A failure to appeal the denial, or

conducted prior to the expiration of fhe:60~day holding period.

(8) Documentation‘of'Destruétion: See MIOG, Part I,
o b

281-8.1.10.

EFFECTIVE: 12/23/96 _
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281—8.1;11 Drug Evidence Destruction Coordinators (DEDCs) (See MIOG,
Part I, 281-4.1.1(2)(1).)

(1) Each SAC will appoint a: DEDC to provide assistance in
the coordination of field office procedures for the handllng,
] documentation, and disposition of bulk drug seizures.

| (2) |De1eted|
EFFECTIVE: 10/31/94

| 281-8.2 Hazardous Chemicals (See MIOGJ Part I, 281-4.1.1(3).)

(; ¥ EFFECTIVE: 11/01/93

281-8.2.1 Exposure o
While drugs themselves do not represent safety or health

hazards unless they are injected, some of the chemicals used to
manufacture them are extremely dangerous as flammable, explosive,

_.corrosive or toxic substances. Advice on safety cons1derat1ons may be
obtained from the nearest DEA Laboratory prior to conductlng raids
where exposure to such substances may occur. Upon request, DEA
chemists will be available to part1C1pate in closing down a
clandestine laboratory and should enter: the premises IMMEDIATELY after
Special Agents have secured the area. (See MIOG, Part I,

| 281-4.1.1(3).)

EFFECTIVE: 10/16/96 !
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- | 281-8.2.2 Storage and Destruction (See MIOG, Part I, 281-8.1.5.)

(1) The chemist will categorize chemical substances
according to their evidentiary and/or hazardous nature; however,
he/she cannot dispose of the substance on site due to safety and
environmental contamination considerations.

(2) 1t is the responsibility;of each field division
involved in drug investigations to make ;contingency plans for storage
and eventual destruction of hazardous chemicals which may be seized as
evidence. Such chemicals may be handled, stored and disposed by
Environmental Protection Agency-(EPA) approved contractors. A list of
EPA-approved contractors can be obtained from DEA field laboratories.
Under no circumstances should hazardous chemicals be stored within FBI
office space. ‘ 3 '

(3) Chemicals deemed hazardous will be seized for
Forfeiture. Although all such property has theoretical value as
evidence, in practice not all of it will be physically introduced as.
such in court. Through prior coordination with the U.S. Attorney, it
can be decided that the Government's interest in preserving these
chemicals as evidence does not equate té the danger involved in doing
so. In fact, most chemicals routinely deemed "hazardous" are common
organic solvents, which are of minimal value as evidence.

- (4) Chemicals deemed hazardous will not be retained for
evidentiary purposes, but will be disposed of forthwith. The search
warrant inventory should distinguish the difference between property
handled in this manner and that retained as .evidence and/or pending
completion of forfeiture proceedings. Furthermore, a separate
forfeiture action should be brought against this property as
distinguished from property held in custody pending completion of
forfeiture proceedings.

{5) Disposal of property prior to completing forfeiture

proceedings against it is an approach commonly used by the Government

for property which is perishable or which presents an imminent danger

to public health. Although the approach allows for prompt disposal,

it ‘has the potential disadvantage that,' should the subsequent

forfeiture proceeding be successfully contested, the Government may be

required to recompense the owner to the extent of the property's fair

market value. . . ' ‘
(6) On occasion, a situation may arise where a chemical

deeméd hazardous' is also a critical item of evidence (e.g., a

I
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controlled substance dissolved in a hazardous solvent), and the amount
is too large to safely submit as a whole; to the DEA Laborgtory. In
this situation, the chemical should be photographed and sampled
(samples should be of sufficient size to permit subsequent examination

by the defense), and then disposed of. I
|

To assure the admissibility of this evidence, the prosecutor may wish
to routinely seek advance court approval to cover any such situation,
or he/she may prefer to seek it after—the—fact.

EFFECTIVE:‘11/01/93
i
|
281-9 CIVIL FORFEITURE !

See FORFEITURE AND ABANDONED éROPERTY MANUAL.

EFFECTIVE: 11/01/93 .

281-10 IMPORTATION INTERDICTION :

The U.S. Customs Service (USCS) enforces smuggling
violations and is responsible for interdicting and seizing contraband,
including narcotics and dangerous drugs. Information disseminated to
the USCS will be maintained in a control file in each field office.

EFFECTIVE: 11/01/93
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| 281-11 DIVERSION CONTROL
\ . \
(1) DEA's Diversion Operations Program is responsible for
policing the legitimate pharmaceutical ihdustry that handles the
domestic manufacture and distribution of' controlled substances. It is
the program's function to: '

(a) ensure that all individuals and firms
dispensing, manufacturing or distributing controliled substances are
properly registered under the provisions:of the Controlled Substances
Act of 1970 and

(b) prevent and detect diversion; develop
intelligence and by means of its cyclic ‘investigation program, ensure
that all registrants comply with the seéurity and recordkeeping
provisions of the Act. ;

(2) Any inquiries or information relative to this program
tffﬁ; should be  referred- to the-local DEA representative:

'
1
T .

EFFECTIVE: 11/01/93

281—12 ALLEGATIONS CONCERNING FOREIGN GOVERNMENTS AND
FOREIGN GOVERNMENT OFFICIALS';INVOLVEMENT IN DRUG
SMUGGLING INTO THE UNITED STATES

Allegations concerning foreigﬁ governments and foreign
government officials' involvement in drug smuggling into the United
States will receive priority attention.

(1) Agents will vigorously pﬁrsue any allegations of this
nature utilizing all available investigative techniques, including
consensual monitoring and polygraph, to substantiate these

allegations.

(2) 1If allegations of this nature are made to other law
enforcement or Government agencies, determine to what extent these
allegations have been substantiated.

(3) After obtaining all available information concerning
these allegations, immediately submit é summary teletype to FBIHQ,
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Attention: OC/Drug Branch, captioned "Drug Matters - Allegations

Concerning Foreign Government or Foreign. Government Officials Involved

in Drug Smuggling into the United States" - identify country against

which allegation has been made. .
(4) FBIHQ will advise if further investigation 1is ~

warranted.

(5) In order to obtain all available information
concerning these matters, SACs should ensure that appropriate iiaison
;s established with other Government agencies within their division so
that they will be aware of FBI interest 'in this matter.

(6) FBIHQ will coordinate closely with DEA and other

Government agencies to ensure coordination in these investigations.
1

i

EFFECTIVE: 11/01/93 i

| 281-13  DISSEMINATION OF THIRD PARTY INFORMATION

~ (1) Drug investigations MAY involve joint investigations
between FBI, DEA, and other Federal, state, and local law enforcement
agencies. As a result, valuable and sensitive intelligence
information is constantly being passed from one agency to another. It
is imperative that.the sanctity of third party intelligence
information be maintained; therefore, before the FBI or DEA can
disseminate information received from one agency to another agency, it
must have the approval of the originatipg agency. :

{
(2) Relative to dissemination by DEA or FBI of
information which impacts on the other hgency's jurisdiction, such
information should be disseminated at the local level on a timely
basis. If, however, some legitimate reason exists why the information
- cannot or should not be disseminated to the interested agency al the
local level, the information will be expeditiously referred for review

by DEA to DEAHQ or by the FBI to FBIHQ, whichever is appropriate.

i
- ) I .
EFFECTIVE: 11/01/93 |
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281-14 CORRUPTION OF PUBLIC AND LAW ENFORCEMENT OFFICIALS
IN DRUG INVESTIGATIONS :

(1) Although not a distinect classification, allegations
of official or police corruption should be thoroughly pursued in
relation to the particular drug trafficking organization under
investigation. The identification of official or police corruption,
which is directly facilitating drug trafficking activity, will become
an integral part of all drug investigations.

(2) When allegations of official or police corruption
arise in relation to drug trafficking activity, such cases will be
addressed under the appropriate 281 or 245 classification describing
the type of drug trafficking group which the corrupt activity
supports. . ; L -

(:**: EFFECTIVE: 11/01/93: |

281-15 FINANCIAL FLOW INVESTIGATIONSE(SEE MIOG, PART I,
SECTION 272, MONEY LAUNDERING.)

1
I

EFFECTIVE: 11/01/93
i
I

| 281-16  CROSS-DESIGNATION OF NON-TITLE 21 FEDERAL AGENTS

(1) Pursuant to Title 21, USC, Sections 873(b) and 965,
the AG has the authority to request another Federal agency to assist
in the enforcement of the Controlled Substances Act, Title 21, USC,
Sections 801-904, and the Controlled Sﬁbstances Import and Export Act,
Title 21, USC, Sections 951-971. The process of requesting assistance
is commonly referred to as cross—designation.

|

(2) The AG has delegated authority to cross—designate
to the Director of the FBI and the Administrator of DEA, pursuant to
the provisions of Title 28, CFR, Sections 0.85(a) and 0.100,
respectively. -In turn, the Director has delegated his authority to

1
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cross—designate Federal Agents to the Deputy Assistant Direcltor of the

CID. .

EFFECTIVE: 11/01/93

281-16.1 General Policies

(1) The FBI cross—designation program envisions
authorizing non-Title 21 law enforcement officers of the GS3 1811

series to actively conduct drug investigations under the supervision
of an FBI Supervisory Special Agent (ss4).

(2) Although the cross-designation process will most
commonly be requested in the course of .an OCDETF investigation, the
OCDETF designation is not required for cross—designation, nor is the
fact that non-Title 21 Federal Agents are participating in an OCDETF

. investigation sufficient cause to request cross—designation.

I
(3) Cross—designation is required only when non-Title 21
Federal Agents are to actively engage in investigations of Title 21
violations. .
Il
(4) Cross—designation .is not; required in a multiagency
investigation in which the FBI is investigating violations of Title 21
and other participating-Federal agencies are contemporaneously
investigating violations within their own statutory jurisdiction.
|
(5) The FBI will cross-designate non-Title 21 Federal
Agents only in Title 21 investigationséin which the FBI is able to
provide direct supervision of the cros%"designee by an FBI SSA.

(6) Cross-designation will be provided by the FBI in
Title 21 investigations in which the FBI is the lead or sponsoring

. agency, irrespective of DEA's participation.

(7) Although the authority ?o cross—designate rests with
the DAD, CID, a request to cross-designate must originate from the SAC
of the FBI field office requiring the assistance of non-Title 21
Federal Agents. Direct requests to crpss-designate from other agency
SACs, their respective headquarters oridepartments will not be
granted.
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EFFECTIVE: 11/01/93

| 281-16.2 Scope of Cross—Designation Aufhority

(1) Cross-designated Federal .Agents (designees) are
authorized to assist the FBI in the investigation of Title 21
violations only. The statute does not authorize a grant of general
FBI jurisdiction to designees. !

(2) The scope of authority'cénferred by cross-designation

is further limited by the FBI requirement of direct supervision of the
designees, ‘

-

(3) The authority of an FBI $SAAto supervise case
management and to control case direction as they relate to a
T designee's investigative actions is coextensive with that S5SA's
(f',f authority to 'supervise and direct the investigative actions of FBI
- Agents during the course of the same investigation. '

(4) Sound management requires the FBI SSA to provide the
necessary training and orientation to FBI policies, procedures, rules
and regulations relating to Title 21 investigations to all designees
and to take into account the total experience and training of those
‘designees in determining the nature and extent of supervision
required. ' .

(5) Under no circumstances 18 unilateral action by a
designee Agent in a Title 21 investigation contemplated or authorized
by the cross—designation process. '

i
_ (6) The rights and duties of a designated Agent to
his/her parent agency are not affected by cross—designation. Pay and
promotion status remain the exclusive fesponsibility of the designee's
parent agency. &

. (7) Designees will abide bethe investigative rules and
regulations of the FBI when assisting the FBI in a Title 21
investigation. : :

(8) Cross—designation will be granted on a case—-specific
basis only. The FBI's cross—designation program does not contemplafe
'standing multiagency task forces that require blanket cross-—
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designations. for an indeterminate period.
- N 3

I
4

EFF?CTIVE: 11/01/93

281-16.3 Civil Liability
(1) The FBI and DEA share primary jurisdiction to conduct
Federal drug investigations. The U.S. Forest Service has the
authority to investigate violations of Section 841 of Title 21
relating to controlled substances manufactured, distributed or
disbensed on National Forest System lands. The USCS has customs
enforcement jurisdiction under Title 19. Such authority does not,

however, constitute drug enforcement authority generally.
o .
. ' .

' (2) The grant of generally exclusive jurisdiction for

drug enforcement to both the FBI and DEA, coupled with the explicit
authority under Title 21 to request the'assistance of other agencies
in.conducting drug enforcement investigations, impliedly requires the
FBI to exercise the same-.type of supervision, guidance, training,
ovérsight and managerial controls over the designee as is provided to

. FB¥ personnel. i

i (3) The Federal Tort Claims Act (FTCA), as amended,
prévides, in pertinent part, that the exclusive remedy for common—law
torts committed within the scope of a Federal .employee's employment is
an|action against the United States under the FTCA. Therefore, FBL
pe%sonnel involved in the act or process of cross—designation would
not be sued in their individual capacities for the alleged common—law
torts committed. by designees acting within the scope of their
employment. f

f (4) It is unlikely that Government liability will result
under the FTCA for FBI policy decisions relating to the conduct of
drug investigations, to include the decision to request and cross-
de?ignate non-Title 21 Federal Agents.: The issue of -supervision of
these designees, however, may directly impact on the potential
quernment liability that may arise under the FTCA.

| ;

} (5) Negligent or grossly neéligent supervision or non-
supervision of designees increases the Government's exposure to

liability under the FTCA. . ‘

. i

ta
!
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|
' (6) Constitutionally based civil actions filed against
Federal officers (Bivens actions), grounded in simple negligence or
negligent supervision, will not succeed. The general rule appears to
be that for liability to be imposed under Bivens or under Title 42,
USC, Section 1983, a supervisory official must exhibit conduct
amounting to deliberate indifference or .tacit authorization to commit
con%titutional violations about which he/she knew or should have
known. The process of cross-designation does not create independent
drug enforcement jurisdiction for those requested to assist the FBI in
drug enforcement investigations such that drug investigations could be
conducted without FBI supervision and training.

!
|

. (7) FBI personnel involved in the cross—designation and
supervision process shouid be sufficiently protected from civil
liability, provided that appropriate orientation and supervision have
been afforded. The designated Federal Agent should be advised that
he/she may nevertheless be liable in Bivens—type actions based on
activities which violate a person's constitutional rights.

EFFECTIVE: 11/01/93

i
| 28i-16.4 Training of Designees '

! (1) Given the concept of ctéss-designation,.it is not
feasible or practical for the FBI to develop a curriculum and
in%titute formal, FBI Academy-based inétruction for designees. Field
training on an ad hoc basis is the only feasible method of training.
The nature of the assistance requested and the duties to be performed
by, the designee will be a principal factor in determining the extent
and nature of training required. Each,designated Agent must be
evaluated individually. In addition to the tasking of the designated
Agent, the following factors are among those to be considered:

| ‘(a) Prior cross—designation]

egther DEA or the FBI;

l (¢) Prior drug enforcement training provided by the

l (b) Prior cross—training in drug enforcement by
‘ non-Title 21 parent agency; '

| (d) ~ Experience in a'jqint drug investigation with

! .
! Sensitive
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| either the FBI or DEA, without cross—designation;

(e) Extent of investigative experience in parent
agency non-Title 21 cases. ;

! (2) The above list provides a general, but not
inflexible, guide to assessing the training needs of the designee.
Historically, non-Title 21 agencies will nominate only their most
experienced and accomplished Agents for cross—designation and any
particular nominee may have all of the apove qualifications.
Conversely, nominees with none of the above experience or training
sho@ld not be considered for cross—designation unless mitigating
circumstances exist, such as substantial police drug enforcement

expérience prior to entry on duty with the parent Federal agency.

(3) At a minimum, all nominees should be provided the
opportunity to review the MIOG, Part I, Sections 245 and 281, and to
review the "Activities and Standards of Conduct" section of the MAOP,
Part I, Section 1. Thereafter, SAC memoranda that update relevant
o, | sections. ofr the MIOG and MAOP should-be provided  to.the cross~
(;; - | designees for their review. '

' (4) It is expected that designees who have been cross-—
designated or cross—trained in the recent past will require no more
formal training than the minimum suggested. Thereafter, such

designees should be assigned to work closely with an FBI Special Agent
(SA) experienced in drug investigations. Other options for designees
with less drug investigative experience:or training may include a
block of instruction on Title 21 providéd by the field office’s
Principal Legal Advisor or assignment toé work directly with an FBI SA
for an appropriate orientation period.

: (5) 1In addition to the above; SACs should certify that
the designee has been afforded firearms:training in accordance with
the parent agency's standards and ensure that the designee has
qualified under those standards within the past year.

1 ~

I
(6) The range and extent of training necessary and
préVided will be made on an individual basis and will support the
certification of the FBI SAC that the designee meets the FBI's
standards for gross—designation in the requesting teletype.
Documentation to support the SAC's certification will be maintained by
the field office in an appropriate contfol file.

f
. . “ .
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EFF?CTIVE: 11/01/93

| 281-16.5 Duration of Cross-Designation Authority
' (1) Cross—designation authority runs from the date of
approval by the DAD, CID, not from the date of notice to the designee.
Each SAC will ensure that appropriate controls are established to
trapk the duration of a designee's authority. FBIHQ will NOT notify
field offices of authority expiration. i

j (2) Cross-designation authority will terminate or expire
undgrzany of the following conditions: °

! {a) The reassignment, téansfer, retirement or other
adqinistrative action by the parent agency that affects the
‘ aVﬁi}ability of the designees. FBIHQ must be advised.

(\5'§' ' (b) Automatically, at the end of the requested
~ period for cross—-designation. Any reasonable period of one year or
leﬁs_may be requested; however, a minimum of six months is suggested.

! (¢) Automatically, after one yéar from the last day
of 'the month in which cross—designation was authorized by FBIHQ. The
oné-year maximum applies to all cross—designations.

i (d) The investigation under which authorization was
granted has been concluded and the assistance of the designee(s) is no
loﬁger required. FBIHQ must be notified in those instances in which
investigative activity ceases prior to ;the expiration of the requested
peFiod of cross—designation. '

g (e) The SAC terminates:for "eause," defined as: @8]
any action by the parent agency that affects the designation
suitability of the Agent; (2) any investigative action by the
de}ignated Agent that is unilateral, uncoordinated, or unsupervised
relating to the Title 21 phase of the investigation; or (3) any other
objectionable designation. FBIHQ must ;be advised. '

I
EFFECTIVE: 11/01/93

v
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| 281716.6 Notice of Termination

In all instances, the designee?must be formally advised
thag his/her cross-designation authority has expired or has been
terminated. ‘ : ‘

H

EFFECTIVE: 11/01/93

1
i ;
281416.7 Procedures to Request Cross-Designation (See MIOG, Part I,

g 281-16.8(2).) - i

! |

? (1) The decision to request the cross—designation of a
nonrTitle 21 Federal Agent rests with the FBI SAC of the appropriate
field office. The authority to cross—designate rests with the

R Director of the: FBI, and has- been delegated to the DAD, CID, to

(: “ | improve the efficiency of the process. .Formal notice to the designee

- upob authorization of cross—designation is required; however, a formal
- swearing—in ceremony or credential cards are not required.
: (2) In order for the FBI SAC to properly assess the
suitability of each designee candidate,;the parent agency SAC or other
appropriate management official will be required to provide a written
redommendation for cross-designation, directed to the appropriate FBI
SAC, containing the required background information for each designee
caﬁdidaté. The letter of recommendation will be retained in a field
ofﬁice control file specifically designated for cross—designation
requests. ' : :

(3) The background informatibn on each candidate, listed
below, will thereafter be incorporated.into a teletype to FBIHQ,
Attention: Administrative Unit, Operational Support Section,

CID, and will be captioned: CROSS-DESIGNATION PROGRAM. Since many
cases later become OCDETF matters, one ‘copy of this teletype must be
de%ignated to the OCDETF regional coordinator in the OCDETF core-city
field office whether or not the case is initially designated an OCDETF
matter. The following information must be provided for each designee

candidate:

(a) Full Name :

l
i
|
i
J
]

(b) Title and GS Seriés
N

‘ |
! _SenéiﬁiVe
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| i (c) Parent Agency
l | (d) Post of Duty
| : (e); Social Security Account Number
| (£). Date of Birth

I (g) EOD Parent Agency

(h) FBI Case (file number only) to which designee
will be assigned '

| o (i) Anticipated duration of cross—designation

' ‘ (j) 1Identity of the: FBI 'supervisor designated by the
SAC for supervision and training of the designee

(k) Date of“desfgnee's*iast firearms qualification

(1) SAC certification or. recitation of FBI's needs
and that the designee meets the qualifi?ations for cross—designation.

) (4) For multiple cross-designations requested at the same
ti?é in the same case, a single telelype would suffice as long as
el?ments (a) through (1) listed above aFercovered for each designee.

(5) Upon receipt of the requesting teletype, FBIHQ will
prepare an individual hotice memorandum for each designee. The notice
memorandum will be completed, except for the designee's signature, by
FBIHQ based only on the information provided in the requesting
te}etype. .Field offices should allow #t least 15 workdays for .
processing by FBIHQ during the initial phase of implementation of the
Cross-Designation Program. ’

| (6) An original of the partially completed notice
memorandum will be approved by the DAD, CID, and will be forwarded to
the requesting field office as an enclosure to the authorization
airtel. The authorization airtel will icontain the name{(s) , parent
agency and SSAN of all approved designees.

'
1

5 (7) Upon receipt of the authorizing airtel, the FBI
supervisor charged with supervising the designee(s) will present the
notice memorandum to the designee for his/her signature and date of
notice. The original signed notice memorandum will be retained by the

: 'Sensiine .
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field office for filing in the cross—-designation control file, matched
with the appropriate letter(s) of recommendation from the parent
agency official. Three copies. of the signed original notice
mem?randum will be made and disseminated as follows: one copy will be
presented to the designee; one copy will| be directed to the regional
OCDETF coordinator; and one copy will be directed to FBIHQ, Attention:
OpeQational Support Section, CID, under a cover airtel.

(8) It is expected that most ‘cross—designation requests
will arise from OCDETF investigations. The OCDETF regional
coordinator is being provided with a copy of the requesting teletype
and ' the signed notice memorandum for statistical and compliance
purboses only. As opposed to OCDETF deputation requests, approval by

_the'OCDETF regional coordinater or AUSA coordinator is not required in

the cross—designation process. -

‘

, (9). Upon approval of the designee for cross~designation,
FBIHQ will direct a letter to the appropriate parent agency or
department head notifying that official that the named Agent (s) have

“T. | been cross—designated by the FBI. The specific FBI case file number
(1_’: and duration of cross-designation authority will be included in this

- legter. It should be noted that, as a matter of current policy, the
Internal Revenue Service (IRS) will notirequest cross-designation of
IRS agents. |

|

EFFECTIVE: 11/01/93

1-281-16.8 Renewals of Cross Designations

(1) To minimize the administrative requirements, every
effort should be made to accurately esﬁimate the duration of cross-—
designation authority requested in the :initial teletype. In those
instances in which the designee's assistance is required beyond the
requested period, or one year, renewals will be granted only for the

.

same investigation for which authority was originally approved.
‘ i

. (2) To streamline the renewal process, the renewal
te}etype will be directed to FBIHQ as set out under MIOG, Part I,
281-16.7 with the word "Renewal’ included in the caption. The renewal
teletype need only include the designee's full name, parent agency,
SQAN, date of original cross—designation, file number, and the
duration of cross—designation renewal authority required.
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1

i :
(3) Renewal authority will be granted by a return

1
telgfype from FBIHQ to the requesting field office. This renewal.
teletype will reiterate the name (s) of the designees and will be
appfoved by the DaD, CID. A second notice memorandum will not be
enclosed. The designee will be provided with the original of his/her
not%ce memorandum and will be requested to re-sign and redate the
membrandum. The original notice memorandum will be matched with the
renéwal authority teletype from FBIHQ and refiled in the field office
control file. Copies of the re-signed notice memorandum will be

disseminated as above.

EFFpCTIVE: 11/01/93

281-17 CHARACTER - ORGANIZED CRIME/DRUG INVESTIGATIONS
(oc/pD) | '

EFFECTIVE: 11/01/93
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|SECTION 282. COLOR OF LAW

! .
| 282-1 STATUTES
|

The statutes covered under Section 282 of this manual are
as follows: ‘

. (1) Title 18, Section 241, USC, Conspiracy Against Rights
(See MIOG, Part I, 50-1.5, 56-3.1 & 177<2 (6).)
t 1

: (2) Title 18, Section 242, USC, Deprivation of Rights
Under Color of Law (See MIOG, Part 1, 50-1.6, 56-3.2.)

EFFECTIVE: 01/31/94 .

282-1.1 Title 18, U.S. Code, Section 241 - Conspiracy Against
Rights (See MIOG, Part I, 44-1, 44~1.1, 50-1.5, 50-2.4,
56-3.1, 56-3.1, 177-2 (6) & 1?7—2.6.)

_This statute makes its unlawfﬁl for two or more persons to
-conspire ‘to injure, oppress, threaten, ‘or intimidate any .inhabitant of
an& State, Territory or District in the free exercise or enjoyment of
any right or privilege secured to him/her by the Constitution or the
laws of the United States, or because of his/her having exercised the
same. It further makes it unlawful for two or more persons to go in
disguise on the highway or on the premises of another with the intent
to!prevent or hinder his/her free exercise or enjoyment of any rights
sol secured. Among the rights secured ‘from interference by private
individuals over the years by the courts which have described them as
basic substantive rights of Federal citizenship are the following:

| . :
| (1) The rights enumerated under the Homestead laws
; . bt

| : (2) The right to vote in a Federal election

(3) The right of a voter in Federal elections to have
his/her ballot fairly counted
}
l

Sensitive

PRINTED: 02/18/98

e B



| ' . Sensitive

< Manual of Investigative Operations and Guidelines
Part' I : PAGE 282 - 2
(4) The.right to be free £rom violence while in Federal
custody '
i
, (5) The right to assemble and petition the Federal
Government '

I : (6) The right to testify in Féderal courts

(7) The right to inform a Federal officer of a violation
of Federal. law

Fedéral Government for defense purposes . y

[

. (9) The right to enforce a decree of a Federal court by
contempt proceedings |

| ! (8) The right to furnish military supplies to the

: (10) The right of a Federal officer not to be interfered
wit?~inrthenperformance~of his/her duties (See MIOG, Part I, 89-2.2.)
o

: (11) The right to be free to perform a duty imposed by the
FedFral Constitution :

| i (12) The right to travel freely from one state to another

~In addition to the above rights, the United States Supreme Court in
UNITED STATES V. PRICE, 383 US 787 (1966), held that where state
participation was involved in the conspiracy, Section 241 covers those
rights secured under the l4th Amendment' to the U.S. Constitution,
which include protection against state action depriving any person of
life, liberty, and property without due: process of law.
' |

EFFECTIVE: 01/31/94
|

! [
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282-+1.2 Title 18, U.S. Code, Section 242 - Deprivation of Rights
' Under Color of Law (See MIOG, Part I, 282-3.1 (6).)

This statute makes it a crime for any person acting under
color of law, statute, ordinance, regulation, or custom to willfully
deprive or cause to be deprived from any inhabitant those rights,
privileges, or immunities secured or protected by the Constitution and
laws of the United States. This law further prohibits a person acting
undkr color of law, statute, ordinance,;regulation or custom to
willfully subject or cause to be subjected any inhabitant to different
punishments, pains, or penalties, than those prescribed for punishment
of'pitizens on account of such inhabitant being an alien or by reason
of his/her color or his/her race. Thesé are two separate violations
within this statute. The Department of Justice (DOJ) has advised that
ca%e law defines inhabitant as a person;whose mere transitory or
momentary presence within the United States, its possessions or
te%ritories, either legally or illegally, is sufficient to bring that
(j?}. person within the jurisdiction of this section. Acts under "color of

21 any law" include acts not only done by Federal, state, or local

we officials within the bounds or limits of their lawful authority (law,
stétute, ordinance, regulation, or custom), but also acts done -without’
and beyond the bounds of their lawful authority; provided that, in
order for unlawful acts of any official, to be done under "coleor of any
law," the unlawful acts must be done while such official is purporting
or;pretending to act in the performance of his/her official duties.
This definition includes, in addition to law enforcement officials,
an§ officials, -such as Mayon,3Codncilm§n, Judge, nursing home
proprietor, securily guard, etc. and who are bound by laws, statutes,
ordinances, or customs. A private citizen, who is a willful
participant with Federal, state or local officials in the commission S

_of "color of law" violations, may also 'be charged with violation of
Title 18, USC, Section 242. '

EFFECTIVE: 01/31/94

282-2 TIME UTILIZATION RECORDKEEPING (TURK) DESIGNATION IN 282
; MATTERS (SEE MAOP, PART II, 3-1.1 & 3-1.2.)
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EFFECTIVE: 01/31/94

|
282-2.1 282A Investigations
l _
i

Any allegation of a violation of Title 18, USC, Sections
241 0r 242, involving the use of force and/or violence by
INDIVIDUAL (S) ACTING UNDER COLOR OF LAW 'is to be handled as a 282A

matter.

|
EFFECTIVE: 01/31/94

282-2.2  282B Investigations

| Any allegation of a violation of Title 18, USC, Sections
241 or 242, which does NOT involve the use of force or violence by
INDIVIDUAL(S) ACTING UNDER COLOR OF LAHiis to be handled as a 282B

matter.

EFFECTIVE: 01/31/94
1
282-3 HANDLING OF COMPLAINTS - INITIATION OF INVESTIGATIONS

EFFECTIVE: 01/31/94
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282-3,1 Initiation of Investigation .

. The following circumstances represent examples of
situations in which an investigation should be initiated:

| (1) Upon receipt of an allegation from a complainant or
victim not known to be unreliable.

| (2) Upon receipt ofleitherla'written|or verbal |request
" from the Civil Rights Division (CRD), Department of Justice (D01),
|the! latter of which will also be documented by CRD, DOJ and
trahsmitted to the field by airtel from:FBIHQ. If a field office
strongly disagrees with the requirements of the DOJ investigative
request (s) and taskings, the field office should contact the DOJ
attorney generating the investigative request and attempt to resolve
any issues. If the field office cannot resolve the matter with DOJ,
contact the CRU.| The United States Attorney (USA) does not have the
authority to advise a field office to discontinue investigation
specifically requested by the DOJ. Any questions regarding the
deletion of any portion of a DOJ request must be promptly‘referred and-
dichssed with the DOJ. 1If no resolution is obtained, contact the
CRU.. ‘ '

(3) Upon receipt of a request from a USA. If the field
office believes the USA's request is not warranted and cannot resolve
this with the USA, promptly advise the Civil Rights Unit (CRU),
Criminal Investigative Division (CID), FBIHQ. (See MIOG, Part I,
282-4.2 (D) ' : '

i (4) Upon receipt of specific information appearing in the
legitimate news media reporting apparent violation(s) of color of law
(Title 18, USC, Section 242) or comspiracy against rights (Title 18,
USC, Section 241).

(5) From any source not known to be unreliable.

' (6) Federal Law Enforcement Officials
{ The FBI has investigative jurisdiction for any color of
law complaint against any FEDERAL, state, or local law enforcement
officials. Upon receipt of a complaint involving allegations against’
personnel of a Federal law enforcement' agency, obtain initial facts of
the complaint from complainant, victim' or other original source and
advise FBIHQ. Conduct no further inveétigation unless specifically
iqstructgd to do so by FBIHQ. The complaint will then be discussed by
FBIHQ with the CRD, DOJ, for a determination as to whether the
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Department will request a eriminal civil:rights investigation by the
FBI ‘or whether the CRD, DOJ, will decline criminal prosecution in
favor of an administrative inquiry. You may assume that complaints
aga%nst Federal law enforcement officials which have been made
directly to CRD, DOJ, and which resulted in CRD, DOJ requesting FBI
invéstigation, transmitted to the field by airtel, have been
3 previously coordinated between CRU, FBIHQ, and CRD, DOJ, and do not
require further consultation with CRU to initiate an investigation.
Color of Law allegations against any Federal law enforcement agency
off@cial should be promptly brought to the attention of the CRU,
FBIHQ. "Color of Law" can also apply to nonlaw enforcement officials
who:have tawful authority due to their position, such as mayor,
councilman, tax collector, proprietor of a nursing home, security
guard, etc., and who are likewise bound by laws, statutes, ordinances,
regulations or customs. Law enforcement personnel are therefore only
a few of the "officials" who act under color of law. YColor of Law," '
is further defined in Section 282-1.2.

: (7) Upon receipt of a complaint involving color of law
allegations against FBI PERSONNEL, the following procedures- are to be
followed: (See MIOG, Part I, 263-8.)

- (a) Advise the CRU, CID, and the Office of
Professional Responsibility (OPR), Inspection Division (INSD), by
tellephone, followed by appropriate communications so that FBIHQ may
furnish appropriate guidance. The CRU will coordinate with OPR and
other FBIHQ components and advise the SAC concerning the proper
handling of the matter; l

(b) If a civil rights, complaint arises during an
administrative inquiry, the pertinent administrative inquiry relating
only to the civil rights allegation must stop in order to resolve any
criminal violations. That portion of the administrative inquiry may
not resume until authorized by FBIHQ.

) (¢) OPR, INSD, and CBP, CID, will coordinate the
présentation of the facts of the allegations to OPR, DOJ, and the CRD,
DOJ, to determine if a criminal investigation is warranted. If no
criminal investigation is warranted, the matter will be
adﬁinistratively handled by OPR, INSD. If CRD, DOJ requests a
criminal civil rights investigation, the CRU, FBIHQ, will advise the
SAC to initiate an investigation which should be reported to FBIHQ
pursuant to the existing provisions of ‘this section of the MIOG unless
advised to the contrary by FBIHQ.

i
I
i
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_ EFFECTIVE: 08/10/94

'
1

282-3.2 Special Circumstances in Which Investigation May Not Be
: Required
|
The following circumstances, not all inclusive, represent
examples of situations where investigat%on should not be initiated:

. (1) Upon receipt of information involving mass
de@onstrations, such as riots, marches, parades, student
de@onstrations, and major confrontations between local law enforcement
officers and groups of persons, immediately advise FBIHQ of the
details pursuant to instructions set forth in Part I, Section 157 of
this manual entitled "Civil Unrest." Furnish the CRU, FBIHQ with a

coéy of any "Civil Unrest" communications which contain information
indicating possible color of law violations.

, (2) It is not necessary to initiate a color of law
investigation upon receipt of a letter from a Federal or state prison
inmate unless specific criteria are met. Pursuant to an agreement
between FBIHQ and D0OJ, the following specific criteria have been
established and must be met prior to initiation of a civil rights
investigation based on an inmate letter alleging brutality:

o (a) The complainant isfthe victim or someone with
¢irst-hand knowledge of the incident;

| (b) The complainant indicates the kind of injuries
s%stained as well as whether the injuries required medical treatment;
and '

| i (¢) Names of witnesses' provided.

These criteria do not include death cases and only apply to written
chplaints from inmates of Federal and state prisons. This policy
_does not apply to prison inmate letters from lesser facilities (i.e.,
city or county jails). If all of. the above criteria are not
satisfied, a letter should be directed to the writer requesting the
necessary information. If the writer does not respond or the
information furnished still does not meet the criteria, conduct no
further investigation, The letter(s) should be indexed and filed in
the field office 282-0 file, or a control file. :

Sensﬂtive
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1

! (3) Each field office is also authorized to place letters
in an appropriate zero or control file if the writer is obviously
mentally deranged and makes no legitimate or specific color of law
comﬁlaint. Letters which contain a questionable or borderline
complaint should continue to be resolved by sending a letter to the
writer requesting additional specific information. If the information
thereafter does not indicate a possible color of law violation, there
is no need to forward the letter(s) to FBIHQ; however, they must be
properly indexed and filed in the field office. Letters which allege
a péttern of violations, or which are submitted by a legitimate civil
rights organization but do not contain sufficient predicate

inférmation,_shodld be referred to FBIHQ.

it 1

EFFECTIVE: 01/31/94 :

! VIOLENCE

(ivwl l 282-4 INVESTIGATIVE PROCEDURE - 2824 MATTERS - FORCE AND/OR
PRI i i N

EFFECTIVE: 01/31/94

v

] 282-4.1 Initial Investigation (See MAOP, Part 11, 2-5.2.4.)

_ (1) Interview the vietim(s) and/or complainant(s) for
full details of allegation(s). As a part of each interview, secure
the identity of subject(s) and witness (s) to the incident. Have
victim execute a medical release form (FD-465) if injuries sustained
were treated by a physician or if victim required hospitalization.
Advise victim that information furnished may be used in court of law.
See Section 282-8.6(9) regarding the need for signed statements. (See
MIOG, Part I, 282-6 (1).) f .

! : (2) Observe, describe, and photograph, in color, any
copplaint-related injuries visible on body(ies) of victim(s) at the
time of interview. If vietim's wounds 'are bandaged, determine whether
the bandages can be removed so that the victim's wounds can be
photographed. If the bandages can safely be removed, photograph the

i Sensi@ive
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unbéndaged wounds. If the bandages cannot be safely removed,

phoFograph the bandaged wounds. Photographs made available from other
sources may be used if the authenticity of the photographs can be
established and used for court purposes.

. (3) At the outset of any investigation involving a
possible "Color of Law" violation (Title 18, USC, Section 242), the
responsible head or appropriate official of the agency or institutien
involved-is to be notified of the initiation of the investigation.
Thi's includes all local, state and Federal agencies and institutions.
DUE TO POSSIBLE RETALIATION AGAINST THEfCOHPLAINANT, DO NOT FURNISH
THE IDENTITY OF THE COMPLAINANT TO THIS OFFICIAL OR ANY PERSON OUTSIDE

OF 'THE FBI OR DOJ. .

(4) Obtain copies of all police reports relevant to the
inéident under investigation with the exception of Internal Affairs
reports. Internal Affairs reports are only collected as part of a
"Substantial Case" (see Section 282-4.2(4)) and are not collected as
part of the "Initial Investigation.” A cover FD-302 should be

- | prepared identifying the source of these records and date obtained.
(;q 7 En#ure copies of records are readable. ' Determine what criminal and

~ judicial action has been taken or is contemplated by authorities

-against victim(s) and subject(s). Conduct appropriate criminal record
checks for each vicltim and subject. An inquiry with the state
computerized law enforcement system is normally sufficient. In death
cases, obtain a copy of the report of the autopsy if conducted, or
coroner's report. Do not delay completion of investigation awaiting
these reports but show in your report what steps have been taken to
obtain relevant records. -
‘ (5) Obtain copies of any medical records relating to
trfeatment received by each victim for injuries allegedly sustained at
the hands of subject(s). Most hospitals and doctors will require a
release (FD-465) signed by victim or a;subpoena before making records
available. If a subpoena is necessary, obtain the name of the person
for whom a SUBPOENA DUCES TECUM should be issued. An FD-302 should be
prepared identifying the source of these records and date obtained.
Ensure copies of these records are readable.

t . !

; (6) Conduct field office indices search and set out
i?fqrmation regarding other civil rights allegation(s) made against
each subject. Also, conduct an indices search regarding victim(s) and
summarize information contained in field office file(s).

i
1

At this point, a 282A case may be cloéed when, in the opinion of the
SAC, the investigation establishes that the totality of the
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circﬁmstanceé indicates that the case is not of a serious or
substantial nature and therefore does not warrant further
investigation. Minimal injury to the alleged victim, by itself, is
not 'sufficient justification to terminate any investigation. Furnish
results of investigation to FBIHQ for transmittal to the DOJ. (See
Section 282-5 for reporting guidelines.))

t
'

EFF@CTIVE: 01/31/94

| 282-4.2 Additional Investigation Requfred - Substantial Case

If the case is determined to be serious and substantial in
nature, conduct the following additional investigation: :

. (1) Interview all or a sufficient number of witnesses to
fully develop the facts of the case. Identity of wilnesses may be
obtained from subject(s), victim(s), or.police reports. Obtain and
document the names and addresses of all'witnesses who were not
interviewed during the investigation. . As a part of the interview with
each witness, obtain full name, address, telephone number, employment,
race, sex, date of birth and social security number. Advise witnesses

that information furnished may be used in a court of law.

. (2) Identify and interview all physicians and other
medical and paramedical personnel who treated victim(s) for injuries
allegedly sustained at the hands of subject(s), including the
ambulance attendants who transported victim(s) to the hospital, the
hoépital admission clerks, orderlies, and the nurses involved in the
. | treatment of victim(s). In the interviews with the doctors and other
medical personnel, also determine the following information: the
severity of victim's injuries, whether victim's injuries could have
been caused the way he/she or subject(s) claim, whether victim
appeared intoxicated (especially if subject (s) claim the victim was) ,
and whether victim was belligerent and/or unruly (especially if
subject(s) claims he/she was). In death cases, interview the
“pathologist or medical examiner who performed the autopsy.

' (3) Interview each subject for full details of the
incident. Obtain a complete physical description and background for
each subject during interview or from_ﬂolice records. (See Section
282-8.6(9) regarding Cthe need for signed statements.) Be aware of
GARRITY cohsiderations as noted in Section 282-4.2(4), below.

l

\
.
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l
]
'

(4) Contact appropriate officials at the subject
officer's agency to obtain pertinent records, i.e., Internal Affairs
Report, personnel file, etc., and any other complaint(s) against
subject. It should be noted that the Supreme Court has held that a
statement given by a public employee under an express threat of
dismissal for failure to answer cannot constitutionally be used .
against the employee in a subsequent criminal proceeding (GARRITY v.
NEW JERSEY, 385 US 493 (1967)). Furthermore, subsequent case law has
held that the fruits of these statements are likewise not admissible.
Accordingly, do not review any of these compelled subject statements
but instead forward them to FBIHQ in a sealed envelope marked
"potential GARRITY statements enclosed.” Upon receipt, CRU, FBIHQ
will transmit the GARRITY material to the DOJ where the report will
be reviewed and any compelled subject statements will be removed
before the entire investigative report 1is reviewed by the case
Attorney at CRD, DOJ. The cover communication should also note that
an Internal Affairs Report is enclosed énd it may contain GARRITY
statements. If the subject officer consents to make such statements
available, that fact should be recorded on an FD-302 and it should
also be noted in the administrative section of the report. (See MIOG,
Part I, 282-4.1 (4).) :

~ (5) Where there are conflicts as to the facts, attempt to
resolve same. For example, if there is a confliet in the sequence of
events, inspect and copy records, such as police logs, tape-recorded
radio transmissions, or hospital admission records, that would help
resolve the conflict.

. (6) Describe the scene of the.incident; where
appropriate, supplement description with photographs or a diagram.

(7) After completion of the iinvestigation, advise the USA
of the results and ask USA if further investigation is warranted.
Regardless of the USA's answer, submit'report of investigation
completed. If USA requests further investigation, conduct whatever
investigation USA requests as long as such requests are reasonable
and pertinent to the case. If a problem arises with a request of this
nature, handle pursuant to instructions set forth in 282-3.1(3) of
this manual. The results of this investigation should be furnished
in an investigative report supplementing the initial report. When the
USA states that the investigation is adequate, request the USA to
furnish an opinion as to the prosecutive merit of the matter. Do not
delay the submission of any report pending a prosecutive opinion by

the USA. USA's prosecutive opinion can be furnished in a
supplementary report. ' '
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EFFECTIVE: 01/31/94

282-5 REPORTING GUIDELINES - 282A MﬁTTERS (SEE MIQOG, PART I,
282-4.1.)

|
EFFECTIVE: 01/31/94 }

| 282-5.1 Submission of FD-610

The FD-610 is to be submitted:to FBIHQ within-five
workdays of the receipt of the complaint pursuant to instructions set
forth under Section 282-8.1. ;

EFFECTIVE: 01/31/94

| 282-5.2 Format of 282A InvestigativeiReport

(1) All investigative activity is to be reported
utilizing the FD-263 cover page, the FD-204 synopsis page, FD-302s and
investigative inserls. Do not use an LHM unless specifically
authorized by FBIHQ. All investigative activity is to be completed
and reported within 21 workdays of receipt of complaint. (See Section
282-8.2 and 282-8.4 for exceptions to this rule.) These cases are to
be given prompt, preferred, and continuous attention and handled in an
impartial manner by mature Agent (s). (See MIOG, Part I, 282-7.2 (1).)

(2) Reports are to be organized in a logical progression.
A 'table of contents should be utilized in order to assist review of
the investigation by the case Agent, field_supervisor, CRU, FBIHQ, and

DOJ Attorneys. Civil Rights reports should be organized as follows:

Sensifive
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| (See MIOG, Part I, 282-7.2 (1)

. (2) Complete the FD-263 and set forth the identity
of the responsible head or appropriate official of the agency or
institution involved who was advised of the initiation of a Civil
Rights investigation under the Administrative Section of the form.
Ensure date of this notification is included. See Section 282-5.2
(2) (m) below, for instructions regarding CRD, DOJ notification to
this individual of its decision to close the case after its review of
the FBI report(s). ' ;

(b)) Complete the FD-204 iincluding a DETAILED
~synopsis which succinctly sets forth the investigative content of the
report. Do not use phrases such as "interview set forth' or "details
set:forth" in the synopsis. ;

(¢) Predication paragraph is to follow as the first
item under "Details" of the report. The predication must contain a
brief statement as to the basis for the case being operned.

(d) Interview(s) of victim(s) is to be set forth on

an FD-302(s).
(e) Photographs of victim's injuries not submitted “
to FBIHQ for developing are to be made part of the report and should
be handled as enclosures to the report.: Observations relative to
“injuries, photographed or not photographed, are to be recorded on an
FD-302. : ' :

(£) When necessary, a diagram of the scene where the
incident occurred should be made a part. of the report.
1
k (g) Interview(s) of witness(s) is to be set forth on
FD-302(s) or investigative insert(s). 'See also Section 282-8.6(9).
. (h) Interview(s) of subject(s) is to be set forth on
FD-302(s). See also Section 282-8.6(9) .

(i) Police records of less than ten (10) pages are
to be included as pages in the report., Records of ten (10) or more
pages are to be made enclosures to the report. An FD-302 is to be
prepared containing the source of these records and date obtained.

Ensure these records are readable. Summarize contents of police
records in an ED-302 if they are not readable.

(j) Medical records of less than ten (10) pages are

Sensitive
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to be included as pages in the report. Records of ten (10) or more
pages are to be made enclosures to the report. An FD-302 is to be
prepared containing the source of these records and date obtained.
Ensure these records are readable. Summarize contents of medical
records in an FD-302 if they are not readable.

. (k) Interviews of medical personnel are to be set
forth on FD-302s. :

(1) Prior arrest records of subject (s) and/or
victim(s) are to be made pages in the report and/or set forth on an
investigative insert. The source(s) of 'these records and date
obtained are to be set forth on an investigative insert.

(m) Results of the field office file review; USA's
opinion; SAC's authority to close the case; and list of subject (s) and
victim(s) addresses are to be set forthion investigative insert{s).
With respect te the notification list, which normally appears al the
end of the report, the CRD, DOJ has established a procedure by which'
subject law enforcement agency officers, victims and-complainants are
notified by letter of the DOJ's decision to close Civil Rights cases
after reviewing FBI reports. To assist, the DOJ in notifying
subject (s), vietim(s), and complainant(s), a list of the subject (s),
vietim(s), and complainant(s), along with addresses where they may be
notified is to be clearly set forth on ﬁhe last page of a report. If
during the course of the investigation, the head or other appropriate
ofﬁicial of the subject officer's department or agency SPECIFICALLY
requests to be notified, that specific-request should be noted in the
details of your report on the last page. Clearly state that this
official SPECIFICALLY desires departmenfal notification. Without this
statement the DOJ will not advise the official. Set forth the name
and title of the appropriate official and the address to which
notification may be sent. (See (a) above.)

(n) The original and two (2) copies of each report and
_ three copies of report enclosures are to be submitted to FBIHQ. One
copy of report and enclosures is to be forwarded to the USA.

EFFECTIVE: 01/31/94
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l 282+6 INVESTIGATIVE PROCEDURE - 282ﬁ MATTERS - NONBRUTALITY

(1) Interview complainant and/or victim(s) if readily
available. Secure same information as set forth under 282-4.1(1)
during interview. ;

(2) Where appropriate to round out the investigation,
check police records, office indices, court records, institution
records and any other records pertinen;}to the case.

l . ) (3) Examples of ponbrutality'allegations are as follows:

| : (a) Unlawful arrest or ?etention
-l (b) Unlawful search or seizure
| (¢c) Police harassment or abuse of power

(d) Failure of any public official to. take.official
action. This involves cases in which a public official, who is a
witness to, or cognizant of, a deprivation of civil rights of an
individual, such as an assault upon that individual, fails to- take
appropriate action to protect that individual's person or rights.

1

[
(e) Deprivation of civil rights in connection
with trial, conviction, or sentence. Includes allegations of improper
extradition procedures. :

) Deprivationé relating to or growing out of
treatment of incarcerated persoms oOr concerning administration of
prisons or jails. '

. (g) Alleged unlawful deprivation of property by
purported action of any public agency.. Involves cases relative to
imposition of zoning restrictions on property, exercise of eminent
domain without due process of law, and like situations.

EFFECTIVE: 01/31/94
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_ ] 282-7 REPORTING OF INVESTIGATION - 282B MATTERS

EFFECTIVE: 01/31/94 :

| 282<7.1 Submission of FD-610

_ The FD-610 is to be submitted 'to FBIHQ within five
workdays of the receipt of the complaint pursuant to instructions set
forth in Section 282-8.1. ‘

EFFECTIVE: 01/31/94

| 282-7.2 Format of 282B Investigative Report

l (1) Any matter which contains extensive investigation is
to be reported in the same manner as a 282A case. Instructions

relating to 282A case reports are set forth under 282-5.2(1) and (2).

(2) All other investigation may be reported by LHM. The
LHM must contain a comprehensive describtion of the investigation
conducted. Any FD-302s, investigative inserts, and records of less
than ten (10) pages should be appropriately designated as pages in the
LHY. Large numbers (over 10 pages) of reproduced records are to be
forwarded as enclosures to the LHM. '

]
(3) When an LHM is submitted: in a 282B matter, furnish

FBIHQ with the original and two (2) copies of the LHM. Furnish local
USA with one (1) copy of the LHM.

EFFECTIVE: 01/31/94

'
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| 282-8 ADMINISTRATIVE INSTRUCTIONS

EFFECTIVE: 01/31/94 !

282-8.1 Submission of the FD-610 (See MIOG, Part I, 44-7.1,
: 44-8.1, 50-4, 173-1, 177-6.1, 177-8.1, 189-4, 2044,
214-2, 282-5.1, 282-7.1, & 282-8.6 (6).)

(1) The purpose of the FD—610 is to promptly provide
FBIHQ with a complete set of pertinent facts for each "color of law"
case investigated by the FBI. "Purpose' and "Instructions'" are also
listed on the reverse side of the FD-610. Data contained on the form
is entered by the CRU, FBIHQ, directly into the Civil Rights
Information System (CRIS) which assists'in a more effective,
efﬁicient, and economical management of ‘the Civil Rights program by
FBIHQ and the field. Field divisions may request that FBIHQ provide
information/analysis based on data from.the FD-610.

(2) INITIAL SUBMISSION. Instructions are set forth on
the reverse of the FD-610. Upon receipt of a complaint or request for
investigation which requires the initiation of a color of law case,
the initial FD-610 must be submitted within five (5) workdays. Every
. effort should be made to complete itemsl(1-9) on the FD-610." If the
complaint is received by an auxiliary office, the auxiliary office
should obtain sufficient facts regardinh the matter; advise the
potential office of origin in an expeditious manner (preferably by
facsimile) about the complaint; and file the complaint in the 282-0
file. The office of origin should then submit the FD-610 to FBIHQ
. within five (5) workdays of receipt of ‘'the complaint from the
auxiliary office. :

(3) SUPPLEMENTAL SUBMISSION. Instructions are set forth
on the reverse of the FD-610. A supplemental FD-610 should be
submitted whenever the field office determines the additional
information should be submitted to FBIHQ. This may include
information which was not known previously, was previously omitted, or
was previously_incorrectly reported. ' When submitting a supplemental
FD-610, provide data only for those itéms requiring a change from the
initial FD-610.

Sensitive
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(4) The following sets forth specific instructions
regarding completion of items 1 through 9 of the FD-610:

Jtem 1 - Title: Provide the full case title to include
name of subject(s), victim(s), and complainant. Fully identify the
rank/position of the subject and agency including city and state. If
the victim is deceased, write "deceased" behind victim's name and
place in parentheses. Thereafter, the classification and office of
origin should be listed. The following is an example:

CAPTAIN JOHN DOE,

HUNT POLICE DEPARTMENT,

HUNT, NEW JERSEY;

MICHAEL SMITH (DECEASED) - VICTINM;
MARY SMITH - COMPLAINANT;

COLOR OF LAW ) :
00: NEWARK ' !

| Ensure any previous communications are referenced.

Item 2 - Office of Origin Filé Number: Self-explanatory.

Item 3 - Auxiliary Office Filé Number: Obsolete.

item 4 — Initial/Supplemental ‘Submission:
Self-explanalory. ' '

ftem 5 - Matter Type: Check appropriate block(s) to best
.describe the type of case initiated. The type of matter is
sel'f-explanatory and has been set forth in such a manner as to best
describe separate civil rights subprogram priorities. This format is
also used to describe civil rights case% submitted to the CRD, DOJ.

Item 6 — Date of Incident: Sglf—explanatory. 1f the date
of the alleged violation is unknown or ongoing (harassment, failure to
take action, etc.), use the latest incident date.

) Item 7 - Date of Complaint: .This is the date that the
complaint is received in the field office/resident agency.
Item 8 — Synopsis of Case: The synopsis should provide a
concise summary of the allegation(s). Do not use such phrases as "See

LHM" or "Details set forth." \

A Item 9 - Significant Case: Instructions are on the
reverse of the FD-610. If the case is 'of such a nature that FBIHQ

Sensitive
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should expedite handling of this case, the "yes" block should be
checked. Significant cases are those receiving extensive media
attention, invelving a prominent individual or extensive media
attention, or involving an FBI employee’as the subject or victim.
Significant cases are also those wherein FBI investigation has
determined the allegations to be serious and substantial thus
warranting a full investigation. When prosecution becomes imminent,
FBIHQ should be advised promptly and a supplemental FD-610 would be
submitted designating the case "significant if not so designated on
the initial FD-610." . If there is a question as to whether a case is

”significant," contact the CRU, FBIHQ, to resolve the issue.

A "Remarks/Administrative" Section is provided at the bottom of the
FD-610 and should be utilized to advise :FBIHQ of unusual or
administrative matters. '

|
EFFECTIVE: 01/31/94 ‘

282-8.2 Deadlines (See MIOG, Part 1, 282-5.2 (1).)

Investigations are to be given prompt, preferred, and
continuous attention and handled in an impartial manner by mature ,
Agents. Deadlines have been established primarily to limit the time
period that an allegation against a police officer remains unresolved.
INVESTIGATIONS ARE NOT TO BE ‘CONDUCTED WITH LOCAL LAW ENFORCEMENT
OFFICERS AND ARE TO BE INDEPENDENTLY CONDUCTED BY THE FBI.
Investigations of all color of law cases are to be reported to FBIHQ
in accordance with the following'deadlibes:

(1) FD-610 - Upon receipt of a complaint, the receiving
office must submit the FD-610 within five (5) workdays. In those
instances where FBIHQ is advised by telephone or teletype of a new
case, the FD-610 still must be submitted within five (5) workdays of
the receipt of the complaint.

(2) 282A - Substantial Case - Upon receipt of a complaint
that initiates a 282A case, and the investigation has determined the
matter is substantial, complete investigation and mail the report to
FBIHQ within twenty-one (21) workdays.' If the investigation cannot be
completed and a "Closing" report mailed on or before the expiration of
21 workdays, then.mail an initial "Pending" report within the
21-workday deadline and follow with subsequent reports within 21
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workdays of the prior report. For further instructions regarding
complex investigations, see the last paragraph in this section.

i (3) 282A - Nonsubstantial Case — Upon receipt of a
complaint that initiates a 282A case and investigation determined the
matter was NOT substantial, submit completed investigation by report
mailed within 21 workdays. .

(4) Upon receipt of a complaint that initiates a 2828
case, submit completed investigation by report/LHM mailed within 21
workdays. b -

Initial deadlines are established utilizing the date of receipt of the
complaint which should be noted on the FD-610. Deadlines for
subsequent reports are based on the date of the previous
communication. Under normal conditions, 282B matters should be
completely resolved and reported within 21 workdays. In 282A cases,
every effort should be made to complete 'the investigation and submit
the report within 21 workdays. 1f the investigation is not completed
within tHat time frame, a pending report should be submitted and
contain at a minimum, the complainant and/or the vietim interview(s),
and the police incident report. In a case in which investigation will
be extensive and cannot be completed and mailed within 21 workdays,
the field office should advise FBIHQ of the investigative steps to be
pursued and, UACB, the date the results will be furnished to FBIHQ.
(See (2).) !

{

EFFECTIVE: 01/31/94 .

282—8.3 Procedures when Local, State,;or Federal Agencies are
Investigating Same Incident

‘ From time to time questions have arisen concerning the
procedures to be followed by the FBI in conducting investigations of
alleged violations of criminal Civil Rights statutes when local or
state agencies are simultaneously conducting an investigation of the

same incident. Departmental policy in such circumstances is as
follows: i

|
o (1) Upon receipt of information by the FBI sufficient to
o5 | justify initiation of a color of law investigation, an investigation
" | should be conducted regardless of the fact that a local or state
b ' . T
]
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investigation of the same incident is also being conducted. If,
during the course of the FBI's investigation, state or local criminal
charges arising out of the incident are filed against the subject(s),
the FBI's investigation should be suspended and the USA and FBIHQ
shotld be notified of the nature of the criminal charges and the
likely timetable for prosecution of such charges. In all other
situations, the investigation should continue to completion.

(2) Exceptions to this procedpfe may be necessary on
infrequent occasions. Authority should be sought from FBIHQ, on such
occasions before suspending the investigation in the absence of filing
of state or local criminal charges against the subject (s). FBIHQ, CRU
will consult with DOJ, CRD ‘on such requests.

EFFECTIVE: 01/31/94

282-8.4  Subpoena Matters (See MIOG, Part I, 282-5.2 (1).)

Upon receipt of a subpoena for Agent's testimony,
production of material or disclosure of information pertaining to a
pending or closed color of law investigation, the following procedures
must be followed: ' .

(1) Promptly notify the USA for the district in which the
demand arose. The USA is under obligation to immediately contact the
Deputy Assistant Attorney General, CRD,.DOJ, for referral to the
appropriate Section Chief for review of the information for which
disclosure is sought. ! '

 (2) Notify FBIHQ, Attention:: CRU, CID, by appropriate

communication (i.e., teletype, facsimile, telephone, or airtel) of
receipt of the subpoena, the results of your contact with the USA and
all pertinent factors you believe appropriate for consideration in
reaching a resolution to the demand. The above information will be
forwarded to the CRD, DOJ for its final determination of action to be
taken in response to the demand. CRD, DOJ will generally notify the
concerned USA directly of its decision 'concerning the subpoena and
advise FBIHQ of its instructions to the USA. FBIHQ will then advise
the concerned field office of this information. The original and one
copy of the airtel with three copies of the subpoena must be provided

to FBIHQ.
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(3) 1In all instances, keep FBIHQ advised of all
developments concerning each subpoena.

(4) No release of informationgshould be made without
FBIBRQ and DOJ authority. v

EFFECTIVE: 01/31/94

282-8.5 Assignment of Special Agents to Color of Law
Investigations N '

Situations may dictate that certain FBI Agents not be
assigned color of law cases. Those sittations are as follows:

(1) Special Agents who are former police officers, when
(:f“y the-subject(s) is a law enforcement off%cer; (Ssee (5).)

L ; . ! . .
- (2) Special Agents who have close relalives in the agency
involved; (See (5).) -

(3) Special Agents who have close working or personal
relationships with the officers who are; the subjects of a color of law
investigation; (See (5).)

(4) "Special Agents who have7é close working relationship
with the specific law:enforcement agency involved and .a question of
propriety may be involved; and, (See (5).)

(5) Special Agents assigned to a Resident Agency who fall
into categories (1), (@), (3), or (4). Resident Agents may conduct
the initial interview of the victim(s) and/or complainant(s) and
obtain records for any 282 case in their territory. Unless unusual
circumstances exist, Resident Agents may be assigned to 282B cases
involving agencies in their territory. !

(6) Special Agents falling into the above categories can
be assigned to investigate all other matters within the Civil Rights
Program. They can also assist in noninterview assignmenis in police
misconduct cases by conducting police record checks, obtaining medical
records, and/or court documents. S
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EFFECTIVE: 01/31/94 .

|

| 282-8.6 Miscellaneous
|
(1) Promptly advise FBIHQ of any imminent prosecution,
criticism, controversy, or extensive publicity arising in connection
with color of law cases.

(2) If victim or complainant indicated he/she is in fear
for his/her life or safety, ensure that .the appropriate local
authorities are advised without revealing the source of the complaint.
This notification should be documented in the field office file and
should be provided to FBIHQ only when a civil rights case is
initiated. :

(3) If victim(s) or witnesses are confined to hospitals
«" - | or-institutions- and cannot be interviewed except in the presence of
(;‘ 7| those charged with their custody, interviews should not be conducted
- and FBIHQ should be advised of such information.

(4) A subject, victim, or otﬁer witness may refuse to be
interviewed except in the presence of his/her attorney. The SAC may
authorize an interview of this nature if, in the opinion of the SAC,
such an interview is necessary. ’

(5) Obtain FBIHQ authority prior to contacting a judge or

a judicial officer in a civil or criminal action to determine
disposition of a matter which may be pending before the court. -Advise .
FBIHQ precisely why such information cannot be obtained from sources
other than the court or judicial office? and furnish recommendation of
SAC as to whether or not a particular judge should be interviewed.
This information will be conveyed to the DOJ for review. Upon receipt
of DOJ approval, the field division will be notified by FBIHQ. This
course of action is necessary inasmuch -as the CRD, DOIJ, prosecutes Lhe
majority of color.of law cases and has :supervisory responsibility for
almost all such prosecutions. Therefore, the DOJ must be made aware
of such contacts. ‘ .
(6) 1In certain urgent situations the auxiliary office
- receiving a color of law complaint should notify FBIHQ and the office
N of origin by teletype and/or telephone prior to submission of the
"4 - | FD-610. The auxiliary office should forward the victim/complainant

"% | interview, FD-302s, inserts, or other pertinent infogmétioﬂ'to the
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office of origin within ten (10) workdais. If the investigation in
the auxiliary office is extensive and such that the information cannot
be furnished to the office of origin in :ten workdays, mail the details
of the original complaint (victim/complainant interview) within 10
workdays and mail the remainder within 21 workdays. In those .
instances where the office of origin has a color of law case initiated
by an auxiliary office, the office of origin should still mail an FD-
610 to FBIHQ within 5 (five) workdays of receipt of the complaint (See
MIOG, Section 282-8.1 above) and a complete investigative report to
FBIHQ within 21 workdays. ’ ' '

A (7) No arrests are to be madeé or complaints filed without
prior CRU, FBIHQ notification. : '

(8) When exhibits, including photographs, are obtained,
furnish one copy to the USA and three copies to FBIHQ. Field offices
should keep one copy of the exhibit for their files, including
photograph negatives.

be reduced to a signed statement only in the following instances:

(;fh‘ (9) Interviews of“victimé; sﬁbjects;yand-witnesses-shoulds
L7 | (See MIOG, Part 1, 282-4.1 (1), 282-4.2 (3), 282-5.2 (2) (g) & (h).)

| (a) Upon specific instructions from FBIHQ.
I (b) Upon specific request of USA.
| ‘ (¢) Upon specific request of DOJ.

(d) When deemed appropriate by the Special Agent
during the course of the interview.

~ Interviews should be conducted even th&ugh a person declines to
furnish a signed statement. If the interviewee is requested to
provide a signed statement and declines, note this in the FD-302.

EFFECTIVE: 01/31/94 ;
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| 282-9 PENALTIES

(1) Title 18, USC, Section 241 - maximum of $10,000
gnd/or imprisoned not more than 10 years. If death results, any term
of years or for life. (See MIOG, Part I, 44-10, 50-1.5 (3), 50-2.4.)

(2) Title 18, USC, Section 242 - maximum of $1,000 and/or
imprisoned not more than 1 year; if bodily injury results, fined under
this title and/or imprisoned not more than 10 years or both. If death
results, imprisonment for any term of years or for life. (See MIOG,
Part I, 50-1.6, 50-2.5.) .

1

EFFECTIVE: 01/31/94

f

(i;ﬁ'l 282-10.  CHARACTER-- COLOR~ OF¢ LAW

'EFFECTIVE: 01/31/94
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SECTION 283. FOREIGN COUNTERINTELLIGENCE INVESTIGATIONS

1

. 2831 FOREIGN COUNTERINTELLIGENCEIINVESTIGATIONS
I

' |
Information concerning the|283 clagsification[is set forth
in a separate FBI manual, the|NATIONAL FOREIGN INTELLIGENCE PROGRAM

MANUAL (NFIPM). |

i

i

EFFECTIVE: 02/14/97
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|SECTION 284. ECONOMIC COUNTERINTELLIGENCE

l 284-1 ECONOMIC COUNTERINTELLIGENCE

Information concerning the 28% classification is set forth

in a separate manual, the NATIONAL FOREIGN INTELLIGENCE PROGRAM

MANUAL (NFIPM).

EFFECTIVE: 02/14/97
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|SECTION 285. ACTS OF ECONOMIC ESPIONAGE

| 285-1 ACTS OF ECONOMIC ESPIONAGE
Information concerning the 285 classification is set forth
in a separate manual, the NATIONAL FOREIGN INTELLIGENCE PROGRAM

MANUAL (NFIPM).| "

EFFECTIVE: 02/14/97 :

O
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’

i
|SECTION 291. ANIMAL ENTERPRISE PROTECTION (AEP)

| 291-1 STATUTES

| Title 18, USC, Section 43 (AEP Act of 1992). .

EFFECTIVE: 01/10/97

/ | 291-2 JURISDICTION
‘ In accordance with 28, Code of Federal Regulations,
T Section  0.85(a), the FBI shall investigate all alleged or suspected
- | eriminal violations of the AEP Act of 1992.
. i

EFFECTIVE: 01/10/97 !

| 291-3 VIOLATIONS ;

‘Title 18, USC, Section 43 (AEP Act of 1992) includes the
foliowing: : '

| Section 43. Animal enterprisk terrorism

"(3) OFFENSE. — Whoever -

"(1) travels in interstate or foreign commerce, or
uses or causes to be used the'mail or any facility in interstate or
foreign commerce, for the purpose of causing physical disruption to
the functioning of an animal enterprisq; and

‘ "(2) intentionally causes physical disruption to the
functioning of an animal enterprise by intentionally stealing,
damaging, or causing the loss of, any property (including animals or
. records) used by the animal enterprise, and thereby causes economic
(/";, damage exceeding $10,000 to that enterprise, or conspires to do so;

| shall be fined under this title or imprisoned not more than one year,

Sensiﬁive
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| or both.

"(b) AGGRAVATED OFFENSE.

"(1) SERIOUS BODILY INJURY. - Whoever in the course
of a violation of subsection (a) causes serious bodily injury to
another individual shall be fined under this title or imprisoned not
more than 10 years, or both. ,

"(2) DEATH. - Whoever in jthe course of a violation of
subsection (a) causes the death of an individual shall be fined under
this title and imprisoned for life or for any term of years.

"(¢) RESTITUTION. - An order of restitution under section

3663 of this title with respect to a violation of this section may
also include restitution — :

"(1) for the reasonable cost of repeating any
experimentation that was interrupted or .invalidated as a result of

 the offense; and :

"(2) the loss of food production or farm income

reasonably attributable to the offense. .

(: o "(d) DEFINITIONS. ~ As used i? this section -
. (1) the term 'animal enterprise' — means

"(4A) a commercial or academic enterprise that
uses animals for food or fiber production, agriculture, research, or
testing; . '

"(B) a zoo, aquarium, circus, rodeo, or lawful
competitive animal event; or o

"(C) any fair or similar event intended to
advance agricultural arts and sciences;

"(2) the term 'physical disruption' does not include
any lawful disruption that results from' lawful public, governmental,
or animal enterprise employee reaction to the disclosure of
information about an animal enterprise;;

"(3) the term 'economic damage' means the replacement
costs of lost or damaged property or records, the costs of repeating
an interrupted or invalidated experiment, or the loss of profits; and

"(4) the term 'serious bodily injury' has the meaning
given that term in section 1365 of this title." :

EFFECTIVE: 01/10/97 J
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| 291-4 INVESTIGATIVE/PROSECUTIVE/REPQRTING PROCEDURES

In handling complaints involving the AEP Act, immediately
present facts to the United States Attorney (USA) for a prosecutive
opinion. If the USA will not consider federal prosecution, conduct
no investigation, advise.complainant, and confirm conversation Lo USA

~and complainant in writing. Where appropriate, refer matter to law
enforcement agency having jurisdiction over violation and also
furnish this information to USA and complainant. Upon initiation of
a 291 investigation, an electronic communication must be immediately
forwarded to the Domestic Terrorism Operations Unit (DTOU), FBIHQ,
.providing the date the investigation was initiated and the
predication for its initiation., Upon closing, a communication with
summary of the incident should be forwarded to DTOU, FBIHQ. In
addition, should the USA render a favorable prosecutive opinion,
DTOU, FBIHQ, should be advised. i

i\ - EFFECTIVE: 01/10/97 :

v i

I 291-5 CHARACTER AND CLASSIFICATION

The character for these violations is "Animal Enterprise
Protection (AEP)." The classification for AEP cases is 291,

EFFECTIVE: 01/10/97
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